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Abstract

This thesis analyses the nature and threats to peace represented by Transnational Organized
Crime (TOC). Considering that TOC is an important power agent in a fast shifting world,
a social constructivist version of the theory of structural power has been employed as the
theoretical framework to study it, based mainly on Susan Strange and Robert Cox. It was
also analysed from a critical IPE and multidisciplinary perspective. This has facilitated an
analysis of the ideas, institutions and material capabilities of TOC within the power

structures and their interrelations.

Based on the principle of the harms caused by TOC instead of the traditional law, the study
considers three categories of TOC: the traditional type which includes mainly the illegal
trafficking of commodities and racketeering; the economic type which includes corruption,
fraud, illicit financial flows, tax evasion and money laundering; the environmental type
which includes serious harms to the biosphere, as climate change and biodiversity

destruction.

Although these harms represent a major threat to humanity and the planet, most of them
have not yet been criminalized, some because they are new phenomena, but most because

the elites involved in them prevent it.

The information about TOC is scarce because of its clandestine and secretive nature, but
also because the elites connected to it inhibit the disclosure of information in the media and

the financing of academic research on TOC.

19



Thus TOC represents a major threat to direct, structural and cultural peace. It is a peril to
international peace, to human rights and to the implementation of the Sustainable

Development Goals (SDG).

TOC is facilitated by bad governance: excessive securitization (drug trafficking), weak
control (failed states, borders, high seas, arms trafficking), de-regulation (money

laundering, tax evasion, fraud) or procrastination (climate change).

Traditional TOC has an origin similar to that of the state, and has a conspicuous role in the
‘new wars’, the main difference being that the former’s goal is profit, while the latter’s
should be the welfare of the population. Economic and environmental TOC are embedded
in the state system through the elites that control both. TOC is essentially a market activity,
and the lines between legal and illegal business are being blurred in the neoliberal context.
Civil society is highly engaged in combatting TOC, as are some NGOs and religious

leaders, but others like the corporate media are ready to cooperate with TOC for profit.

Despite the proliferation of international regimes promoted by the liberal ideology in the
last decades, its efficiency in controlling TOC is limited. This thesis supports the promotion
of a cosmopolitan governance system that would control the ungoverned spaces in

coordination with the states.

20



Summary in Spanish

Introduccion

El Crimen Organizado Transnacional (TOC) no es un fendmeno nuevo, pero ha adquirido
nuevo énfasis en las Ultimas décadas. La tesis intenta descubrir la verdadera naturaleza del
TOC, que crimenes incluye, que relaciones tiene con otras entidades de la sociedad, que
amenazas representa para la paz, porque ha aumentado su poder recientemente, y porque
no se ha desarrollado mas este campo de investigacion. Para estudiarlo, se emplea como

Marco Teorico una version social-constructivista de la teoria del poder estructural.

Susan Strange, pionera de la disciplina moderna de la Economia Politica Internacional
(IPE), con el objeto de analizar la relacion de poder entre los estados y los mercados,
propuso el siguiente sistema de poder estructural basado en el Conocimiento, la Seguridad,
la Produccion y las Finanzas para entender quién gana (Cui bono?). Estas cuatro estructuras

estan complementadas por otras cuatro: Transporte, Comercio, Energia y Bienestar.

Robert Cox (1981), autor de la escuela critica de IPE, considera que las estructuras
historicas estan constituidas por tres tipos de fuerzas: capacidades materiales (potenciales
constructivos o destructivos, incluido el cambio tecnologico), ideas (significados
intersubjetivos, identidades, valores, ideologias) e instituciones (hormas, organizaciones,

etc.).

Tooze (2000a) y Sanahuja (2008) proponen una version social-constructivista del poder
estructural que combina las dos ideas anteriores, y comprende las estructuras de Seguridad,

Produccidn, Finanzas y Bienestar sobre la Base Ideacional del Conocimiento. El principal
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cambio consiste en considerar al Conocimiento

no como un tipo de poder estructural mas, sino
Security

p
/
M !

--\

Ideational Base

como la base ideacional de cada una de las otras

Welfare estructuras, respondiendo a la nueva
epistemologia reflexivista, sustituyéndolo por el
Bienestar, sector en auge en el dmbito de las
Relaciones Internacionales (RI). Cada una de las estructuras estd compuesta por
capacidades materiales, instituciones e ideas. En la teoria del poder estructural existe una

relacion de mutua constitucion entre los actores y la estructura. Es importante analizar

cémo opera el TOC como actor de poder para entender los cambios en el poder estructural.

El aborde de la tesis desde la perspectiva de la IPE Critica y la utilizacion del marco teérico
social-constructivista del Poder Estructural, son aportes innovadores de la tesis. Otro aporte
innovador es su caracter multidisciplinar que combina la IPE, la criminologia, la ecologia

y el periodismo de investigacion.

Definicion

Desde el fin de la Guerra Fria, la comunidad internacional ha empezado a preocuparse por
el auge de TOC, y ha multiplicado los regimenes relativos al mismo, en particular la
Convencion contra el TOC (UNTOC, 1998) y la Convencion contra la Corrupcion
(UNCAC, 2003). Sin embargo, las definiciones encontradas en estos tratados, fruto de
dificiles consensos, son ambiguas y débiles, se basan en legislaciones existentes, en
“teorias de resolucion de problemas” cuyo objetivo ultimo es mantener el statu quo. Prueba
de ello es la existencia de 180 definiciones diferentes del TOC (IASOC). Esta tesis propone
una definicion del TOC basada en el concepto del dafio aportado por la IPE critica

(Linklater 2011) y la criminologia critica (Hillyard 2004):
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Dafio grave, extenso y duradero causado a la sociedad y al ambiente natural por

un grupo organizado con animo de lucro.

Esta definicion simple permite trascender la falta de consenso con relacion al concepto del
“crimen”, pues hay mayor consenso con relacion al concepto de dafio. Permite incluir no
solo a la sociedad, sino también a la naturaleza como victima. Limita el concepto a dafios
que sean graves, extensos y duraderos (concepto inspirado del Derecho Internacional
Humanitario), y a aquel infligido con animo de lucro. Esta definicion tiene ademas una
perspectiva de mayor duracién histérica respecto a las definiciones tradicionales que

cambian segun cambia la ley vigente.

Otro aspecto normativo importante es la distincion de lo Ilegal (malum prohibitum),
condenado por la ley, de lo llicito (malum in se), lo condenado por la sociedad. De hecho

muchos actos condenados por la sociedad no lo son por la ley y vice-versa.

Cuantificacion

Una de las mayores dificultades en la investigacion sobre el TOC es la falta de informacion,
debido al carécter clandestino y sigiloso del fendmeno, pero como dice Peter Andreas
(2004), “no hay que actuar como si solo el lado licito de la IPE existiera”. Para obtener esta
informacién, académicos, gobiernos y organizaciones internacionales utilizan datos
indirectos en tiempo y espacio, extraidos de estadisticas econdémicas, archivos judiciales,

escasas encuestas, reconstruyendo informacion al modo de astronomos o paleontologos.

Por otra parte, el valor monetario del TOC varia también segun de si se considera
unicamente la economia ilegal, o también la ilicita o la informal. En todo caso consiste en

una parte importante de la economia mundial. Peor aun, existe un proceso de fusion entre
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la economia ilicita y la licita, de criminales-empresarios con empresarios-criminales

(Queloz 1999).

TOC y Estado

Segun Charles Tilly (1985), los origenes y métodos del Estado y del TOC tienen mucho en
comun. El Estado solo consiguié imponerse sobre los sefiores feudales en Europa con el
encarecimiento de la tecnologia militar que facilita al Estado controlar el monopolio del
uso de la violencia. La colonizacion europea fue iniciada por compafiias privadas
(compafias de Indias) con comportamientos altamente dafiinos para las poblaciones
sometidas. Como el TOC, el Estado puede crear una amenaza contra la sociedad, para luego

protegerla a cambio de una retribucion.

Mancur Olson (1993) introduce los conceptos del “bandido errante” que saquea, Yy del
“bandido estacionario” que invierte y gobierna, para explicar la transicion entre bandas
armadas y Estado. Segun Paul Collier (2000), los grupos rebeldes en los estados fallidos
siguen comportdndose como bandidos, y frecuentemente estdn méas motivados por la
avaricia que por rectificar agravios. Acemoglu (2012) sostiene que las élites extractivas
impiden el desarrollo econémico y social de las naciones para mantener sus rentas.
Hirschfeld (2015) considera al Estado como como una exaptacion, o evolucion accidental,
de la banda criminal. El Estado y el crimen organizado pueden transmutarse entre el uno y
el otro, la mayor diferencia entre ellos consistiendo en su intencion: la de favorecer a la

sociedad o a los intereses particulares.

Peter Lupsha (1991), define los tres grados de las relaciones entre la criminalidad
organizada y el Estado como predatoria, parasitica y simbiotica. Segun Hellman &

Kaufmann (2000), existe un real peligro de que la criminalidad capture al Estado a través
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de la corrupcion en nuestra época. John Perkins (2004) testimonia sobre los métodos de los
sicarios economicos que los Estados hegemdnicos utilizan para imponerse sobre los
Estados periféricos. Chambliss (1989) denuncia que los Estados frecuentemente violen sus

propias leyes para conseguir sus intereses.

Skaperdas (2001) reivindica que el crimen organizado prolifera en los espacios no
gobernados por motivos geogréficos (selva, alta mar), sociales (chabolas), raciales

(guetos), de prohibicion (drogas), o colapso del gobierno (estados fallidos).

Diferentes organizaciones internacionales se han implicado en la lucha contra el TOC
(UNODC, ILO, UNEP, WHO, Interpol, ICRC, ICC, IMF, WB, FATF, OCDE), y se han
desarrollado numerosos regimenes para este proposito en las Ultimas décadas, pero con

resultados limitados.
TOC y Mercados

Segun John Picarelli (2009), el TOC es un actor racional con vocacién esencialmente
econdmica. La revolucion neoliberal iniciada en los afios 1980 con el consecuente proceso
de desregulacion, privatizacion, financializacion y mercantilizacion, ha facilitado que todo
sea objeto de transaccion, incluido bienes ilegales, ilicitos o ajenos. Esta revolucion ha
concentrado el poder econdmico y politico en una pequefia oligarquia, la Clase Capitalista
Transnacional (TCC) (Gill 2008, Van del Pijl 1998), coordenada por organizaciones
opacas como el Foro Economico Mundial o el Club de Bilderberg. La TCC ha conseguido
formar un bloque histdrico a partir de los afios 1980, que controla con una mezcla de poder
disciplinario, capilaridad y panopticismo, asi como con el nuevo constitucionalismo (a

través del cual encauza los regimenes internacionales a favor de sus intereses).

25



El crimen de cuello blanco ha utilizado los paraisos fiscales para ocultar y blanquear dinero
sucio. Este tipo de criminalidad se ha beneficiado del uso de internet y de las técnicas
modernas de gestion. Al mismo tiempo, algunas empresas legales han adoptado técnicas
de tipo criminal. Incluso en el sector productivo (agricultura, textil, construccion, etc.)
ciertas empresas han adoptado métodos disciplinarios de control de sus empleados. En el
sector financiero, los numerosos escandalos ocurridos a partir de los afios 1980 han
culminado en la grave crisis econdmica de 2008, provocada por los abusos en el sector de
las finanzas, sin que (casi) ninguno de los responsables haya sido condenado penalmente
hasta hoy. La dependencia de los gobiernos de dinero creado a través de la emision de

crédito por entidades privadas les ha alejado la soberania.

Segun Costanza (2009b), uno de los motivos de la crisis radica en la naturaleza de la
economia liberal, que no deberia basarse solo en el capital financiero, sino en los capitales

construido, humano, social y natural, conceptos que la actual medida del PIB ignora.

Segin Tombs & White (2015) las corporaciones privadas tienen que ser abolidas, pues
estan disefiadas para causar dafio a la sociedad y a la naturaleza con impunidad, y son
dificiles de reformar. Las empresas Demasiado Grandes para Fallar ejercen una influencia

politica excesiva, dificil de equilibrar por los poderes publicos (Morin 2015).

Segun David Harvey (2003), las élites occidentales han organizado la acumulacion por
desposesion a traves de practicas como la privatizacion, la financializacion, la gestion y

manipulacion de crisis y la redistribucion estatal de la renta.

El capitalismo moderno ha creado el Lobby para influenciar la toma de decisiones politicas
y legislativas, y conseguir entre otros la reduccion de impuestos para empresas

multinacionales (TNC) (George 2015). Las Puertas Giratorias es otro mecanismo
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destinado a mantener las relaciones incestuosas entre empresas y gobiernos (Salinger

2005).

En sintesis, el neoliberalismo ha permitido el aumento del poder de las empresas con
respecto a los gobiernos en los campos de la produccion, las finanzas, asi como el del
bienestar y la seguridad, a través de la creacion de un bloque histérico hegemdnico dotado
de ideas como la de la economia de goteo. Ocurre también una transferencia de poder entre

la TCC y el resto de la sociedad a nivel global, favoreciendo una nueva lucha de clases.
TOC y Sociedad Civil

A partir de los afios 1990, un movimiento de empresarios morales ha emprendido una
camparia contra el COT con ONGs como Global Witness, Transparency International,
ATTAC, Corpwatch, GFl o UNCAC Coalition, hostigadas frecuentemente por las potentes

organizaciones que denuncian.

Pero el estamento que mas responsabilidad tiene por denunciar al TOC es el periodismo, y
en particular el de investigacion, victima frecuente de los potentes intereses que denuncian
como lo fue la italiana llaria Alpi asesinada en 1994 en Somalia, o los 1208 periodistas
asesinados desde 1992 segun el Comité para la Proteccion de los Periodistas. El auge de
las comunicaciones por internet ha permitido el acceso a grandes cantidades de
informacion criminal que exponen los nuevos Alertadores como Wikileaks. Esto también

tiene relacion con la batalla por la neutralidad de internet.

Sin embargo, los medios de comunicacion mainstream han sido mayoritariamente
capturados por la TCC, constituyendo grandes conglomerados cuya objetividad es hoy en

dia poco creible. Se han transformado en altavoces la ideologia del bloque hegemonico,
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siguiendo las ensefianzas de Edward Bernays (1928), y llegando a promocionar dudas sobre

temas de sociedad tan importantes como el tabaco o el cambio climatico.

Las religiones, como promotores de las normas morales, se oponen oficialmente al crimen,
tachandolo de pecado merecedores del infierno. La usura en particular ha sido condenada
hasta recientemente por la mayoria de las grandes religiones. Ante el bloque neoliberal,
algunas han sabido presentarse como fuerzas contra-hegemanicas, como algunas versiones
radicales del Islam o las posiciones emancipadoras del Papa Francisco. Este Ultimo se ha
convertido en el paladino de las causas sociales y ambientales, en particular con su

enciclica ecologista Laudato Si (2015).

Como dicen Van Duyne (2003) o Naim (2005), los mercados criminales viven de
ciudadanos honestos, lo que nos lleva a la tesis de Arendt de la banalidad del mal (1963)
y a los debates sobre el origen del mal en el hombre de Rousseau y Hobbes. Tomasello
(2009) piensa que el ser humano ha desarrollado genéticamente un equilibrio entre
cooperacién y egoismo para sobrevivir en sociedad, pero que la cultura neoliberal ha

exacerbado este ultimo rasgo en detrimento del primero.

TOC Tradicional

ElI TOC tradicional es aquel asociado en el imaginario colectivo a la Mafia, y que consiste
principalmente en el comercio ilicito, el bandidismo y las extorsiones. Segun Peter Andreas
(2011), la violencia puede considerarse como un dafio colateral de una transaccion ilicita

(en un mundo criminal no regulado por el Estado).

La pirateria maritima es una de las formas mas antiguas de TOC, actividad que se ha
recrudecido recientemente gracias a la posibilidad de cobrar rescates en sofisticados
centros financieros offshore (Vigueras 2008).
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El tr&fico de drogas es uno de los negocios ilicitos de mayor rendimiento. La lucha
internacional contra este trafico empezo6 en 1909 y estd hoy regulado por un tupido régimen
de caracter represivo. La causa de que sea tan lucrativo es precisamente su injusta
prohibicion, y la continuacion de la guerra contra la droga podria tener otros motivos
como el control securitario de las sociedades, una especie de neoliberalismo disciplinario
(Gill 2008) o capitalismo de desastre (Naomi Klein 2007) por parte del bloque hegeménico,
ademas de justificar desmesurados presupuestos de las fuerzas de seguridad (Van Duyne).
El problema del trafico de drogas deberia enfocarse mas como un problema de salud
publica que de seguridad. Por otro lado, los mayores beneficios no se hacen en los paises
de produccién, sino en los de consumo, lo que indica donde se encuentra la direccién de

este negocio global.

El trafico de medicinas falsas es responsable de la muerte de millones de personas al afio
segun la WHO, principalmente en paises pobres, y su valor podria ascender a 32.000
millones USD. Una de las causas de este trafico es el precio excesivo de las medicinas

legales, impuesto por el actual sistema de propiedad intelectual.

El lucrativo comercio de armas es el sector en que lo legal y lo ilegal méas se funden, asi
como el mercado y el Estado. Los grandes traficantes ilegales normalmente estan
conectados con los servicios de inteligencia de los paises poderosos, como fue el caso del
Mercader de la Muerte Viktor Bout, y sirven frecuentemente para violar regimenes de
sanciones. Segun Transparencia Internacional (T1) el 50% de las denuncias por cohecho
estan relacionadas con el sector de la defensa, y se han detectado sobornos en un 50% de
los contratos de defensa (Henriksson 2007). El Protocolo del UNTOC contra la produccion
y trafico ilegal de armas ligeras fue aprobado en 2000, pero sus provisiones no son de

cumplimiento obligatorio. El Tratado de Comercio de Armas que entré finalmente en vigor
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en 2014 contribuird a controlar la ilegalidad y la corrupcidn de este sector, pero no contiene
provisiones fuertes. Anualmente los conflictos armados causan la muerte directa de
330.000 personas (Al 2006), aparte de millones de muertes indirectas, desplazados, heridos
y miseria. En su discurso de despedida (1961) el presidente Eisenhower ya advirtio de la
influencia indebida del complejo militar industrial. El trafico de armas tiene un fuerte

impacto en todas las estructuras de poder: seguridad, produccidn, finanzas y bienestar.

Segun Michael Klare (2012), el mundo se encuentra ante una crisis sin precedentes de los
Recursos Naturales, lo que los hace objeto particularmente rentable de traficos ilicitos.
Segun UNEP més del 40% de los conflictos estan relacionados con su explotacion. En las
ultimas décadas se han desarrollado numerosos regimenes para encauzar estos traficos
como el Proceso de Kimberley para los diamantes, el EITI para la transparencia de las
industrias extractivas, o el CITES para las especies amenazadas, pero las provisiones son
débiles o de cumplimiento voluntario. Los paises exportadores de recursos incluyen a 2/3
de la poblacion mundial y sufren la Maldicion de los Recursos (Auty 1993). Muchas de las
Nuevas Guerras se han financiado con el tréfico de recursos naturales, los cuales se han

convertido a menudo en su verdadera causa.

El trafico de seres humanos esta prohibido por la Convencidn sobre el Trabajo Forzado de
la OMT de 1930, la Convencion sobre Prostitucion de 1951, el UNTOC vy el Estatuto de
Roma del ICC. La ONG Free de Slaves considera que hay 27 millones de esclavos en el
mundo. El grupo rebelde Daesh ha restaurado la legalidad de la esclavitud en los territorios
que controla. El crimen asociado de trafico de migrantes se diferencia del anterior en que
las victimas son voluntarias, y su demanda ha aumentado debido a las grandes diferencias
de riqueza entre paises pobres y ricos y las barreras que estos imponen al movimiento de

mano de obra.
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El trafico de residuos peligrosos prospera debido a las contradicciones del modo de
produccion capitalista que considera los residuos como una externalidad. Resulta mucho
menos oneroso encargar la enajenacion de los residuos al TOC que su incineracion legal.
Normalmente el TOC se limita a deshacerse de ellos enterrdndolos, hundiéndolos o
depositandolos en el tercer mundo, como fue el caso del Probo Koala en Abijan en 2006.
La principal convencion para evitarlo es la de Basilea de 1992, pero pocos paises

industriales han adherido.

Crimen econémico

Edwin Sutherland (1939) introdujo el concepto del Crimen de Cuello Blanco, y lo definid
como un crimen cometido por una persona respetable y de alto estatus social en el marco
de sus ocupaciones. Segun Madsen (2009), el crimen econémico y el TOC tradicional se

apoyan mutuamente.

TI, que publica desde 1995 el indice de percepcion de la corrupcidn, la define como el
abuso del poder encomendado para beneficio personal. La UNCAC (2005) es el primer
instrumento internacional contra la corrupcion y es de cumplimiento obligatorio. Incluye
provisiones para la recuperacién de activos. Segun la OCDE, la corrupcién es un enorme

obstaculo para el desarrollo politico, econémico y social.

Segun GFl, los Flujos Financieros llicitos (IFF) consisten en el movimiento transfronterizo
de dinero ganado, transferido o utilizado ilegalmente. Montaban en 2012 a un billén USD

y han crecido de un 9% anualmente desde 2003.

TI define el blanqueo de capitales como el proceso de ocultar el origen, propiedad o
destino de dinero obtenido ilegalmente entre actividades legales. Segun Levi (2002), el
blangueo era una actividad casi legal hasta los afios 1980.
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Segln Ronen Palan (2010) la mitad de todas las transacciones del mundo transitan por
Paraisos Fiscales, asi como un billon USD procedente de la evasion fiscal, y la mayor
parte del dinero sucio. Son jurisdicciones que combinan secreto bancario con legislacion
de incorporacion flexible, residencia virtual y fiscalidad nula para clientes no residentes.
La ONG TJN publica anualmente un Indice de Secreto Financiero, en el cual figuran en
cabeza la City de Londres (junto con otras dependencias de la Corona), Suiza, Hong Kong,
USA, Singapur y Luxemburgo. ElI FATF, creado por la OCDE en 1989 para combatir el
blanqueo de capitales, ha intentado establecer una lista negra de jurisdicciones no

cooperativas, pero actualmente se encuentra vacia.

Las Empresas Fantasma permiten mover grandes cantidades du dinero internacionalmente
sin que se pueda trazar. Findley (2012) hizo un estudio empirico que demostré cuan facil

es crear compafiias fantasma, especialmente en paises de la OCDE.

La Erosion de la base imponible y traslado de beneficios (BEPS) designa a las estrategias
de planificacion fiscal utilizadas por las empresas multinacionales para aprovecharse de las
discrepancias e inconsistencias de los sistemas fiscales nacionales y trasladar sus beneficios
a paises de escasa o0 nula tributacion, donde las entidades apenas ejercen alguna actividad
econOmica, y eludir de esta forma el pago del impuesto sobre sociedades. En 2013, la

OCDE inicio un proceso destinado a reducir este fendmeno.

Otro tentaculo del crimen economico es Manipulacion de los Precios que consiste en la
sobre- o sub-facturacion destinada a evadir impuestos o transferir fondos al extranjero.
Segun Christian Aid, el 60% de todas las transacciones internacionales tienen lugar dentro
de una misma TNC, y la manipulacion cuesta 160.000 M USD al afio a los paises en
desarrollo. La OCDE publico en 1995 una guia para garantizar el principio de plena

competencia.
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Las Agencias de Crédito a la Exportaciéon (ECA) financian proyectos con pocas garantias

sociales y ambientales, y suelen ser origen de corrupcion en paises en desarrollo.

La Estafa es un engafio deliberado para conseguir un beneficio injusto o ilegal, o para
desposeer a una victima de un derecho. El ansia por el beneficio promovido por el
neoliberalismo ha suscitado una espiral en el numero y tamafio de las estafas, como la de
Bernard Madoff (2008), la manipulacion del Libor (2012) o la de las emisiones de

Volkswagen (2015).

Los Arbitrajes de Diferencias Inversor-Estado (ISDS), incluidos en la mayoria de los
tratados de comercio actuales, otorgan a un inversor extranjero el derecho a iniciar un
procedimiento de arbitraje de diferencias contra un gobierno extranjero, privandole de su

soberania.

Crimen Ambiental

Los dafios ambientales empezaron a ser criminalizados muy recientemente. El crimen
ambiental es un proceso mucho mas perverso que el del trafico ce recursos naturales y
consiste en la destruccion de la biosfera. El sistema econémico actual, que considera el
ambiente como origen de beneficios, y su degradacién como una externalidad, es en gran
parte responsable de la destruccion de la casa comun de esta y futuras generaciones.
Higgins (2010) propuso que se incluya el Ecocidio en el estatuto del ICC. Recientemente
Bolivia promulgo la Ley de la Tierra Madre que concede derechos humanos al planeta.
Ulrich Beck advierte sobre de los dafios introducidos en la Sociedad del Riesgo por la

propia modernidad.

En 1798 Thomas Malthus advirtio sobre el riesgo de que el aumento de la produccion
agricola no pueda seguir el crecimiento demogréafico. En 1972 tuvo lugar la primera
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conferencia sobre el Ambiente Humano, y el Club de Roma publicdé Los Limites del
Crecimiento, que alertaba de un colapso debido a la escasez de recursos naturales para
mantener la actividad econdmica en el Siglo XXI. En 2009 el Centro de Resiliencia de
Estocolmo (SRC) propuso un marco de Limites Planetarios que definen un espacio seguro
para la operacion humana, basado en investigacion cientifica. La transgresion de esos
limites puede causar cambios ambientales abruptos e irreversibles. Han sido identificados
9 limites, que marcan una zona segura para la humanidad si se respetan. ElI Grupo de alto
nivel sobre la sostenibilidad mundial de 1. ONU adopt0 este criterio en la preparacion de

la cumbre sobre el desarrollo sostenible.

Jeffrey Sachs (2015) calcula que cuando el PIB de la poblacion de los paises pobres alcance
el de los paises ricos en 2050, el PIB global se multiplicara por 3, causando el caos
ambiental. La produccion actual de energia causa un aumento de 2 ppm CO: al afio, lo cual
ha provocado el incremento de su concentracion de 180 a 400 ppm en 150 afios. Paul
Crutzen (2010) propuso el termino Antropoceno para designar nuestra era geoldgica tan

impactada por la accion humana.

La humanidad consume anualmente los recursos de 1,5 planetas llegando al exceso
ecoldgico, el cual puede conducir a conflictos armados, hambre, epidemias y emigracion
debido a la escasez de los recursos. La agricultura es uno de los sistemas més afectados
por el cambio climético, pero también es el que més lo afecta, lo cual podria llega a hacer

ciertas las predicciones de Malthus en este siglo.
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Segun Will Stephen (2015), los Nueve Limites Planetarios son: Cambio climatico, Pérdida

de biodiversidad, Ciclos de nitrégeno y fosforo, Acidificacion de los océanos, Cambios en

Climate change

Genetic - ags -,
Blosphere ntegrty WS _— el uso de la tierra, Utilizacion del agua
Functional
diversity = R
? g dulce, Agotamiento del 0zono
L:nd-system - \ Stratospheric ozone depletion
change , -
6 ) estratosferico, Carga de aerosoles
N amospheric aerosal loading  @tmMOSféricos y Polucion quimica. Tres de
Phosphorus . - ’ -
ochemicatnows NTOEST  Ocean acidifcaton ellos ya han excedido el limite: la
M Beyond zone of uncertainty (high risk) B Below boundary (safe) R R . . . ,
In zone of uncertainty (increasing risk) Boundary not yet quantified blodlversldad y IOS ClCIOS de nltrogeno y

fésforo. Todos ellos se autoalimentan en un sistema “reflexivo”, que puede causar
desbordamientos. El riesgo de un colapso ambiental es tan inminente, que la degradacion

empieza a ser securitizada (Buzan et al.1998).

Debido al Cambio Climatico, la pérdida de hielo maritimo polar en verano es irreversible,
lo cual podria provocar peligrosos bucles. La acumulacion de CO2 en la atmosfera ha
alcanzado los 400 ppm y tardara siglos en disminuir, aunque dejase de emitirse. Este limite
representa la amenaza mas peligrosa para el planeta por tratarse de una crisis global, por la
dificultad de movilizar a todo el mundo debido a la deferencia de intereses, porque afecta
también a las generaciones futuras, porque los combustibles fosiles son el nicleo de la
economia actual, porque la evolucion del cambio climético es lenta a escala humana,
porqgue las soluciones son complejas y afectan a los principales sectores de la economia, y
porque el sector de la energia incluye algunas de la empresas mas poderosas del mundo.
Es probable que la temperatura global aumente de al menos 3C y el nivel del mar se alce
de un metro a finales del siglo, lo cual acarrearia sequias, inseguridad alimentaria,
enfermedades, cambios en las costas, desastres naturales y migraciones de masa. Ademas

el cambio climatico reforzard otras amenazas ya existentes, y amenaza trastornar una
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civilizacion humana que se desarroll6 al amparo de un clima estable durante los altimos

10.000 afios.

Aunque se conocian los efectos de los gases de efecto de invernadero (GHG) sobre el
cambio climético desde su descubrimiento por Arrhenius en 1896, la industria de los
combustibles fésiles, responsable de la mayoria de las emisiones producidas hasta hoy, ha
conseguido impedir acuerdos serios en torno a la Convencidén sobre el Cambio Climatico
(UNFCCC) desde hace mas de 20 afos, gracias a su poder politico. La industria de
combustibles fosiles ha conseguido desviar la atencion hacia soluciones falsas como la
negacion del cambio climético en si, la captura de carbono, la geoingenieria, o los
mercados de carbono. Ante la falta de resultados, proposiciones méas criticas se han
formulado en torno al decrecimiento, la reduccion del consumo, y la economia

colaborativa, frente al imperativo de crecimiento continuo del neoliberalismo.

Para mitigar los efectos del cambio climatico, habria principalmente que reducir los GHG
y la desforestacion. La adaptacion consistira principalmente en la proteccion de las zonas
urbanas de las grandes tormentas y la elevacion del mar, asi como la adaptacion la

agricultura a la sequia.

Las mayores causas de Pérdida de Biodiversidad son las demandas de agua, alimentos y
recursos naturales, la polucion, las modificaciones en el uso de la tierra, el cambio
climatico, la acidificacion de los océanos, las especies invasivas y los flujos de nitrégeno
y ozono. El ser humano esté causando la Sexta Extincion. Segun el WWF, la biodiversidad
se ha reducido en un 50% desde 1970 (LPI 2014). La Convencion sobre Diversidad
Bioldgica (1992) y el CITES (1973) son los acuerdos mas importantes en este ambito. La

Unica especie que continua reproduciéndose de manera explosiva es el homo sapiens.
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La mayor parte de las tierras naturales han sido modificadas para convertirlas en agricolas
o0 urbanas, lo cual ha impactado fuertemente a la biodiversidad, el agua potable y los ciclos
de carbono, nitrégeno y fosforo. Segun la FAO, la tercera parte de las tierras del planeta
estan degradadas debido a erosion, salinizacion, compactacion, acidificacion y polucién
quimica, y las pocas tierras fértiles que quedan estan siendo acaparadas por grandes
inversores. La industria de la construccién, con un mercado evaluado en 3,2 billones USD

anuales, es una de las causas de este cambio.

La Acidificacion De Los Océanos estd causada directamente por la disoluciéon del CO>
emitido por los seres humanos (una vez transformado en acido carbonico). Este acido
impide la formacién de carbonatos, base de los esqueletos de las especies marinas,
principalmente conchas y plancton. El PH de los océanos ha aumentado en 30% desde la

época pre-industrial.

El Agotamiento del Ozono Estratosférico reduce la filtracion de la radiacion UV, y esta
causado por la emision de substancias quimicas que agotan el ozono. El protocolo de

Montreal es uno de los pocos acuerdos ambientales que han tenido relativo éxito.

La Polucion Quimica, que consiste en la emision de sustancias toxicas y persistentes como
contaminantes sintéticos, metales pesados o materiales radiactivos pueden tener efectos

irreversibles en los organismos vivos y en el ambiente fisico.

El Ciclo del Agua Dulce estd afectado principalmente por la presion humana y por el
cambio climatico, convirtiendo el agua dulce en un bien codiciado, 70% del cual se usa

para la agricultura y 20% para la industria.

Los Ciclos del Nitrogeno y del Fosforo han sido modificados radicalmente por el hombre

como resultado de los procesos industriales y agricolas. Ambos son esenciales para el
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crecimiento de las plantas. La mayor parte acaba en los océanos, causando modificaciones
en los ecosistemas. Han protagonizado también la revolucion verde que permitio un

crecimiento sin precedentes de la poblacion humana a mediados del siglo XX.

Los Aerosoles Atmosféricos afectan a la formacion de la lluvia y el clima, y son producidos
principalmente por la industria y agricultura humanas. Tienen también efectos en la salud

de los organismos vivos (800.000 seres humanos mueren al afio por su causa).

Los Mercaderes de la Duda son un grupo de académicos financiados por la industria de
combustibles fésiles, y apoyados por medios de comunicacién y relaciones publicas y
politicos afines, para que siembren la duda sobre el conocimiento cientifico relativo al
cambio climatico, con el mismo sistema que la industria del tabaco utiliz6 en los afios 1970
para sembrar duda sobre los efectos nocivos del tabaco (Oreskes & Conway 2010). El
historiador de la ciencia Robert Proctor (2008) denominé a su estudio la Agnotologia, o
estudio de la induccion de ignorancia o duda. Sin embargo, la Gltima sesion del COP en
Paris incluyé la presencia masiva de representantes de las grandes empresas
contaminadoras. Ademas, los gobiernos del G20 siguen concediendo unos 88.000 millones

USD anuales en subsidios para la exploracion de combustibles fosiles.

Amenazas a la Paz y a la Seguridad Internacional

Segun Buzan (2009), el concepto de la seguridad se ha “dilatado e intensificado” y su
objeto ha pasado del Estado a la seguridad colectiva y después a la sociedad y la naturaleza.
Johan Galtung distingue entre violencia directa (fisica), estructural (miseria, represion y

alienacion) y cultural (que justifica a las precedentes), las cuales se influyen mutuamente.

La escuela de la libertad de vivir sin miedo intenta limitar la Seguridad Humana a la
responsabilidad de proteger a los seres humanos de la Violencia Directa. Este concepto ha
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sido abusado por los poderes hegemonicos al efectuar las Ilamadas Intervenciones
Humanitarias (eg: Libia, Kosovo). Segun Tilly (1985), las guerras son la quintaesencia del
pizzo y por lo tanto del crimen organizado. La violencia directa puede llevar a las
sociedades a circulos viciosos de inestabilidad y miseria. Segun Collier (2006), con el final
de la guerra fria, muchos grupos rebeldes han tenido que recurrir a traficos ilicitos para
financiar su causa, aunque pueden acabar mas interesados en los traficos que en la causa
inicial. Segin Cockayne (2011), la comunidad internacional prefiere denominar a los
desordenes violentos conflictos mas que crimenes para evitar acusar de criminal a una de
las partes. En su relacion con las autoridades, los grupos rebeldes pueden ser predadores,

parasitarios o simbioticos, segin como compartan las riquezas con las mismas.

Segun Naomi Klein (2007), ciertos gobiernos aprovechan los choques de las crisis humanas
0 naturales para imponer reformas neoliberales. Por ejemplo, la invasién de Iraq ocult6
enormes fraudes por parte del gobierno de ocupacién amparado la impunidad (Whyte 2010,
Ruggiero 2010). Entre los especuladores de guerra se encuentran las compafiias de
mercenarios, oficialmente prohibidas, pero en realidad parte sustancial de los modernos

ejércitos occidentales.

El estudio de caso del Tréafico de heroina en Afganistan revela a un grupo criminal
parasitico con relacion al gobierno, y con profundas raices étnicas y religiosas. El cultivo
masivo de opio empez0o durante la ocupacion Soviética, animado por los servicios de
inteligencia occidentales. Afganistan produce el 90% del opio mundial, el cual constituye
una de sus principales fuentes de ingresos. Los Talibanes redujeron drasticamente su

produccion en 2001, probablemente para conseguir un aumento de su valor.

Los recursos naturales de la Republica Democrética del Congo (RDC) han atraido la

codicia desde la creacion del pais Leopoldo Il en el S. XIX (Hochschild 1998), y se hicieron
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famosos durante el régimen del presidente Mobutu, fundador del concepto de la
cleptocracia. Desde los afios 1990 varios grupos armados (GA) han controlado algunas de
las partes mas ricas del pais y las explotan con la complicidad de los gobiernos de los paises
vecinos, que se sirven de milicias interpuestas. El peso de los diferentes traficos (oro,
coltan, estafio, diamantes, madera exética, etc.) varia con los cursos internacionales.
Existen pocas diferencias entre las milicias y el ejército nacional, y sus miembros
frecuentemente cambian de bando. Dependiendo de la situacion los GAs pueden ser
predadores, parasiticos o simbidticos. La comunidad internacional ha desplegado su mayor
mision de mantenimiento de la paz (MONUSCO), y ha desarrollado numerosos sistemas
para reforzar la transparencia de este comercio (estandares de diligencia debida de la ONU,
la OCDE, la CIRGL, Ley Dodd Frank USA), sin mucho éxito. Ademas, la extraccion

artesanal favorece el desarrollo de un sistema de esclavitud militarizada.
Amenazas a la paz estructural

La consideracion del bienestar social y la naturaleza como “externalidades” con relacion
al desarrollo econdmico los deja desprotegidos ante la agencia de la TCC. Segin Reiman
(2015) el prejuicio del legislador contra los pobres empieza cuando define el crimen, entre
el que no se encuentran los dafios causados por los ricos. El Banco Mundial (2011) propone

soluciones para salir de la espirar del subdesarrollo y la violencia.

Los Objetivos De Desarrollo Sostenible (SDG, UNDP 2015) incluyen por primera vez un
objetivo especifico para combatir el TOC, el 16.4, que intenta “reducir de manera
significativa las corrientes financieras y de armas ilicitas, fortalecer la recuperacion y
devolucion de bienes robados y luchar contra todas las formas de delincuencia
organizada”. Pero la mayoria de los 17 objetivos se beneficiaria con la reduccion del TOC,

y en particular los que tienen relacion con la gobernanza y la paz, la proteccion del
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ambiente y el cambio climético, la desigualdad y la reduccion de la pobreza, el género, la
salud, la educacion, la energia y la infraestructura. Por el contrario, en los SDG han faltado
importantes objetivos como la armonizacion global de los impuestos, o de reforma radical
del sector financiero. Ademas, los propios conceptos de desarrollo, de crecimiento y de
consumo bendecidos en el documento comportan un germen de insostenibilidad y de dafio,
principalmente de desequilibrio ecoldgico. Un defecto de los Objetivos es que su

cumplimiento es voluntario.

La Seguridad Humana (que incluye las seguridades econdmica, alimentar, sanitaria,
ambiental, personal, comunitaria, politica) es uno de los campos mas amenazados por el

TOC.

La Seguridad Sostenible se desvia del enfoque tradicional del control militar que ha fallado
ultimamente (eg: en la guerra contra las drogas), e intenta remediar las causas profundas
de los conflictos. Considera que hay que resolver los motores estructurales de la
inestabilidad: cambio climatico, competicion por los recursos, marginalizacién de la

mayoria de la poblacion y militarizacion global.

El TOC viola practicamente todos los Derechos Humanos definidos por la ONU, ya sean

civiles y politicos, como sociales, econémicos y culturales.
Amenazas a la paz cultural

La Cultura de Paz definida por la Asamblea General de la ONU en 1998 esta también

amenazada por el TOC en todos sus aspectos.

La mayor parte de los medios de comunicacion tradicionales manipulan a la opinion debido

a su dependencia de la oligarquia financiera (Chomsky 1988, RSF 2016).
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Gran parte del conocimiento cientifico ha sido privatizado por las grandes casas editoriales,

que no dan acceso a los paises y clases pobres.

Segun Boldrin (2013), la estricta aplicacion del régimen de la propiedad intelectual no ha
aumentado el progreso tecnoldgico. Drahos & Braithwaite (2002) piensan que las
corporaciones han establecido un nuevo feudalismo de las patentes que solo beneficia a los

ricos.
¢, Qué hacer?

La comunidad internacional se ha esforzado en las ultimas décadas en establecer un
régimen de tratados que pueda controlar el TOC. No obstante la mayoria tienen provisiones
débiles o son de cumplimiento voluntario, o no disponen de un organismo de ejecucion y
control. La version inicial del Estatuto de Roma del ICC incluia los crimenes de terrorismo
y trafico de drogas (Pignatelli, 2002), pero se excluyeron de la version final, probablemente
apor falta de claridad de ambos conceptos, y por motivos politicos y econémicos. IPI
(2009) propone que se incluyan especialistas en TOC y corrupcion en las misiones de

mantenimiento de la paz, los chaquetas azules.

Pero a pesar de la multiplicacion reciente de regimenes, el TOC no ha disminuido, sino
todo lo contrario. Siguiendo a Cox (1981), los regimenes responden a “teorias de
resolucion de problemas”, y la situacion requiere acciones guiadas por un analisis critico.
El sistema Westfaliano tiene dificultades de actuar en los espacios offshore (paraisos
fiscales, alta mar, atmosfera, etc.) y tiene un sistema de gestion internacional lento y debil.
Habria que construir un sistema Cosmopolita sobre las bases ya alcanzadas de acerbo legal
y gestion global. Un sistema de democracia cosmopolita (Held 2010, Archibugi 2013)

parece inevitable (Wendt 2003) para poder resolver los problemas analizado en este
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estudio. Beck (2011) propone el establecimiento de una Politica Interna Global en una
época en que la difusion de los riesgos hace a las fronteras obsoletas. Segin Held, el

Cosmopolitismo se ha convertido en el Nuevo Realismo.

Conclusiones

La Definicion de TOC como “dafio grave, extenso y duradero causado por un grupo
organizado a la sociedad y al ambiente con dnimo de lucro” ha demostrado ser acertada,
pues permite evitar la parcialidad de la definicion legal manipulada por las élites, y
englobar a los tipos de TOC Tradicional, Econdmico y Ambiental. Permite asimismo hacer

el lazo entre lo ilegal y lo ilicito.

El TOC puede ser el embridn del Estado pero este también puede volver a transformarse
en TOC. La mayor diferencia entre los dos es que el propdsito del uno es el bienestar de la
sociedad y el ambiente, mientras que el del otro es el lucro. EI TOC es un importante motor

de guerras, las cuales pasan a ser la continuacion del negocio por otros medios.

Los Mercados pueden ser altamente criminégenos en el contexto de la financializacion,
privatizacion y desregulacion del neoliberalismo. Estan generando una lucha de clases
global entre la TCC y el resto de la sociedad y. Las barreras entre actores legales e ilegales
se difuminan. Las grandes corporaciones privadas controlan el poder politico mediante el
lobby y las puertas giratorias. Las crisis son utilizadas como terapia de choque para
acelerar la acumulacion por desposesion, mientras que los grandes carteles estan
protegidos por el Estado por ser demasiado grandes para fallar. Un sistema de democracia

cosmopolita podria controlar los espacios offshore.

La Sociedad Civil tiene una parte que lucha eficazmente contra el TOC (eg: Wikileaks, el
Papa Francisco, IC1J, TI, etc.), y otra que ha sido cooptada por en el bloque del TOC (eg:
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medios de comunicacion mainstream, académicos deshonestos). El neoliberalismo intenta

cooptar al ciudadano al ensalzar su caracter competitivo con relacién al cooperativo.

La tesis ha demostrado que hay tres grandes tipos de TOC:

El TOC Tradicional practica tréficos ilegales o ilicitos con o sin violencia, asi como
la extorsion. La mercancia aumenta de valor debido a obstaculos impuestos por los
Estados (eg: drogas/prohibicion). Tiene protagonismo en las nuevas guerras, y
puede sustituir a los Estados fallidos. Los regimenes no han sido muy eficaces en

su control.

ElI TOC Econdmico consiste en la desposesion por engario, principalmente a traves
del sistema financiero. Los otros dos tipos de crimen lo necesitan, debido a su
capacidad para blanquear capitales. Contribuye a la creacion de una TCC que
controla a los Estados, y de una sociedad extremadamente desigual. Es un crimen
poco reglamentado por la ley aun. Las reformas neoliberales han favorecido el

desarrollo de los paraisos fiscales, elemento esencial de este tipo de crimen.

El TOC Ambiental consiste en la destruccién de la biosfera para obtener lucro. La
economia tradicional considera el ambiente como una externalidad, y ha
conseguido la aparicién de la nueva era geoldgica del Antropoceno. Los dos
crimenes mas dafinos son el cambio climatico y la pérdida de biodiversidad. La
industria de combustibles fésiles intenta ocultar el problema al publico a través de
la cooptaciébn de académicos y periodistas, y bloquear los regimenes
internacionales a través de politicos corruptos. Debido a su extension y duracién es

el mas peligroso de los tres tipos de TOC.
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El TOC se caracteriza méas en relacion al Dafio que causa que al autor del mismo. Se ha
preferido definirlo de esta manera para no caer en las engafosas definiciones legalistas
promovidas por las élites. Las diferentes legislaciones nacionales no pueden caracterizar
un fenémeno global como el TOC. Esta tesis pretende por lo tanto contribuir a acelerar la

tendencia cosmopolita de universalizacion de los derechos humanos.

El Marco Tedrico de la version social constructivista del poder estructural ha demostrado
ser adecuado para estudiar un agente de poder como el TOC con fuertes lazos con la
seguridad, las finanzas, el bienestar y la produccion. El anélisis de la interaccion de las
ideas, las instituciones y las capacidades en cada estructura han permitido explicar porque
el TOC ha adquirido tanto poder tltimamente. El caracter social constructivista de la teoria

ha facilitado la explicacion de las interacciones entre agentes.

El TOC es a la vez un Agente y una Estructura, pues como agente puede modificar las
estructuras sociales a través de las ideas, instituciones y capacidades, y como estructura

esta influenciado por sus actores internos.

La mayoria de los estudios del TOC se han basado en teorias de resolucion de problemas,
sin poner en cuestion como se define lo que es crimen y no. El enfoque desde la IPE Critica,
y en particular el concepto del Dafio ha permitido transcender este obstaculo. La
Reflexividad ha permitido asimismo profundizar en el fendmeno, por ejemplo las agendas
ocultas de los actores. La perspectiva historica ha permitido transcender los puntos de vista
estaticos del realismo. La IPE Critica permite dar una perspectiva emancipadora con

relacion al TOC.

Debido a la novedad del tema y la diversidad de su naturaleza el estudio del TOC necesita
un epistemologia Multi o Interdisciplinaria, sin la cual se obtendria una visién en tanel.

Las disciplinas de base son ellas mismas interdisciplinarias como la IPE, la criminologia,
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la ecologia o el periodismo de investigacion. La profundizacion en esta epistemologia

interdisciplinaria permitiria el desarrollo de un marco tedrico para el estudio del TOC.

El Crimen Tradicional es Parasitario con relacion al Estado ya que no es parte del mismo,
pero se ve favorecido por algunas de sus disposiciones (eg: los obstaculos que elevan el
valor de los tréficos). EI Crimen Econdmico es Simbiotico con relacion al Estado, pues los
actores son los mismos en los dos estamentos, y el crimen econdémico seria imposible sin
el apoyo activo del Estado. ElI Crimen Ambiental se puede considerar como un tipo de
crimen econdmico que causa gravisimos dafios al ambiente, y por lo tanto es también

Simbidtico con relacién al Estado.

La Limitacion mas seria para la investigacion del TOC es la falta de datos debido a su
caracter clandestino, y a la violencia que esta dispuesto a ejercer para impedir que se
desvelen sus secretos. Aunque la mayor causa de esta falta de informacion es la

complicidad de ciertas élites.
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1 Introduction

1.1 Object of Research

The media often reports about drug trafficking gangs threatening the security of citizens
and governments, human beings victims of trafficking (sometimes in spare parts), huge
financial frauds depriving millions of citizens all over the world of their lifelong savings,
or thousands of human beings being poisoned by harmfully disposed toxic wastes. These
are the deeds of Transnational Organized Crime (TOC). They have for a long time been

the field of study of Criminology.

International Relations have traditionally focused on the relations between states, and only
recently has the discipline paid more attention to non-state actors and their role in the
international relations. These actors, usually of economic or social character, can range
from Transnational Corporations (TNCs), to Banks, to Non-Governmental Organizations,
but they can also have a criminal character, the Transnational Organized Crime (TOC).
These criminal networks sometimes have as much power as the state itself if not more.
Since the end of the Cold War, the process of Globalization seems to have accelerated a
process of diffusion of power from states to non-state actors. This study analyses the nature

of TOC, as well as the threats that it represents to global peace.

TOC has grown considerably after the end of the Cold War, and is becoming a powerful
international player, which represents a serious threat to positive peace. The traditional

theories dealing with TOC are insufficient in the framework of globalization, and therefore
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they will be analysed from a new perspective. Organized crime and corruption have always
been a popular subject for fiction, but they have not been researched deeply by the
academia, obviously due to its secretive character and therefore the lack of available data.
On the one hand, there are few statistics about illegal activities, because the perpetrators,
logically, hide all the information they can, to avoid investigations and prosecutions. For
the same reason, criminals very seldom give interviews to researchers. Moreover,
considering that crime and corruption are often practiced with the complicity of, or even
directly by, certain members of the political and economic elites, there is not much official
or private funding for academic research in this field. Another characteristic is that, as with
post-colonial studies, the perceptions brought by fiction, like novels or films, can contribute

to the knowledge about organized crime, in the absence of more objective sources.

The research in TOC follows the political trend of the moment. In the 1990s there was a
surge on the subject when the West needed an enemy to replace the Soviet Union, and
before it found the War on Terrorism in 2001. After the Iraq war, there has again been a
surge in research on TOC, probably influenced by the dysfunctional economic and political
system revealed in the aftermath of the 2008 economic and societal crisis, as well as the

angst caused by the climate change crisis.

Until recently, one of the few disciplines that researched in TOC was criminology.
However this discipline has traditionally focused on “blue-collar” crime or the crimes of
the poor, as most harms committed by the elites (like corruption, fraud, money laundering,
etc.) were not even considered as crimes in most legislations until only some years or
decades ago. Outstanding authors that have given a thorough insight in the underworld of
TOC are Petrus van Duyne, Thomas Naylor, Peter Reuter, Alan Block, Jay Albanese,

Howard Abadinsky, Vincenzo Ruggiero, Klaus von Lampe, Alex Cobham, John Lea or
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Michael Levi. They have analysed and described in a critical manner the world of TOC in
its multiple forms. However, the discipline of criminology is limited by the framework
defined by the existing law, which moreover has a national scope, and confines the research

to one country.

TOC is the preferred domain of investigative journalists. It is their favourite business to
dig into the hidden secrets of crime. The concentration of the media into a small number
of conglomerates in the last decades has discouraged the mainstream of this profession to
get involved into such controversial investigations. As a consequence, some journalist have
decided to establish their own networks. Among them, some are specialized in TOC, like
the Bureau of Investigative Journalism (which became famous by the release of the Iraq
war logs), the Organized Crime and Corruption Reporting Project (focusing in the
Balkans), or the International Consortium of Investigative Journalists (IC1J) (which
focuses on “cross-border crime, corruption, and the accountability of power"”, and
published the Panama Papers in 2016). Given the lack of available statistical data on
organized crime, their articles are essential basic source for the analyses done by the
scientific community. Some popular writers, linked to journalism, have also cautioned
lately on the threat of transnational organized crime like Moises Naim (lllicit), Loretta
Napoleoni (Rogue Economics), John Perkins (the Economic Hitman), Nicolas Shaxson
(Treasure Islands) and Misha Glenny (McMafia). All of them transmit in their books their
concern for the globalization of TOC and its ubiquity in the economy and politics, which

they consider as a major threat to human civilization.

But journalists are not alone in this task, as several NGOs focusing on social and
environmental issues are always ready to investigate and denounce misdeeds from TOC.

Among them some are specialized in the corruption field like Transparency International
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and Global Witness; Global Financial Integrity in illicit financial flows; Tax Justice
Network on tax evasion; Global Initiative against Transnational Organized Crime on TOC,
Environmental Investigation Agency in environmental crime. Other generalist NGOs also
address the problems of TOC and corruption because of their impact in society and the

environment like Christian Aid, Oxfam, Amnesty International and Greenpeace.

But the global reach that the digital technology facilitates has allowed some actors to attain
greater prominence in denouncing misdeeds by exposing raw information related to TOC.
These are the whistleblowers. Although the whistle-blowers have always existed, the
internet and its hacking techniques have allowed them to obtain and leak unprecedentedly
large volumes of raw information to the world population. Under those circumstances the
mainstream media, which might otherwise have been under pressure to ignore these
informations, feels obliged to pick them up, and then analyse them and publish them. Some
of the most famous recent whistle-blowers are Julian Assange (WikiLeaks), Edward
Snowden (NSA and the surveillance state), Bradley Manning (The Pentagon and war
crimes in Iraq), Jerome Kerviel (BNP fraud), Rudolf Elmer (Julius Bar Bank fraud) or
Herve Falciani (HSBC). The whistle-blowers have made invaluable information on TOC,
and especially on “white-collar” crime, available for investigative journalists, law

enforcement and academics.

During the last decades, International Political Economy, with its focus on the links
between the political and the economic, developed an interest in TOC due to its dual nature
as a political and economic actor, which can challenge the state. Susan Strange, through
her research on the nature of power, and her concern by the room taken by legal and illegal
economic actors, was a pioneer in this field. She was followed by other prominent

researchers in the discipline like Robert Cox, Thomas Friman, Ronen Palan, Roger Tooze,
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Stephen Gill and Peter Andreas. All of them addressed more or less extensively the
problem of TOC as an actor that challenges the authority of the state and has an important
transnational influence. Sociologist Charles Tilly wrote extensively on the similarities
between the origins, structures and functioning of states and those of organized criminal
groups, and theorized on how organized crime groups had evolved into states in the
European Middle Ages. Security scholar James Cockayne has researched on the impact of
organized crime in civil wars and fragile states. Economist Paul Collier has opened the
debate on the motivation of participants in civil wars, whether economic gain (“greed”) or
justice (“grievance”). In contrast, Oliver Ramsbotham and Edward Azar have analysed the
“grievances” as part the intractable conflicts in the “new wars”. Geographer Philippe le
Billon has published on the governance of natural resources and the crime that surrounds
it. Critical IPE scholar Andrew Linklater has written on the concept of harm, and Stephen
Gill on the historical structures of capitalism. David Held, Daniele Archibugi and Ulrich

Beck are the main theorizers of cosmopolitanism.

International security expert Michael Klare argues that new “wars will be fought not over

ideology but over access to dwindling supplies of precious natural commodities.”

Johan Galtung, the main researcher in the discipline of peace studies, has developed the
concept of peace, no longer as the absence of direct violence only, but also the absence of

structural violence and of the violent culture that justifies it.

Anthropologist David Harvey has developed the concept of ‘“accumulation by

dispossession” as a type of crime organized by the elites in the context of neoliberalism.

Criminologists Rob White and Nigel South have developed the discipline of environmental
crime. Considering the weaknesses of the environmental protection legislations, they have

insisted in the “harms” and “threats” that can be caused to the environment, with the hope
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that they will soon be criminalized. Political sciences scholars Robyn Eckersley and Riley
Dunlap have written extensively on environmental governance and climate change denial.
Economist Jeffrey Sachs has published on sustainable development as the director of the
Earth Institute at Columbia University. Environmental scientist Johan Rockstrom from the
Stockholm Resilience Centre developed the concept of the Planetary Boundaries. The
Copenhagen School scholars, who developed the concept of “securitization”, in particular

the securitization of the environment and of the economy, should also be mentioned.

Finally, the important body of research in TOC, corruption, peace and conflict and the
environment produced by governments and intergovernmental organizations, should also
be mentioned. The main source is the United Nations Office on Drugs and Crime
(UNODC), which produces regular TOC Threat Assessments (TOCTA), among other
publications. It also publishes reports on all types of crimes. UNODC is the custodian of
the conventions on organized crime (UNTOC) and corruption (UNCAC). The UN
Interregional Crime and Justice Research Institute (UNICRI) researches also on organized
crime and corruption. The United Nations Environmental Programme (UNEP) publishes
reports on environmental crime, and is also the custodian of the global environmental
protection conventions. The United Nations Development Programme (UNDP) publishes
yearly the Human Development Report since 1995, source on statistics of the situation of
human development in the world. The World Bank (WB) publishes regular reports on
global development, the World Development Report (WDR). The 2011 WDR was
dedicated to the subject of “Conflict, Security, and Development” and has become a
reference document on the links between development and violent conflict. The
International Criminal Police Organization (INTERPOL), apart of its operational work in
coordinating the police forces world-wide, also publishes statistics and reports on

transnational organized crime. Other regional organizations, mainly the European Union

52



(EU), the Council of Europe and the Organization for Economic Cooperation and
Development (OECD), also undertake research and set standards in the TOC and corruption
fields. Some individual governments, in particular the USA and the UK, are also concerned

by the subjects of transnational crime and corruption.

As we have seen, the research on TOC comes from very different academic fields:
criminology, politics, economy, finance, management, security, international relations,
political economy, sociology, environmental studies, anthropology, peace research,
journalism, etc. There has been some collaborative research efforts between different
disciplines regarding the subject of organized crime, and there has even been attempts to
create a specific discipline, but the concept of TOC is not yet clearly defined enough to
establish it. A problem that adds to these difficulties is the fact that the norms defining
TOC have only evolved in the last decades. The convention on TOC was only adopted in
2000 and that on corruption in 2003. Many crimes, like money laundering, were legal until
recently. Most environmental harms have only very recently been considered as crimes,
and the worse of them, as is the causing of climate change, are not even criminalized yet.
Moreover, as observed in the aftermath of the 2008 financial crisis, justice (or its
implementation) still suffers from the inequity of targeting the most vulnerable members
of society, avoiding to target the most powerful, who have the capacity to commit much

more serious harms and crimes.

Considering all this, the present research will try to have an insight on the phenomenon of
organized crime. It conceives transnational organized crime in its different shapes, from
the traditional type of TOC of the “mafia type”; to the economic crimes and up to the
environmental crimes. It considers that the essence of the crime does not lie in “who” does

it, but in the nature and the effects of the crime, because one agent can replace another if
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the activity is profitable, and the harm will continue to happen. Considering that TOC is an
evolving concept, and that it is defined by few international conventions and different
national laws, the study does not limit the scope to those activities that are considered as a
crime today, but includes the activities that cause “harm” to (present and future) society

and to the environment.

The main innovation of this thesis is to critically bring together the contributions of the
numerous different disciplines that are concerned with the concept of TOC together and to
establish a base for further research. Another significant innovation is the approach of the
thesis from a Critical IPE perspective, as well as the use of the Revised Theory of the
Structural Power as the theoretical framework. In fact, the study of the rise of TOC as an
important actor in the global political economy in the last decades requires a framework

that can facilitate the analysis of the complex changes in the power of this phenomenon.

This thesis was born from more than 20 years experience of peacekeeping, in which it has
undergone the pervasive effects of TOC against peace.. This experience has led him to
develop the hypothesis that organized crime is one of the main factors driving violent
conflicts, be it in its motivation or in its financing. This, of course does not exclude other

drivers like social, socio-economic or ideological ones, among others.

1.2Theoretical Framework

To analyse the nature of TOC what its power is in relation to other actors will be
scrutinized. To do this, the theory of the Structural Power developed by Susan Strange will

be used.
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The branch of International Political Economy (IPE) within the studies of International
Relations (IR) developed in the 1970s the theory of the structural power to enable the
difficult task of comparing the balance of power between political and the economic actors.
This theory was mainly developed by the British researcher Susan Strange. It can be
considered as an eclectic theory. Strange argues that the study of any issue-area within IPE
should begin with a set of empirical questions: “By what political and economic processes,
and thanks to what political and economic structures, did this outcome come about? Who
benefited? Who paid? Who carried the risks? Who enjoyed new opportunities?” Such
questions should be answered by examining decisions taken and bargains struck between
the actors. But the analysis should acknowledge the constraints of, and interaction between
four analytically distinct structures of power, “the power to influence the ideas of others
(the knowledge structure), their access to credit (the financial structure), their prospects for
security (the security structure), and their chances of a better life as producers and as

consumers (the production structure)”.

This study will apply an updated, “post-strangean” version of the concept of structural
power, inspired by social-constructivism, as suggested by Tooze (2000a) and Sanahuja
(2008). This theory includes the power structures of Security, Production, Finance and
Welfare, with the ideational base of Knowledge. The structure of knowledge, the ideas and
beliefs represents a constitutive base of the other power structures of the international

system. This theory will be developed more extensively in Chapter 2.

1.3Research questions and hypothesis

The first research question is: What is the nature of TOC?
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The main hypothesis is that it is a new social construction of an old phenomenon that
threatens and harms society, the economy and the environment. The reason why it has
grown recently to become an important threat is that it has gained structural power with

respect to other actors.

This leads to the following secondary questions:

e How can TOC be defined?

e What are the links between TOC and the rest of society? As any other actor,
TOC has close links to the state, the markets and civil society.

e What are the types of organized crime? Starting by the “traditional” category,
we will analyse also the “white collar” type, and a new type, the “environmental
crime”.

e Can all these phenomena really be considered as “crimes”? We will see that
some have evolved with time to be constructed as “crimes”, but others, which
cause serious harm, are not yet so.

e What is the reason why there is so little information about TOC? Besides being
a clandestine activity, few people are interested in revealing its secrets.

e What are TOC’s threats to peace? TOC threatens direct, structural and cultural
peace.

e Why did TOC thrive in recent decades, and why is it so difficult to control? The
main reason why TOC has thrived recently is the changes in the structural power
in the framework of globalization.

e |sthe theoretical framework of the Structural Power adequate for the research in
Organized Crime? Considering that Organized Crime is a power agent, studying

it through the lenses of power should be an adequate methodology.

56



e What can be deduced from this study in relation with the agent-structure issue?

e Is Critical GPE/IPE the right approach to study TOC?

e Is Interdisciplinarity necessary to analyse TOC? Is TOC parasitical or embedded
phenomenon in the global neoliberal system? The hypothesis is that TOC can be
both parasitical and embedded in the neoliberal global order, depending on what
type.

e What could be the perceptions of TOC by the main IR schools of thought? How

would Realists, Liberals or Criticals analyse TOC.

1.4 Significance of the study

In the last decades, TOC has become a major threat to human society and to the
environment. Susan Strange stated that “TOC is perhaps the major threat to the world
system in the 1990s and beyond” (Strange, 1996). Political and international relations
scientists have not researched enough the growth of this phenomenon which is both
harmful and powerful thanks to its vast financial resources that allow it to buy wills or to
threaten with violence. One of the reasons for this scarcity of research is the lack of
available information about the clandestine activities of TOC, given that they are illegal or
illegitimate in nature. The national and international law enforcement agencies are not very
forthcoming in sharing information neither, maybe due to their lack of results in curbing
TOC. Another possible reason for this lack of information about TOC could be the
involvement of members of the elites in criminal activities (in particular in white collar
crimes), who would therefore not facilitate research nor the release of data through the

official institutions or the academia.

57



This study is a useful addition to the scholarly research because it analyses TOC from the
point of view of the updated version of the theory of the structural power. It also adds to
research because it analyses the threats paused by TOC from a multidisciplinary

perspective.

It intends to contribute to policy by helping to improve the practice of peace: from
preventive diplomacy, to peace-making, peacekeeping or peacebuilding, because it will
help the practitioners to understand better the nature of TOC when they deal with criminal
organizations in conflict situations (which is very likely). It will also help law enforcement,
economists, justice and policy maker in the developed countries to understand and control

organized crime in these types of society.

This new light on TOC should also be valuable to legislators by helping them to better
understand the continuum of activities that go from illegal and illegitimate to licit and

legitimate, as well as their ubiquity in politics and the modern economy.

Writing in the late 1990s, sociologist Manuel Castells (2001, 170-171) chastised his fellow
social scientists for devoting little attention to the “global criminal economy.” Trends such
as the expansion of criminal activities linked through highly flexible, international
networks, he argued, represent a “fundamental dimension of our societies” with widespread

social and economic ramifications (Friman 2009).

1.5Delimitations

Although Organized Crime can be considered as a very old phenomenon, Transnational

Organized Crime has had a clear resurgence during the recent process of neoliberal
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globalization in the aftermath of the end of the Cold War. This research will therefore focus

in the years since 1990s until the present.

Modern TOC is a phenomenon that takes advantage of the opportunities between, within
and beyond states, to be able to obtain vast profits. It would be difficult to understand the
networks of TOC if the scope of its study was limited to the local environment. Therefore
the spatial scope of the study will be global, which includes all the levels: local, national,

regional and especially transnational.

Globalization has seen the development of other types of transnational crimes, often much
more publicized than TOC, as can be terrorism or genocide. However this study will focus
on the crimes for profit, meaning that their main goal is profit, not direct power. The mind-
set of the persons that commit harmful acts for profit have certain common characteristics,
however different racketeering can be from money laundering or from waste dumping.
This mind-set in turn, is very different from the psychology of individuals who act with an
objective that is essentially political. This does not exclude overlaps between the two
categories, though, especially if we consider that capital can be considered as a form of

power (Nitzan and Bichler 2009).

1.6 Organization of the chapters:

Chapter 2 defines the theoretical framework based in the methodology of the structural

power as introduced by Susan Strange, and updated under a social-constructivist light.

Chapter 3 analyses the main definitions of organized crime, starting with the official

definition from the United Nations Convention on Transnational Organized Crime. It also
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looks at the numerous definitions established by other organizations and the academia. A
new definition of TOC is proposed in this thesis. Although there are few data about the
revenues of TOC due to its clandestine character, some estimates of their size will be

explored, in order to provide some perspective of its dimensions.

Chapter 4 analyses the mutual links of TOC with society, composed of state, market and
civil society. How TOC is not only confronted with society, but also well embedded in it

is analyzed.

Chapter 5 analyses the “Traditional” typology of TOC, consisting of theft (with or without
violence) and trafficking of any kind of goods (preferably those that are forbidden). This
restricted definition of TOC is the one present in the collective imaginary, which includes

Mafias, smuggling, racketeering, violence, and is popular in fiction books and films.

Chapter 6 analyses the “white collar” crime. This typology is at the heart of all criminal
activity because it is the gateway for the inclusion of the revenues of crime into the legal
economy, which permits ultimately crime to be profitable. It is probably the most

inscrutable of all types, due to its power and influence.

Chapter 7 analyses Environmental Crime, which is the most harmful to society and our
house the Earth, due to its widespread and long-lasting effects. This type of TOC raises in

particular the problem of inter-generational justice.

Chapter 8 looks at the threat of TOC to direct peace (violence and war), structural peace
and cultural peace. It includes the case studies of Afghanistan and the Democratic Republic

of Congo.

Chapter 9 explores possible solutions around the emancipatory cosmopolitan project.
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2 Theoretical framework

Although the practice of piracy and banditry (as well as its repression) is very old, the
social construction of “organized crime” as such is rather new. In fact it was not coined
until the 1920s in the USA in the eve of prohibition, and legitimized by the Kefauver
Commission on interstate criminal commerce in 1951, which started to promote the control
of trafficking between States in the USA, which was until then as easy as between
sovereign states. Academics in many fields, particularly in criminology and sociology
started to research in organized crime, and established concepts as “white collar crime” by
Edwin Sutherland in 1949. But in the field of International Relations, Susan Strange was
the first scholar to be seriously concerned with the issue. In fact, her aim was to compare
the power of the state to that of other non-state actors, among which organized crime.
According to Friman (2003), in two of her last major books-The Retreat of the State: The
Diffusion of Power in the World Economy (1996), and in Mad Money (1998) —“Strange
extended her approach to the challenges to state power posed by transnational organized
crime. In many ways, this extension was a professional risk. Transnational crime lies on
the fringes of international relations (IR) scholarship and is often seen as too journalistic,
as an issue plagued by the absence of reliable data, and even as too dangerous for the
researcher to pursue. Strange's work in this context helped to legitimize scholarly inquiry

on transnational crime”. (Friman 2003: 1)

The next pages will analyse the concept of Structural Power, and will test its validity for

the study of the nature and threats of transnational organized crime in the whole study.
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2.1The Concept of Structural Power according to

Susan Strange

As stated by Griffiths (2001), in the 1970s Susan Strange led the charge in criticising IR
scholars’ ignorance of the ways in which economic forces were altering traditional power
politics. The events that followed the collapse of the Bretton Woods system for governing
the global economy provided a good example of Strange’s complaints. For example,
according to pure economic logic, a shift from fixed to floating exchange rates should allow
states to balance their basic accounts, yet states’ deficit fell into more debt and creditors
accumulated more capital. Strange draws from all three schools of thought (realists, liberals
and Marxists) in developing the idea of structural power as a concept in IPE that can enable
researchers to bring politics and economics together. Structural power “confers the power
to decide how things shall be done, the power to shape frameworks within which states
relate to each other, relate to people, or relate to corporate enterprises. The relative power
of each party in a relationship is more, or less, if one party is also determining the

surrounding structure of the relationship.

According to Griffiths (2001), Strange claims that the study of any “issue-area within IPE
should begin with a set of empirical questions: By what political and economic processes,
and thanks to what political and economic structures, did this outcome come about? After
causes, come consequences: Who benefited? Who paid? Who carried the risks? Who
enjoyed new opportunities? Such questions should then be answered by examining
decisions taken and bargains struck between the relevant actors, including but not limited

to governments. But the analysis should not be limited to explicit bargains (the outcome of
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relational power between actors), but should acknowledge the constraints of and interaction
between four distinct structures of power as well, the power to influence the ideas of others
(the knowledge structure), their access to credit (the financial structure), their prospects for
security (the security structure), their chances of a better life as producers and as consumers
(the production structure)”. For Strange, these four structures interact and change over

time. No single structure always predominates over the others.

“Strange’s distinction between the four kinds of structural power is most fully developed
in States and Markets (1988), and her analysis of each illustrates well her theoretical
eclecticism. Her description of the security structure is consistent with conventional
realism. The production structure refers to the basic source of wealth creation in society
and to the ways in which technologies of production structure the distribution of power
among and between states and markets. The financial structure refers to the ways in which
credit is created, distributed and managed” (Griffiths 2001). The knowledge structure
concerns what is believed, what is known (and perceived as understood or given) and the
channels by which these beliefs, ideas and knowledge are communicated or confined.
Christopher May (1996) raised the possibility that the knowledge structure should be

treated more seriously as prior to the other structures.

Strange’s work on structural power was “inspired by her disagreement with those scholars
who argued that the United States’ politico-economic power over other states was on the
wane in the same decade. The Bretton Woods arrangements that the United States had put
in place to ensure an open trading system were inadequate to stop the alleged growth of
protectionism among states. Furthermore, the apparent inability of the United States to
maintain a trading surplus over its main competitors indicated that there was a growing

imbalance between its military power and commitments, and its economic base.
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Consequently, its willingness to provide authoritative international ‘public goods’, such as
a stable, international currency and extended nuclear deterrence to Europe and Japan, was
under threat. For Susan Strange, such analysis is a classic example of the failure to

distinguish, between relational and structural power” (Griffiths 2001)

She argued that the “US government has lost power to the market — and the loss has been
largely self-inflicted. In order to make the rest of the world safe and welcoming to
American capitalism, successive US governments have broken down barriers to foreign
investment and promoted capital mobility, have destroyed the Bretton Woods agreements,
abused the GATT with unilateral Trade Acts, and deregulated markets for air transport and
finance. And the list is not exhaustive” (Griffiths 2001). All these political decisions by the
US have promoted structural change in the world economy, and from many of them the
US government has shared with others deterioration in the legitimate authority of the state

over the economy (Strange 1994).

In her most recent work, Strange was more interested in the degree to which structural
power had changed so as to diffuse authority away from the territorial state. Rather than
compete over territory, states now compete for market shares in the world economy.
Consequently, their priorities have shifted away from defence and foreign policy towards
trade and industrial policy, and they must now share authority with other actors. “State
authority has leaked away, upwards, sideways, and downwards. In some matters, it seems
even to have gone nowhere, just evaporated” (Strange 1995). Strange argues that the reason
for this is primarily the rate of technological change in the production structure.
Technological advance is so rapid that the amount of capital needed to develop competitive
goods and services cannot be recouped on the basis of domestic sales alone. The changes

have not only complicated the identity of actors engaged in the international economy, but
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also the range of bargaining between states and firms. As states compete for shares in the
global market, offering inducements to foreign firms to invest and manufacture products
in their territory, their capability to tax and regulate markets is declining, and this process
magnifies the difficulties of managing the global economy. All this is a result of structural
changes in the nature of power that cannot be understood if one confines one’s analysis to

inter-state relations (Griffiths 2001).

According to Strange, “Power is simply the ability of a person or group of persons so to
affect outcomes that their preferences take precedence over the preferences of others”
(Strange, 1996: 17). From here, she distinguishes two types of power in the international
political economy: relational power and structural power (Strange, 1988: 24-25).
Relational power is about the capability of an actor to play according to the rules in order
to defend its interests. Structural power is about the capacity to establish and re-write the
rules according to one’s own convenience (Strange, 1988: 24-25). She defines structural
power as the power that “confers the power to decide how things shall be done, the power
to shape frameworks within which states relate to each other, relate to people, or relate to
corporate enterprises. The relative power of each party in a relationship is more, or less, if
one party is also determining the surrounding structure of the relationship” (Strange, 1988:
25). She summarizes the analytical questions regarding the distribution of structural power

as “Who gets what out of it — Who benefits and who loses” (Strange, 1988: 18).

Strange did not intend to build a general theory of change. She asserted that such a general
theory is not possible. She agreed that Paul Feyerabend’s ‘methodological anarchism’ is
helpful in giving epistemological grounds for her eclectic approach”. (May 2002). She
considered that academic speak was totally inappropriate to inform and engage with the

general public, to whom the researchers should address, and not a small number of experts.
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The only epistemological references that she recognized were Paul Feyerabend’s (who
defended that the only thing necessary for research was to do good questions) and Ibn
Khaldun (1377) who tried to answer to the question “why are things as they

are?”(Chavagneux 2010: 54).

The next sections will describe the four structures considered as primary by Strange:
security, production, finance and knowledge. Strange recognizes that the choice of these
primary sources of structural power is relatively arbitrary. Other issues as trade, energy,
transport and welfare are considered by Strange as secondary structures, because they are

shaped by the four basic structures (Strange, 1988: 28).

2.2The primary structures

Strange depicts structural power as a pyramid, in which each of the sides represents one of
the four primary structures. Each side touches the other three and represents one of the four

structures through which power is exercised on particular relations (Strange 1988: 26):
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Primary Power Structures

Security

K nowledge

Secondary Power Structures: Trade, Energy, Transportation, Welfare

Figure 1: Pyramid representing structural power according to Susan Strange (1988: 27).

2.2.1The security structure

The control over and influence upon security, the perception of risks and threats as a source
of power lie in the security structure. The protectors acquire a type of power which lets
them determine and limit the range of choices, or options available to others. By exercising
this power, the providers of security may incidentally acquire for themselves special
advantages in the production, or consumption of wealth and especially rights or privileges
in social relations (Strange, 1988: 45). Although she mentions repeatedly in her works the
importance of non-state actors, Strange continues to consider the state as the main actor,
confirming her strong commitment to the Anglo-Saxon academic tradition, rooted in

realism. From this state-centric approach, the basic questions raised are: “Who provides
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security to whom? Against what perceived threat or threats? What price or terms are

exacted for this security? (Strange, 1988: 45).

Strange stresses that the security structure is of paramount importance for the international
system because the financial and economic development, the intellectual progress and
welfare depend on a stable and secure world. Strange points out that new non-state actors,
as insurgents or Mafias, are posing new security threats, against which states and societies
are not prepared (Strange 1988: 59). In fact this power structure is very much used by the
traditional TOC as the Mafias. They use fear to extort their victims. When the state is weak,
they substitute it in the exercise of the “legitimate” use of violence. As they cannot recur
to the services of justice provided by the state, they also use violence to resolve business

differences with competitors.

2.2.2The production structure

Strange defines the production structure as the sum of all the arrangements determining
what is produced, by whom and for whom, by what method and on what terms. The
production structure creates wealth in a political economy (Strange, 1988: 64). Structural
power is thus based in the control and the influence over the processes of production and
in the definition of the range of options and limits, incentives and disincentives that permit
the actors to produce one way or another. The states as well as the corporations, and even
the markets can generate structural power through influence and control over production,
the promotion of economic development and productive progress and the definition of rules
that determine the range of options for the other actors. During the eighties, the production
structure was marked by two profound changes that affect the relation between state and

non-state actors, as well as between the agents and the structure: the change to capitalism
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and the market-oriented type of production and the supplanting of a nationally geared

production structure by one geared to serve the world markets (Strange, 1988: 64-65).

Since the eighties, the international production, the intra-sectoral and intra-firm trade have
grown faster than the world trade. Strange points out that the relations between
transnational corporations (TNCs) and political authorities are ambiguous. She stresses
however, that both have a decisive role in the international relations. Strange also raises
the problems of tax evasion and harmonization, as well as the risks posed by production as

is the spilling of toxic chemicals.

2.2.3 The finance structure

According to Strange, this structure comprises the agreements and institutions through
which credit is created and the factors that determine the relative values of the different
currencies (Strange, 1988: 90). This structure is defined as the sum of the agreements that
govern the availability of capital, as well as all the factors that determine the terms in which
currencies are exchanged. Structural power in the financial dimension means mainly the

capacity to create and control the provision of credit.

The facilitation of access to credit influences the production structure, given that it can
increase consumption and investment, allowing some actors to buy or invest today and pay
tomorrow. Control over credit also permits to influence the amount of money in circulation,
and the exchange and interest rates. It is fundamental to point out that credit is different
from capital and money, given that credit is created and is based on the reliability and
legitimacy of those that create it, while capital and money can be accumulated (Strange,

1988: 30).
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All developed market economies require a credit system to permit investments in
innovations, new technologies, research, etc. Therefore, the financial system is basic and

of great impact in the economic and political international relations.

The governments and the banks, as well as the regulatory frameworks defined by both,
share the power to create credit, which is then affected by the monetary policies and the
behaviour of the markets. While in the eighties Strange did not develop fully the idea of
the shifting of power towards the private actors, this became one of the central thesis of her

last book, Mad Money (Strange, 1998; Sanahuja, 2008a: 329).

Strange warns of the wave of financial crime that started in the 1970s, and explains it by
the “over-hasty decisions to deregulate financial institutions and markets and the
integration and internationalization of financial markets” (Strange 1988: 93). She also
raises the issue that developed monetary systems tend to increase inequality, widening the
gap between rich and poor (Strange 1988: 96). She points out that these systems become
unstable. The developing countries in the 1980s have accumulated excessive debt as a
result of the breakdown of the Bretton Woods system. She regrets that a Marshall plan for
the Eastern countries in order to re-capitalize them after the end of the Cold War was not

developed.

As the purpose of crime is financial gain, most of the products of TOC ends up in the
financial networks and mixes with legal money. This is the structure that, because of its
deep de-regulation and digitalisation has given room in the last decade to most criminal
activities like money-laundering, illegitimate loans, financial fraud, tax evasion, illicit

financial flows, etc.
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2.2.4 The knowledge structure

The knowledge structure “comprehends what is believed (and the moral conclusions and
principles derived from those beliefs); what is known and perceived as understood; and the
channels by which beliefs, ideas and knowledge are communicated — including some

people and excluding others” (Strange 1988: 119).

Strange highlights that “a knowledge structure determines what knowledge is discovered,
how it is stored, and who communicates it by what means to whom and on what terms.”
(Strange, 1988: 121). Therefore the asymmetries between states as political authorities
stem, among other, from the acquisition and access to knowledge. The structural power
lies thus in the access and control over knowledge, information and beliefs. However,
although she indicated indirectly that knowledge has an inter-subjective and dynamic
character, Strange did not develop this idea, and she did not explain the difference between
knowledge as power resource, and the role of the ideational factors as perceptions and
values. Although she proposed to analyse “changes in the fundamental perceptions of and
beliefs about the human condition which influence value judgements and, through them,
political and economic decisions and policies” (Strange, 1988: 120), she did not
acknowledge in her analysis the constitutive role of perceptions and values nor did she

resolve the relation between knowledge and perceptions.

Strange’s analysis focuses in the provision and control over the information and
communication systems and the use of language and the non-verbal communication
channels. She illustrates this with the example of the English (“American”) language
becoming the common language of the global economy. At the same time, the USA

universities have come to dominate learning and the major professions involved in the
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world market. This is not only due to the fact that the USA has vast intellectual, research
and financial resources, but also that the English language is used in debates and

publications (Strange, 1988: 137).

Strange highlights that knowledge and information were perceived for a long time as public
goods, in the sense that they were freely accessible to all. She criticizes that this perspective
does not take into consideration the fact that power is in the hands of those who control the
flow of information and have the capacity to prevent the access to knowledge and
information to others (Strange, 2008: 122). She therefore does not agree with the idea that

knowledge and information are freely accessible to all.

TOC, like any other business, needs to have access to information to be able to act. Most
of the white collar crime is done by highly educated and well informed persons, very often
insiders of financial institutions. We could also say that the neoliberal ideology and its
thrust to deregulate the financial structures is one of the causes of the recent surge in
financial and other serious crime. The commercialization of knowledge (patents, private
universities, private academic publications, etc.) can be considered as a misappropriation

of a public good.

2.3The secondary structures

Strange identified four secondary structures, “transport systems: sea and air”, “trade”,
“energy ” and “welfare ”, that depend directly from the primary structures. But while the
latter are limited to intrastate issues, the former imply transnational matters, beyond the

state borders. However, in the context of globalization, the difference between internal and
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external are blurred, rendering the separation between primary and secondary structures
obsolete. In the framework of these changes, the secondary structures are subsumed into
the primary ones. Strange admits that the selection of these structures is arbitrary and that
“international law”, “world food system” or “the environment” could well have been part

of them.

It is worth to notice the difference between welfare and the other secondary structures.
Unlike the latter, welfare has an important role in the definition of the preferences of values
and norms related (for example to the regulatory frameworks of production) and therefore

should not be subordinated to them (Sanahuja 2008a: 330).

The next sections will provide a description of the secondary structures:

2.3.1The Transportation Systems

The transportation systems, especially the maritime and air systems, fit well within the
primary structures, in particular the production and the security structures. The
international character of the sea transport entails a problem both for states and the private
sector to control their activities. Strange points out possible illegal activities related to the
extensive use of sea containers (that facilitate uncontrolled trade of illicit goods), the
system of flags of convenience (that permits ships to escape from the control of strong

governments) and the risks to the environment from oil spill pollution.

The air transportation system is much more controlled by state authorities. A non-
governmental organization as is the International Air Transport Association (IATA), the
airliners’ cartel, can only exist because it has been agreed by the governments (Strange,
1988: 156).
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2.3.2 Trade

According to Strange the trade structure depends from the four primary structures because
the distribution of power and influence in this field stems from the access and control over
security, finance, production and knowledge. The commercial exchanges are more than
simple mechanisms of supply and demand. They reflect the complex international
negotiations between the dominant actors, including political and economic interests. As
production has been trans-nationalized in the 1990s, so has the participation of non-state
actors in trade. It is therefore difficult to separate the production structure from trade, the
latter resulting in being subsumed by the former. At the same time, it is important to take
into account the strong connexions between the production structure and the structures of

finance and security regarding international trade.

It is also in this important field of action of transnational crime, be it of the “traditional”
type as it is mainly based in the trade of illicit goods as drugs, valuable minerals or slaves,

or white-collar type with the unequal trade agreements.

2.3.3Energy

Strange highlights that energy is a vital factor for the development of production in the
industrialized economies. No modern economy can function without transport, which in
turn requires energy. The same actors that dominate the primary structures, specially
production and security, exert a heavy influence in the energy factor. Therefore, any change
happening in the international energy system has to take place under the influence of the

four primary structures. As in the case of transport, the energy structure will be integrated
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in the primary structures. The energy field is also prone to TOC, especially environmental
crime, with the spilling of oil by corporations or the emission of greenhouse gases that
cause climate change. Being a strategic sector that has lost much regulation from the state,

it is also vulnerable to fraud, as was the case of the Enron scandal.

2.3.4Welfare

Strange defines the welfare structure in States and Markets as secondary. According to
this concept, welfare is distributed mainly by the states through protection rules, resource
transfers, or the allocation of public goods (Strange, 1988: 214-215). Development aid
stands out as one of the main mechanisms of welfare transfer (Strange, 1988: 218).
Structural power lies in the capability to create costs and limits, incentives and
opportunities for the other actors through the control over mechanisms and flows of
development aid. Thus the welfare structure can be part of the primary structures, as it can
be considered as a source of power. Besides the distribution, or the re-distribution of
economic welfare, this structure also includes multilateral rules and agreements regarding
norms and values as the Universal Declaration of Human Rights. The protection of the
basic human rights is considered as an essential part of this dimension. However Strange
thinks that it is the interaction between the primary structures that determines the welfare
dimension (Strange, 1988: 212). The welfare structure is different from the other secondary
structures because it does not depend directly of the primary structures, as it defines its
own rules, assigns resources and gives key importance to the values. It therefore has the
characteristics of a primary structure. The UN 2030 Agenda for Sustainable Development,
or the principles established by the OECD-DAC, as well as other agreements that regulate

the control and access to international public goods (many of them concerning the

75



protection of the environment), are examples of the creation of rules for a structural
framework of opportunities and limits for the actors to interact. It is interesting to note how
the trafficking of illegal drugs has been “securitized” by the US government, instead of
being addressed as a public health or welfare problem, probably for geopolitical and
electoral calculations. In fact, it is the prohibition itself that rises tremendously the value

of illicit drugs, making the problem even more intractable.

2.4The Structural Power from a Social-

Constructivist perspective

Social constructivism developed in the late 1980s and has been increasingly influential
since the mid1990s. The approach arose out of a set of events in world politics, notably the
disintegration of the Soviet empire. This indicated that human agency had a much greater
potential role in world politics than implied by realism or liberalism. The theoretical
underpinnings of the approach are older, and relate to a series of social, scientific and
philosophical works that dispute the notion that the social world is external to the people
who live in it, and is not easily changed. Realism and liberalism to different degrees stress
the regularities and 'certainties' of political life. By contrast, constructivism argues that we
make and re-make the social world and so there is much more of a role for human agency
than other theories allow. Moreover, constructivists note that those who see the world as
fixed underestimate the possibilities for human progress and for the betterment of people's
lives. According to Wendt (1992), even the self-help international system portrayed by

realists is something that we make and re-make: as he puts it, anarchy is what states make
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of it. Even more subversively, they think that not only is the structure of world politics
amenable to change, but so are the identities and interests that the other theories take as
given. Constructivism alleges that it is a fundamental mistake to think of world politics as

something that cannot be changed.

According to Sanahuja (2008:383), it is necessary to re-theorise the theory of structural
power and to address its inconsistencies and implications, beyond what Strange herself
could or wanted to do in her fruitful academic life. As pointed out by Roger Tooze, the
structural power theory being able to continue to be relevant depends of its capacity to
(re)integrate values in the different structures. This implies that knowledge is not “one
more structure”, but has a foundational role for the structural power. The welfare structure
also needs to be promoted, so as to address the problem of its agents of change, in a
normative horizon that will locate this revised “neo-strangean” theory of structural power
next to other social-constructivist, neo-gramscian or neo-Kantian contributions and their

proposals of construction of a fair, legitimate and efficient world order.

Susan Strange perceived the relations between the state and the private sector and between
economics and politics as inseparable. Her thought was rooted in British positivism. While
she incorporated some constructivist elements in her ontology, her positivist roots
prevented her from following this track till the end, and to apply a radical change in her
academic line (Tooze, 2000a: 189). This ambiguity is particularly clear in the knowledge
structure. By definition, this structure contains social-constructivist ontological elements.
Instead of assuming the constituent role of the knowledge structure, she limits its role to

that of one additional primary structure.

She also failed to apply a historical approach in her analysis, attributing structural change

to technological progress. In any case, the intention of Strange was mainly to launch a
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methodological framework for others to develop: “My attempt may not be the best, and

probably can be improved upon by others” (Strange 1988: 34).

Strange defined knowledge as one of the primary structures. However this dimension
contains constitutive elements of the other structures. The structure of ideas, beliefs and
knowledge gains then a constitutive dimension, and becomes the base for the other power

structures.

The Welfare structure, which was considered by Strange in States and Markets as a
secondary structure, should be considered as primary. It is worth to note that Strange had
considered this structure as primary in an older essay (Strange, 1983). The main arguments
for this are: its growing weight in the international system concerning rules, values and
norms; the role of the ideational base in it; and the distribution of resources, costs and

incentives.

As shown in the following figure, the updated concept includes the power structures of
Security, Production, Finance and Welfare, with the ideational base of Knowledge. The
structure of knowledge, represents the “constitutive base” of the other power structures of
the international system. According to Sanahuja and Cox, each of the Power Structures will
then be integrated by Ideas (Identities, VValues, Ideologies, Intersubjective Meanings, etc.),
Institutions (Explicit or Implicit Norms, International Organizations, etc.) and Material

Forces (including Technological Change) that interact inside these structures.
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Ideational Base

Figure 2: Pyramid representing the social-constructivist approach to structural power, which

includes four structures (including welfare) and the ideational base of knowledge

Robert Cox, a neo-gramscian author, proposed in his seminal works of 1981 and 1987 a
critical methodology of the historical structures, which are constituted of material
capabilities, ideas and institutions. According to Cox (1981: 136), “three categories of
forces (expressed as potentials) interact in a structure: material capabilities, ideas and
institutions. No one-way determinism need be assumed among these three; the
relationships can be assumed to be reciprocal. The question of which way the lines of force

run is always an historical question to be answered by a study of the particular case”.
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Cox applied the historical structures in three fields, as a wider analytical framework to: a)
the social forces, as social relations generated by relations of production; b) the forms of
State, resulting from the historical conformations between civil society and the
administrative and coercive apparatus of the state as “State-Civil society compacts™; and ¢)
the world orders, defined as stable hegemonic configurations or periods of conflict and

structural change.

The reflectivist epistemology and the relevance given to the ideas and intersubjective
meanings as constitutive factors of social order are the theoretical element that most clearly
differentiates Cox from Strange’s theory of structural power, both of whom belonged to
the English School of IPE, and had intensive intellectual exchanges. Cox’s perspective
shares the reflectivist epistemology of social constructivism and is therefore compatible

with a revised version of the theory of structural power.

Each of the structures is now constituted by the following elements:

(1) Ideas (knowledge, values, ideologies, and other intersubjective meanings), as part of
the constitutive base;

(2) Institutions (including not only the institutions themselves, but also the formal and
informal norms), as part of the other four power structures,

(3) Material capabilities (including the technological changes that drive social
transformations).

In the next section, each of the adapted power structures will be described:
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2.4.1The ideational base as constitutive of the

international system of power

In the new model, the ideational base constitutes the base of the structures of power of the

international system.

By identifying access to and control over knowledge and information as the basic sources
of international power, Strange stressed that the rivalry between states is based increasingly
in the struggle for the structure of knowledge. She argued that power is shifting to the
“information rich” instead of the “capital-rich” (Strange, 1988: 138). However, Strange did
not distinguish clearly between knowledge as idea and inter-subjective value, and

knowledge as information and power resource.

In this study, we will use the concept of knowledge only as a material power resource,
while we will refer to ideas as the inter-subjective and constitutive perceptions of the power
structures. As emphasized by Cox (1981), three types of forces interact in a structure: the
material capabilities; the ideas (which include intersubjective meanings and collective
images); and the institutions. “The way people think about the world is the fundamental
condition for the world order” (Cox, 2006: 48). Through the definition and interpretation
of principles and values as human rights, basic liberties, democracy or market economy

and free trade, the base affects the other power structures.

Therefore, in every primary structure, power is based in the influence and control over the
constitutive ideational base that comprises the ideas that determine the social construction

of material reality and influence the material capabilities and the institutions. The
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participation, influence and control over the international institutions are a key factor of

structural power in the different areas of the international system.

The ideational factors included in the constitutive base can be disaggregated into the
general categories of: identities, values, ideologies, intersubjective meanings. In
international relations, the ideas are defined as beliefs shared by a great number of persons
about the world. Therefore, the ideas have a significant influence in human action and
consequently in the state and non-state action, in the creation of institutions, and in the

conformation of the structures of international relations.

Knowledge and information are closely linked with the ideas, as any progress in research,
innovation and development can only be accepted as knowledge if the collective ideas
permit it. The ideas based in visions of the world are different from knowledge as a power
resource, which is located in the different primary power structures. Innovation and

technological development are good examples of this.

For instance, the international intellectual property provisions of the WTO prohibit the
knowledge of an actor to be used without permission. Thus a power resource can be
generated through the control of knowledge in the production structure. Wendt notes that
the identities are inherently relational and that they are constituted by a series of meanings
that an actor attributes to himself while acquiring the perspective from the others, as social

object (Wendt, 1992: 397).

Hereafter are some examples that illustrate the influence of the ideational base in the

primary structures of power:

In the production dimension, the constitutive base is manifested in the first place by the

ideologies of the international political economy, as economic Liberalism, Mercantilism,
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Capitalism or Marxism. These, in return, affect the production policies and concepts such
as private or state production and labour rights. In the finance dimension, structural power
lies in the control over the access to credit, and in the perception of an actor as a reliable
debtor. In the security structure, the perception of the other as an enemy, allied or neutral
plays a fundamental role in the provision or reception of protection. In the welfare
structure, ideas and values are fundamental in the definition of what welfare means, who

provides it, and who has access to it, and at what cost.

Criminologist Gambetta (2011) has studied how criminals communicate in the underworld
of TOC and how they perceive themselves and each other. It is also worth mentioning how
the social and legal perception of some commercial activities shifted with time from legal
to illegal as slavery or drug trafficking (and the latter could be shifting back to legal again).
Certain mafias use their common ethnic identity (Sicilians, Kosovars, Georgians, etc.) to
reinforce cohesion in a hostile environment. A common value among all criminals,

traditional and white-collar, is the cupidity that presides over all their activities.

An important aspect of this thesis is whether TOC has contributed to the diffusion of power
of the neoliberal state in its capacity to model ideas and identities, to define norms and
institutions, and to mobilize resources and material capabilities, or has just taken advantage
of the retreat of the state to acquire more power. We will analyse whether certain types of
TOC have grabbed specific power structures from the state, or other types of TOC have
just opportunistically taken advantage of the weakening of the state. In other words, which
types of TOC are embedded in the neoliberal global political economy and which are

parasitical.
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2.4.2 The security structure

Starting from the ideational base, the security structure comprises the three following

elements:

(1) The ideas, including identities, values, ideologies and other intersubjective meanings
(e.g.: the concepts of security and threat; how the “other” is perceived: enemy, friend,
neutral; how does the actor define himself or is perceived by others; if an activity is
perceived as licit or illicit, etc.)

(2) The institutions, including norms, conventions, international and soft law (e.g.: the
UN Security Council, NATO; INTERPOL; UNODC, FATF, TI, the oath of Omerta in
the Mafia, a code of solidarity inside the gang, whether mercenaries are legitimate or
not, etc.) that assign roles and functions, prescribe behaviours and influence in the
incentives and costs of action.

(3) The implementation material capabilities (e.g.: the military budget, the law-
enforcement technology, the military capabilities of a criminal or insurgent group, the

capacity of a group to hack the internet, etc.)

In the context of the changes in the armed conflicts, the international community is
redefining the concept of security. While during the cold war, the Western and Eastern
blocks saw each other as the main rivals, today non-state actors and transnational violence
are perceived as the main threat by the state, which reflects in the security strategies of the

international organizations.

The concept of security is also shifting from a focus in the state as the main security actor,
to “multidimensional and global ideas that recognize the political, economic, social and

environmental components of security and their links to development” (Sanahuja, 2008a:

84



346-347). For several decades, TOC has officially been perceived as a security threat,

including by the Security Council.

A recent development in the field of security studies, “securitization”, aims at
understanding "who securitizes (securitizing actor), on what issues (threats), for whom
(referent object), why, with what results, and not least, under what conditions." (Buzan et
al 1998, p32). In this context, we will see how the perception of drug trafficking can shift
between constituting a security concern to constituting a public health (welfare) problem

if “de-securitized”.

The Human Security concept recognizes that international wars are being replaced by
internal conflicts that threaten individuals and societies. This concept is linked to that of
human development promoted by the UN since 1994, and reveals the connexions between
the security and the welfare structures. There is a debate on whether the concept of human
security should consist on only freedom from fear (the protection against direct violence),
or include also freedom from want (the protection against structural violence, or other types

of necessities).

Moreover, some states are perceived as not being able or willing to provide security to their
citizens, or even constituting themselves a threat. These states are labelled as fragile or
failed states, which raises concepts as the responsibility to protect their citizens against
threats, including from their own government. The emergence of the concept of human
security is an example of the change of perceptions about security in the ideational base. It
also reveals the reflexivity of the concept of security as it can “mean different things to

different persons” (Sanahuja, 2008a: 346).
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2.4.3 The production structure

Strange defines the production structure as the sum of all that determines what is produced,

who produces it and for whom, with what method and in what way (Strange, 1988: 62).

The ideational base also has a constituent function in it, because it affects directly or
indirectly the international production structure, the actors and the institutions. It includes

the following elements:

(1) The ideas, including identities, values, ideologies and other intersubjective meanings
(e.g.: definition of production norms and values, neoliberalism, consumerism, vision of
the global market, the “invisible hand”, the consideration of one product or trade as
legitimate or not, etc.)

(2) The institutions that define roles and provide the context in which the production
actors operate, including norms, conventions, international and soft law (e.g.: the World
Trade Organization; Corpwatch; the criminal organizations; the international
conventions that regulate production; the trade agreements, etc.)

(3) the material capabilities (e.g.: the gross domestic product (GDP), the economic
growth, the industrial structure, the innovation capability, the fraudulent privatization
of public assets, the revolving doors, the transportation networks, the container system,

etc.)

The changes in the distribution of power lie in the trans-nationalization and privatization
of production, and is characterized by the emergence of transnational companies, the
increase of intra-firm trade and changes in the productive model: the trans-nationalization
of the production chains through the delocalization of production (Sanahuja, 2008a: 348-

349).
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Knowledge applied to production in the form of technological development is fundamental
to the material capability of the structure. During the eighties and nineties the production
began to be more knowledge-intensive, and less labour-intensive. Cyber-crime is a crime

that could only happen thanks to the massive use of internet for commercial transactions.

An example of the constitutive role of the ideas is the evolution of Europe from feudalism
to capitalism in the 16" century. Capitalism, based in the market economy, trade
competition, future orientation, and capital accumulation, is still the base of the
international productive system (Giddens, 1987). In turn, this form of production and of
capital accumulation has promoted technological innovation, which facilitated the
industrialization that started in the 18" century in Europe. With the steam engine, industry
managed to dominate agriculture, which promoted the growth of important urban centres

and of the free market trade.

The processes of trans-nationalization of production were encouraged by the governments
through the promotion of the ideas of liberalization and privatization. In turn these
processes brought structural changes which hinder the capability of the states to influence
and control, and have created the necessity to cooperate through international institutions.
This same process of liberalization and privatization has also allowed the infiltration of the

illicit economy into the licit one during the last decades.

Susan Strange was one of the first scholars to attempt to analyse organized crime with the
framework of the structural power (Strange 1996, 1998). However Strange saw organized
crime from a very particular angle: that of the quasi-state, hierarchic, ethnically-based,
organization, based on the mafia model to which she was exposed in the early 1990s during
her stay in Italy. She extended her analysis to other similar organizations like the Chinese

Triads, the Japanese Yakuza, the Colombian narcos or the Russian Mafiya. In fact, in this
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study shows that most transnational crimes are committed by much more horizontal,
business-oriented, violence-averse, temporary networks. Actually, when referring to
financial crimes (Strange 1998), she meant mainly the laundering of the proceeds of drug
trafficking. While condemning tax avoidance, and other types of financial irregularities,
she did not include them in the same group. Therefore the study evaluates the adequacy of
this model to analyse organized crime in its broad definition, which includes harms
(Linklater 2011) to the economy, society and the environment. Due to the polemic and
clandestine nature of organized crime, there is still little consensus on its definition and

size, which will be the object of another chapter.

2.4.4 The finance structure

According to Strange, the finance structure includes the arrangements, agreements and
institutions that determine the availability, access to and distribution of credit, as well as
other elements that rule the exchange of currencies (Strange, 1988: 30 and 90). The finance
structure affects the production structure, as it establishes the options and limits to spend,

consume and invest today and pay tomorrow (Strange, 1988: 88).

The creation of credit affects the management of the currency in which credit is
denominated, and thus affects the exchange rate. Moreover, Strange warns that the capacity
of banks and states to create credit for their own expenses and investments through the
printing of paper money requires a control and a limit that could lead to a financial crisis
and to uncontrolled inflation. The governments of the developed economies have a great
deal of responsibility regarding the management of the financial system through the

international regulations (Strange, 1988: 93-94).
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The financial structure includes the following elements:

(1) the ideas, including identities, values, ideologies and other intersubjective meanings
(e.g.: neoliberalism, the Washington Consensus, the perception of risk, the concept of
credit, the perspectives of growth, the consideration of certain financial flows as licit or
illicit, the principle of the socialization of losses and privatization of profits, the “too
big to fail” (TBTF) concept, the trust in fiat money, the credibility as a debtor, the
legitimacy of the tax havens, etc.)

(2) The institutions that prescribe roles and create the context in which the actors of
the financial structure evolve, including norms, conventions, international and soft law
(e.g.: the IMF, the Banks, the BIS, the SWIFT, the Libor; the stock exchange; anti-fraud
organizations (FATF, TI, GFI); offshore banking; convicted financial organizations
(BCCI, HSBC, UBS, Baer Bank, fiscal havens); the “transnational capitalist class”
(TCC) and its networks (Trilateral Commission, Bilderberg Group, Davos, etc.)

(3) The financial material capabilities (e.g.: access to credit, public debt, currency
speculation, the access to insider information, the capacity to create money from debt,

etc.)

In this dimension, structural power is generated through the control over the creation and
access to credit and the influence in the exchange rates. The ideational base has a relevant
and decisive role in it, given that the financial system and the inter-subjective identity of
the state and non-state actors are both composed of ideas and norms. Modern money is no
longer based on a physical standard like gold, but entirely on the confidence entrusted in

the institutions, norms and policies that back it.

Although the availability of reserves and currency are important factors for the creation of

credit, they are less and less necessary. In order to create credit an actor needs mainly a
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credible and recognized identity. To have access to credit, it is equally important for the

actor to be perceived as credible and capable to repay it.

With the rupture of the Bretton Woods system in the 1970s, the USA promoted a more
liberalized financial, monetary and credit system. This liberalization and privatization
enhanced structural unbalances, opened the economies of other countries to the financial
capital of Wall Street, and shifted power between states, and especially from the states to
the markets (Sanahuja, 2008a: 264). Furthermore, the emergence of the Eurocurrency
markets and the shock of the oil prices promoted even further the trans-nationalization and
interdependence of the financial structure. This Mad Money (Strange 1998) favoured the
excessive growth of the financial sector to the point of endangering the economy, and has

stimulated the practice of abuses and crime by powerful actors.

These circumstances encouraged state and non-state actors to reduce their vulnerability and
to take advantage of the situation. Some actors obtained unprecedented profits during the
1970s and 1980s. It also drove the developing countries to borrow, which led in turn to the

debt crisis.

These dynamics promoted the growth of the secrecy jurisdictions, up to a point where half
the world financial transactions are done through these centres, which facilitates tax

evasion and money laundering (Palan, 2009)

The emergence of the idea of a global liberal and deregulated economy was encouraged by
technological innovation in the telecommunications and informatics fields. The speed of
the electronic operations, together with the innovation and imagination in the creation of
financial products have promoted complexity and opacity, which makes the evaluation of
risk and the control over the markets very complicated if not impossible (Sanahuja, 2008a:

364).
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However, this change is not only to be attributed to technological change, but to the
decisive actions of powerful state structures influenced by the neoliberal ideology, starting

by the governments or Ronald Regan in the US and Margaret Thatcher in the UK.

Since 2008, due to the financial crisis, which had its origin in the financial imbalances of
the international system, trust in the financial liberalism is losing strength, and there is a

claim for multilateral institutions with stronger regulatory power (Sanahuja, 2008b).

A note could be added on the fact that investments are not done with money, but with credit
(Sanahuja 2008). According to Susan Strange, credit can be created and does not require
previous accumulation. Credit depends on trust, which is the result of three factors: the
political decisions regarding the offer and availability of international reserve currency; the
existence of a monopoly or competition regarding the reserve currency; and the stability or

the inflationary tendencies of the reserve currency.

2.4.5 Welfare as the fourth primary structure

According to Strange’s definition, Welfare in the international political economy includes
the benefits and opportunities offered by the markets as well as those provided by state

intervention (Strange, 1988: 207).

She indicated that welfare is part of the secondary structures because it does not provide
with a margin of incentives and costs, nor does it establish preferences of ideas, values and

institutions, but is oriented by the preferences established in the primary structures.

However, as stated earlier, the welfare structure is very different from the other secondary

structures, because it has an important role in the definition of the preferences of values
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and norms, and because it influences the other structures. It defines, for example, the

regulatory framework of production, and therefore cannot be subordinated to it.

Either the Sustainable Development Goals, the Universal Declaration of Human Rights or
the principles of development aid established by the OECD, as well as other agreements
that control the access to global public goods as are the environmental treaties, are
examples of the key role of the ideational base in the development of the structural
framework. The structural power lies in the control over the (re-)distribution of and access

to international welfare and global public goods (Sanahuja, 2008a: 330).

Thus what defines welfare as a primary structure is its growing weight in the international
system regarding the creation of rules, values and norms, the distribution of resources and

the definition of a structural framework of costs and incentives.

This thesis considers as welfare all what concerns social and environmental policies at the
national and international levels. The Sustainable Development Goals define some of the
main issues included in the welfare structure: ending poverty and hunger, improving health
and education, making cities more sustainable, combating climate change, and protecting
oceans and forests. It is interesting to see how the concept of the 2000 Millennium
Development Goals has evolved in 2015 to “Sustainable” in a time of increasing concern

for the environment and in particular for climate change.

The welfare structure consists of the following elements:

(1) the ideas including identities, values, ideologies and other intersubjective meanings
(e.g.: values as justice, solidarity, human rights, vision of the global system, private vs.
public goods, human rights, neo-colonialism, rent economy, patrimonialism,

environment protection, development situation, core-periphery, etc.)
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(2) The institutions, including norms, conventions, international and soft law (e.g.:
OECD, UNDRP, ILO, IPCC, UNEP, UNFCCC, slavery, human development, ICRC, the
Geneva Conventions, “pax mafiosa”, etc.)

(3) The material capabilities (e.g.: direct foreign investments, climate change
adaptation, drug-addict desintoxication programmes, human trafficking victims

programmes, welfare provision by rebels, etc.)

The ideational base is fundamental in the welfare structure. It defines what the public
goods are, who should provide them and who should receive them. It is based on ideas
constructed in an inter-subjective and historical manner and has therefore a dynamic

character.

Regarding human rights, the definition of the Universal Declaration of Human Rights took
a long time to be defined, and still today there is no global agreement on its precise
implementation. In the 1990s, the economic and social rights concept prompted the ideas
of human development, which, in its wide interpretation reflects the connexion between the
welfare and the security structures (UNDP 1994). These debates led to the Millennium
Development Goals in the year 2000 and to the Sustainable Development Goals in 2015,
which promote the idea that each human being should have access to a minimum level of

Welfare.

Furthermore, the ideational base has an important role in the establishment of the material
capabilities. For example, it influences directly the decisions on development aid, which
include the power to control the access to welfare. The donor countries are guided by the
OECD rules, in particular the Paris Declaration on Aid Effectiveness (2005), which links

development aid to certain policies like good governance and human rights protection. It
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also influences the decisions on whether to effectively stop the evasion of capitals and taxes

from poor and rich countries alike.

The inter-subjective identities of the actors are also a key factor. A donor country with a
paternalistic or imperialist image (North-South) will provoke more rejection from the
beneficiary countries, than another country with an image of equal partnership (South-

South).

The welfare structure is closely linked to the other primary structures in a relation of mutual
influence. For instance the production structure is directly influenced by ideas as labour
rights, while the finance structure is influenced by the decision to provide welfare to

workers or to corporations.

The issue of the foreign debt of the developing countries, and particularly the Heavily
Indebted Poor Countries (HIPC) has entered the international debate about the distribution
of welfare and about development aid, which reveals a direct link with the financial
structure. A very important issue, especially in what regards human trafficking and slavery
are the ILO conventions. In 1998, the 86th International Labour Conference adopted the
Declaration on Fundamental Principles and Rights at Work. This declaration contains four
fundamental policies: the right of workers to associate freely and bargain collectively; the
end of forced and compulsory labour; the end of child labour; and the end of unfair
discrimination among workers. The ILO asserts that its members have an obligation to
work towards fully respecting these principles, embodied in relevant ILO Conventions,

which have been ratified by most member states

Global issues as the management of public goods transform the power structures and the

traditional role of states.
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2.5The Agency-Structure problem

“Men make their own history, but not of their own free will; not under
circumstances they themselves have chosen but under the given and
inherited circumstances with which they are directly confronted” Karl

Marx (1852)

Since the 1980s the social sciences, including International Relations, have been shaken by
debates on the theory of knowledge. This debate took place between the leading theories
of the time, realism, institutionalism and structuralism (all of them rooted in rationalism
and positivism), and the reflexive and critical post-positivist alternatives, including social-

constructivism, post-structuralism, feminist theory and critical theory.

According to Wight (2006), there are many gaps in IR theory that can only be understood
by focusing on the ontological differences that construct the theoretical landscape. He
argues that politics is concerned with competing visions of how the world is and how it
should be, thus “politics is ontology”. The agent-structure problem expresses an
ontological concern with the question: how does human activity shape the social

circumstances in which it takes place?

According to Wendt (1987), “The agent-structure problem has its origins in two truisms
about social life which underlie most social scientific inquiry: 1) human beings and their
organizations are purposeful actors whose actions help reproduce or transform the society
in which they live; and 2) society is made up of social relationships, which structure the

interactions between these purposeful actors. Taken together these truisms suggest that
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human agents and social structures are, in one way or another, theoretically interdependent

or mutually implicating entities.”

The agent-structure problem includes two problems: one ontological and one
epistemological. The first one is the most important one and concerns the nature of both
agents and structures and their interrelationship: what kind of entities they are and how
they interrelate. This question can be addressed in two manners: either by making one unit
of analysis ontologically primitive, or by giving them equal and irreducible ontological
status. This can generate three possible answers to the ontological question, depending on
which entity is made primitive: individualism (e.g. neorealism), structuralism (e.g. world
systems theory) and structurationism. Neorealism “reduces” the structure of the state
system to the properties of the “individual” states. World system theory considers state and
class agents as a result of the reproduction of the capitalist world system, it “reifies” the
social structure by treating it as an object analytically independent of the actions by which
it is produced. The third answer, structurationism, sees agents and structures as “co-
determined” or “mutually constituted”, yet ontologically distinct, entities, they are a
“dialectical synthesis” existing in time and space. In Bhaskar's words (1982): “society is
not the unconditioned creation of human agency (voluntarism), but neither does it exist
independently of it (reification). And individual action neither completely determines

(individualism) nor is completely determined by (determinism) social forms”.

Scientific realism provides the philosophical basis for the structural theorizing in the social
sciences, the intuition that the capacities and existence of human agents are inseparable

from society.

Agents are themselves constituted by structures, that can be external (social) or internal.

All agents possess three intrinsic capacities in virtue of their internal organization: to have
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a theoretical understanding of its activities that could supply reasons for its behavior; to
reflexively monitor and adapt its behavior; to make decisions. Social structures are the

result of the intended and unintended consequences of human action.

According to Wight (2006), structural research inquires into the powers of things, which
they possess as a result of their inherent properties. Historical research, on the other hand,
deals with actual events and objects, as they unfold through time, by treating them as
phenomena that have been brought about by specific structural configurations (which will

have to be identified by structural research).

According to Wight (2006), in the context of the agency-structure analysis, we are no
longer in a realm of independent states so much as in a realm of intersecting and dynamic
structural relational logics, and we should therefore think of global social relations rather

than international relations.

This thesis will analyse how TOC, as power agents interact with the structure systems and

each other to produce the situation in which the world is now.

2.6Critical IPE

The modern critical social theory was born in the Enlightenment with Kant and Hegel, and
was followed by Marx, continued through the neo-Marxist Frankfurt School to reach

Jurgen Habermas, as well as Antonio Gramsci and the neo-Gramscian authors.

The critical wave in International Relations started in the 1980s and led to two trends: one

influenced by Jurgen Habermas and his theory of communicative action, followed by
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Andrew Linklater, and a neo-gramscian school, initiated by Robert Cox and Stephen Gill,

and followed by the Amsterdam School.

The critical school represented a triple challenge: epistemological, ontological and
normative. In the epistemological field it signifies a radical reflectivist revision of the
relation between knowledge and the social and economic life. In the ontological field it
redefines the agents and structures of the international system in a historical perspective.
In the normative field, it unmasks the traditional theories’ roles of perpetuation of the
relations of domination and exclusion and proposed a theory for social transformation.

2 9

According to Wendt (1987), “social scientific practice must be ‘critical’ to be ‘scientific’.

In his seminal 1981 article, Cox made the difference between a “problem solving” theory,
which aims to perpetuate the status quo by applying minor changes, and a “critical theory”,

which questions the social and international order as the “natural order”.

Cox adapted the gramscian concept of “historical blocks” that explained the “hegemony”
at a national level as domination through consent, to the concept of the “historical blocks”
in International Relations. The congruence of three categories of forces - material
capabilities, ideas and institutions - in a historical block is the foundation of the hegemonic

stability.

The neo-gramscian trend has developed a “historical sociology of globalization”, which
includes the following concepts: the “global political economy” instead of its
“International” version; the formation of the hegemonic “transnational capitalist class”; the

internationalization of the state; the articulation of “counter-hegemonic” forces.

Stephen Gill defines three historical structures of the globalization process: the

“disciplinary neoliberalism” (a form of structural, behavioral, capillary and panoptical
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power); the “new constitutionalism” (transnational disciplinary neoliberalism through
trade agreements); and the “market civilization” (neoliberal cult of the capitalist myth).
The critical agenda proposes “counter-hegemonic movements” to confront the

contradictions of neoliberalism.

Against the “transnational harm” of capitalism, Habermas proposes a transnational
economic integration, a global civil society and the development of the “deliberative
democracy” beyond the State level, and considers the European Union as a potential model

of post-national demos.

Andrew Linklater proposes “cosmopolitan superposed forms of international society” that
would include: a pluralist society of States based in principles of coexistence; a solidary
society of States with common moral principles; a post-Westphalian framework where
States give up part of their sovereignty in favor of common moral and political norms. He
has also elaborated on the concept of “harm” from an IPE perspective, a key feature of this

thesis.

Ronen Palan, is a leading researcher of the effects of the offshore finance in the GPE, and

has been instrumental to draft the chapter on economic crime of this thesis.

Critical IPE can contribute to promote a global conversation to enable this new universal
course, generate knowledge to assert these rights, and support collective action to make

this new world order possible.
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2.7 Inter/Multi-Disciplinarity

Although this thesis is mainly aligned with the discipline of International Relations, it has
had to draw on other disciplines to understand the insights of the complex field of TOC.
Many actors and structures interact in this situation, which requires the specialized
knowledge from different fields. According to Peter Naess (in Bhaskar 2010), to analyse
complex systems as climate change or TOC, it is important to avoid “reductionism” or
“disciplinary tunnel vision”, or the “tendency to explain phenomena solely by means of

theories and concepts belonging to one single discipline”.

As mentioned by Cox, “problem-solving” theory tends to restrict the issues to an area, a
discipline, while “critical” theory reflects a process of change in a historical period and

examines all its aspects, including the perspectives from different academic disciplines.

International political economy (IPE), as seen in the previous section, is in itself a complex
multidisciplinary field that has transcended politics, economics and international relations,
as well as other fields like sociology, history, cultural studies, globalization, international
development, international trade, international finance and other. It was re-born in the
1970s, out of the failure of the traditional schools to predict the 1970s oil crisis, and was
consolidated after similar failures to predict the end of the Cold War in the 1990s and the
2008 global economic crisis. IPE is a relatively mature discipline, and has well established

schools of thought.

Criminology was born as well as a multidisciplinary discipline which draws especially
upon sociology, psychology, psychiatry, anthropology, and law. Like other social sciences,

it has a “critical” school, with novel, reflexive and emancipatory views on law, crime, and
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justice. Particular attention is given to “Green Criminology” in what concerns the
environmental crimes (with Nigel South and Rob White as referents) and to the “Crimes
of the Powerful” in what concerns economic crimes (with David Whyte, Vincenzo

Ruggiero and Steve Tombs as referents).

Considering the environmental crimes, and in particular climate change with all its
complexity, an insight into the “natural science” of the environment is required, which is
per se an interdisciplinary field which combines ecology, biology, physics, chemistry,
zoology, mineralogy, oceanology, limnology, soil science, geology, atmospheric science
and geodesy among others. After decades of interdisciplinary research of climate change
research in the natural sciences field, the social sciences are starting to add their
contribution. An institution like the IPCC is considered as an example of interdisciplinary

and international research (Bhaskar 2010, p.36).

In his seminal lecture “The Two Cultures”, Peter Snow (1961) regretted that "the
intellectual life of the whole of western society" was split into the titular two cultures -
namely the sciences and the humanities - and that this was a major hindrance to solving the

world's problems.

Journalism was the field in which Susan Strange started her career herself. Journalism, and
in particular Investigative Journalism, which is the human activity that investigates and
denounces organized crime, corruption, environmental destruction and other “harms”, is
also in itself a multidisciplinary field, as the journalist needs to understand the fields which
he/she investigates. Investigative Journalism, and its powerful new form of
Whistleblowing facilitated by technological progress, is an essential (scientific?) discipline

to unveil TOC, a field covered with opaqueness, penetration, secrecy, threat and deception.
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For Mervyn Hartwig (2007), “multidisciplinary” research draws on more than one
discipline, without challenging disciplinary identities, in order to study an object that
transcends disciplinary boundaries. “Interdisciplinary” research is “constituted on the basis
of the integration of a number of disciplines into a research cluster which provides, or
purports to provide, a new framework or understanding”. The Critical Realist school of
thought has proposed a methodology for interdisciplinary research, in particular in the field

of climate change (Bhaskar 2010).

An important claim of ontology in critical realism is that reality consists of three separate
domains: the empirical, the actual, and the real. The empirical domain covers the
observations and experiences we make, be they direct or indirect. The actual is the domain
covering all the manifest phenomena existing and events happening in real life, whether
we experience them or not. The third domain is the real, based on the claim that all the
manifest phenomena and events do not turn up accidentally and all by themselves, and are
out of the reach of direct observations and experiences, but are present in the real world.
Another concept of critical realism is about the open and closed systems. In closed systems,
empirical regularities may exist. In open systems, however, empirical regularities are
generally non-existent. The real always consist of open systems. In order to achieve
empirical regularities in science, open systems have to be artificially closed by man. These

concepts explain the necessity of interdisciplinarity in science.

The research in this thesis can be considered as multidisciplinary as it draws on several
disciplines, but it could serve as the basis for the construction of a future framework that
would transcend disciplinary boundaries, and serve as the theoretical framework for the

analysis of organized crime.
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3 Definitions and quantifications

“The efforts of men are utilized in two different ways: they are directed to
the production or transformation of economic goods, or else to the
appropriation of goods produced by others.” (Vilfredo Pareto), Manual of

Political Economy, 1906 [1972, p. 341]

TOC is a complex phenomenon, and one way to understand it is to try to define it and to
quantify it. Neither of the two is easy, given the secrecy around its activities and the lack

of consensus among criminologists, politicians and economists about its deep nature.

3.1Definitions of Transnational Organized

Crime

“The only purpose for which power can be rightfully exercised over any member
of a civilized community, against his will, is to prevent harm to others.” John

Stuart Mill, On Liberty (1859)

The construction of the concept of “Transnational Organized Crime” is a typical case of
the influence of the ideational base in the definition of the international phenomena within
the security structure. Although groups of TOCs have existed since the beginning of human
civilization (pirates, slave traders, bandits, etc.), the expression “organized crime” was
coined in the USA on the eve of prohibition in the 1920s, and legitimized by the Kefauver

Commission on interstate criminal commerce in 1951. Only in the year 2000 did the United
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Nations adopt the Convention against Transnational Organized Crime (UNTOC) or
Palermo Convention. In 2004, the UN report - A More Secure World: Our Shared
Responsibilities. Report of the Secretary-General High level Panel on Threats, Challenges
and Change - included Transnational Organised Crime among the world’s “six most
serious clusters of threats now and in decades to come”, at the same level as war, terrorism,

poverty or nuclear weapons.

The Convention against Transnational Organised Crime gives the following definition of

TOC:

a) For the purposes of this Convention, an “organized criminal group” shall mean a
structured group of three or more persons, existing for a period of time and acting in
concert with the aim of committing one or more serious crimes or offences established
in accordance with this Convention, in order to obtain, directly or indirectly, a financial
or other material benefit;

b) “Serious crime” shall mean conduct constituting an offence punishable by a
maximum deprivation of liberty of at least four years or a more serious penalty;

¢) “Structured group” shall mean a group that is not randomly formed for the immediate
commission of an offence and that does not need to have formally defined roles for its

members, continuity of its membership or a developed structure.

This is a very broad definition, which incorporates different kinds of crimes and relies
heavily upon different national criminal laws. This definition is problematic, as many
actions causing serious harm to society or to the environment are not yet punishable with
a minimum deprivation of liberty of at least four years or a more serious penalty in many

(most?) countries.
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The European Union proposed a common definition of organised crime in its Council

Framework Decision 2008/841/JHA of 24 October 2008 (on the fight against organised

crime):

1. ‘criminal organisation’ means a structured association, established over a period of

time, of more than two persons acting in concert with a view to committing offences

which are punishable by deprivation of liberty or a detention order of a maximum of at

least four years or a more serious penalty, to obtain directly or indirectly a financial or

other material benefit;

2. ‘structured association’ means an association that is not randomly formed for the

immediate commission of an offence, nor does it need to have formally defined roles

for its members, continuity of its membership, or a developed structure.

However, there are substantial contrasts in how organized crime is defined in the different

institutions of the EU. While Eurojust uses the definition from the Council, Europol uses

a slightly altered definition. The European Anti-Fraud Office (OLAF) and the European

Court of Auditors (ECA) have no specific working definition of organised crime.

In one of their meetings, the EU noted that in order for something to be described as

organized crime, at least six of the following characteristics are required and it must include

characteristics 1, 3, 5, and 11 (in italics):

1.

2.

3.

Collaboration of more than two people;

Each with own appointed tasks;

For a prolonged or indefinite period of time (refers to the stability and
(potential) durability;

Using some form of discipline and control;

Suspected of the commission of serious criminal offences;
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Operating at an international level,

~

Using violence or other means suitable for intimidation;

8. Using commercial or business-like structures;

©

Engaged in money laundering;
10. Exerting influence on politics, the media, public administration, judicial
authorities or the economy;

11. Determined by the pursuit of profit and/or power.

Neither Interpol provides with a clear definition of Transnational Organised Crime. In its

Conference of May 1988, however, the following definition was proposed:

Any group having a corporate structure whose primary objective is to obtain money

through illegal activities, often surviving on fear and corruption.

The definitions of what TOC constitutes vary remarkably from one UN state member to
another. Organised crime groups are usually involved in different sorts of criminal
activities, encompassing several countries. These activities may include trafficking in
human beings, weapons and drugs trafficking, armed robbery, forgery and money-

laundering.

Looking at the case of Italy, one of the countries more clearly threatened by organized
crime, a consensus emerged since the late 1980s among policymakers, law enforcement
agencies, the public, and the scholars, that organized crime consists of criminal
organizations, which, in that context, primarily means Southern Italian mafia organizations
(Paoli 2014, page. 20). The key conceptual reference is the article 416 bis of the Italian
Criminal Code, which was adopted in 1982 and that introduced the offense of associazione
a delinquere di tipo mafioso (mafia-type criminal organization), thus bringing for the first

time the sociological concept of mafia into the criminal code. Accordingly, a mafia-type
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criminal organization consists of “three or more persons who use the power of intimidation
afforded by the associative bond and the state of subjugation and criminal silence (omerta)
which derives from such a bond to commit crimes, to acquire directly or indirectly the
management or control of economic activities, concessions, authorizations or public
contracts and services, to gain unfair benefits for themselves or for others or to prevent or
obstruct the free exercise of the vote and to obtain votes for themselves or others during
elections”. (Codice penale 2013). The Italian legislation has introduced several concepts:
the control by criminals over economic and political activities, and the crime of belonging

to a mafia-type organization.

On the other hand, as suggested by Naim (2013), organizations in our times are getting
smaller and less hierarchical, including the criminal ones. Europol also sees a trend of

organized crime organizations becoming “less organized”.

Klaus Von Lampe, scholar specialized in Organized Crime and president of the
International Association for the Study of Organized Crime (IASOC), cites more than 180
different definitions of organized crime, coming from governments, multilateral
organizations and academia. This is a clear example of how social constructions can be

subjective and variable.

Even the Red Cross is concerned by the development of the phenomenon, and wisely
indicates that: “while it cannot be ignored that specific political and institutional interests
underlie the various initiatives to fight what is deemed to be ‘organized crime’, there can
ultimately be no doubt of the existence of phenomena of collective criminality that can
have devastating effects on state and society, impeding the rule of law, sustainable

development, and, in particular, human security”. (Hauk, 2010)
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We are not going to analyse the phenomenon of organised crime only in fragile or failed
states, but at the global level, because of its dissemination across the global society. In fact,
some of the major actors of organised crime are to be found in developed countries, where
efficient financial centres are to be found, and where the bulk of the profit is stored. Other
“anti-sovereign” locations that welcome organized crime are the numerous fiscal havens

that have thrived in the last decades.

Research in organised crime is commonly based on two paradigms (Cartier-Bresson 2002):

e The Mafia Paradigm. This paradigm focuses on structural aspects, and on social
networks. It is also based on the stereotyped description of the Sicilian Mafia.
Literature and cinema have contributed to spread its perception as the
representative of transnational organised crime, with its ethnic links, territorial
establishment, hierarchical structure and occasional violent nature.

e The Business Paradigm. This paradigm provides a more dynamic description,
based on action and networks. This paradigm is connected to the “White Collar
Crime”. As Queloz states, the main difference lies between “criminal
entrepreneurs” and “entrepreneur criminals” (Queloz 1999). It is not always easy

to distinguish between both.

The political and economic globalisation that accelerated during the 1990s, together with
the expansion of communications and transportation systems, supported the growth of
international markets to which organised crime had never had access. The collapse of the
Soviet Union represented a unique opportunity for organised crime to open to new markets,
to provide opportunities of investment and favour the creation of new organisations,

capable to maintain cross-border activities. According to Loretta Napoleoni (2008), the
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involvement of the Eastern Bloc in the world of organised crime is the single fact that has

most favoured the boom of organized crime.

Since 2001 an intensive debate was conducted around the threat of terrorism, but very little
attention has been paid to organised crime. “Terrorists” should be regarded as common
criminals, and not as “unlawful enemy combatants”, as “Homo Sacer” (Agamben, 1995)
beyond the protection of any international regime, as the US Government suggests. Loretta
Napoleoni (2008) thinks that the publicity given to Al Qaida in the Western society has
just been a case of the tail wagging the dog in order to divert people’s attention from the
disastrous financial situation prevalent. Paradoxically, Nelson Mandela is the person who
has been on the American Government’s list of terrorists for the longest time. TOC is
actually a much more serious (and concrete) threat for domestic and international security.
Furthermore, after the Soviet Union and the USA ceased to strategically support rebel
groups, the latter turned to the trafficking of strategic resources (diamonds, minerals, drugs,
etc.) in order to continue financing their struggle. Consequently, the number of organised
criminal organizations and of products subject to illegal trade has increased, and the
incorporation of illicit capital within legal economy has been promoted (Favarel-Garrigues

2002).

According to Favarel-Garrigues, the mainstream media shifted the perception of the main
threat from communism to transnational organised crime when the Eastern bloc collapsed,
and eventually to terrorism after September 11" 2001. The suspicion that important sums
of criminal funds could have been invested in the legal economy during the 2008 financial
crisis, and the reckless behaviour by some of the corporate elites has brought back the

debate about the importance of the threat of organized crime, and of the involvement of

109



“the powerful” in it. This is an evidence of the evolving character of the inter-subjective

perceptions of the criminal or economic actors in society (Favarel-Garrigues 2002).

Because criminals do not turn to the courts to resolve the conflicts among them, the
relations with other criminal groups tend to be based in kinship. Loyalty is a vital part of
criminal associations, some of which are founded on their ethnic or family bonds, thereby
creating homogenous groups (Von Lampe 2002). This is probably the reason of the success
of some traditional criminal organisations, which have managed to evade the arm of the
law for centuries: Mafia, Camorra, N’drangheta, Sacred United Crown, and the Serbian
clan of Zemun, the Russian “Gangster in-Law”, the Chinese Triads, the Japanese Yakuza,

the Cosa Nostra and many more.

Von Lampe (2005) argues that the concept of organised crime encompasses various
phenomena, such as illegal markets, quasi-governmental structures, corporate and state
crime. Three models of criminal organisations can be found: political criminality, which
insinuates within weak governance states; economic criminality, which operates according
to supply and demand; and social criminality - of cultural nature - where priority is given

to kinship ties and loyalty (Von Lampe 2004).

According to Cockayne, transnational organised crime operates in shady areas “without
sovereignty” of the international system, where state authority is weak and inefficient, such

as war zones, cyberspace and secret bank accounts (Cockayne 2007).

Criminologist Thomas Naylor (2002:16) argues that “five characteristics - specialisation
in market-based crimes, hierarchical and durable structures, use of violence and corruption
to achieve monopoly power, high rates of return, and penetration of the legal economy -

seem to be what organized crime is all about.”

110



Criminologist Alan Block (1983, p. vii) emphasizes that “organized crime is a social
system and a social world. The system is composed of relationships binding professional
criminals, politicians, law enforcers, and various entrepreneurs.” The termS “social
systems” and “social world” refer to the more systematic collaborations between a large
variety of actors, from the underworld, as well as from the economic and political

“upperworld.”

Lately scholars and criminologists have suggested that the focus should be on “harmful
behaviours” or “public wrongs” (Whyte 2009: 200), rather than traditional crimes, when
studying “Organised Crime” (Matthews & Kauzlarich 2007). This concept minimises the
importance of punishment in favour of social justice, a notion which has similarities with
the concept of “human security”. In fact, given that the Universal Declaration of Human
Rights is a universally recognized set of norms, it should be possible to measure the
“deviance” of behaviours according to it (Green & Ward 2004). This should be a good start
to avoid national legislations that fail to criminalize the crimes of the powerful (Whyte,

2009).

3.1.11llicit versus Illegal

Another relevant point is the distinction between illegal (malum prohibitum) and illicit
(malum in se). According to van Schendel (2005), there is a political continuum between
legal and illegal acts. This feature has mainly a political significance, as it is the
government who decides what is legal and what is not. The other continuum, between licit
and illicit is decided by society, independently of the opinion of the government. The
following table shows how both qualities can be combined to obtain an Ideal state, where

all things are legal and licit, or Anarchy, where everything is illegal and illicit. In the middle
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lies a situation where things considered as illicit by society are legalized by the state (e.qg.:
Too big to fail banks), or one where illegal activities are considered licit by society (e.g.:
smoking marihuana). These values are rooted in the ideational base of the structural power

in society.

Legal Illegal (Malum prohibitum)

Licit (A)ldeal State (B)Underworld/Borderland

Ilicit (Malum in se) | (C) Crony Capitalism/ Failed State | (D) Anarchy

Figure 3: Spaces of competing authorities (adapted from Van Schendel, 2005 and Ruggiero
2012)

We can see how the “historical block” of capitalism has constructed the concept of
“legality” different from “licitness”, so that the harms caused by their class are not
forbidden by the “official” laws (e.g. bank bail-outs), and have managed to convince the
rest of society that the harms that they cause can at most be considered as “illicit” by
society, which implies a moral conviction, but not a legal one. Moreover, they have
convinced the world population under the yoke of neoliberalism that their “illicit” activities
are in any case necessary for the well-being of society (e.g. trickle down economy), and

therefore not deserving legal conviction.

We have seen in this section that, although organized crime can have many forms and
expressions, there is a ground for the existence of this construction, and that there are some

inter-subjective patterns that are largely, if not universally agreed.

We will now analyse the concept of “harm”
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3.1.2 The concept of harm

An important concept to explore is that of “Harm”. For criminologist Hylliard (2004),
“crime forms only a small and often insignificant amount of the harm experienced by
people”. He shows that, “while custom and tradition play an important role in the
perpetuation of some types of harm, many forms of harm are rooted in the inequalities and
social divisions systematically produced in - and by - contemporary states. Only once the
origins, scale and consequences of social harms are identified, can the formulation of
possible responses begin - and these are more likely to be located in public and social policy

than in the criminal justice system”.

For Linklater (2011), “the need to control violent and non-violent harm has been central to
human existence since societies first emerged”. He analyses the problem of harm in world
politics which stems from the fact that societies require the power to harm in order to
defend themselves from internal and external threats, but must also control the capacity to

harm so that people cannot kill, injure, humiliate or exploit others as they please.

According to Shaw et al. (2012), “it is worth emphasizing that the impact of - and therefore
the harm caused by - criminal markets and organized crime is still not well understood”.
To facilitate an understanding of this, Shaw has built a Harm Framework adapted from the
UK’s National Crime Agency’s. The framework “addresses the harm caused across a
number of broad categories at the individual or local level, at the level of the community
or region, and at the level of the state or international system”. Each of the categories is
now considered in turn. These include political and structural harm; economic harm;

physical harm; social harm; and environmental harm.
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Country/

Structural Harm

* key local
institutions
undermined, e.g.
schools, local courts

even basic services

Harms Individual/ Local | Community/ Regional .
International
* lack of trust in « dysfunctional and * damage to over-
state structures corrupt city and regional | arching political system
« withdrawal from government * damage to country’s
Political and community life * inability to provide reputation

Economic Harm

* increased prices
* less choice

* security fears
when engaging in
local business
activities

* brain drain

« economic decline of
local communities and
increased costs for local
businesses

« distorted development
and increased property
prices

« lack of investment

« obstacles to economic
development

« foreign investment
withdrawn as future
prospects seem less
viable

Physical Harm

« direct physical and
emotional harm to
individuals

* injuries and death

* overall impact of
violence and the spread
of abuse and disease
within communities

* increased economic
and healthcare costs for
families and central
government

Environmental
Harm

* degeneration of a
locality

* local resources
plundered by
external groups

* loss of community
resources for future
development

* long-term environ-
mental damage

* reduced earning
capacity from natural
resources in the long
term

Figure 4: Matrix of harm caused by organized crime (Shaw, Mark et al. 2012: Spotting the

Spoilers)

Harm can be considered as a pure form of “material capability” within the forces

considered by Cox (1981) and constitutive of the structures of power, as it has not yet been

judged by moral considerations through the human institutions, as is the concept of

“crime”.

3.1.3 Proposed Definition of TOC

This thesis proposes the following definition of TOC:
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Severe, widespread and long-lasting harm caused to society or the environment by an

organized group with the purpose of obtaining an economic profit.

This simple definition of TOC is not based on the concept of “crime”, given that there is
no international consensus on the concept of crime, but on the concept of “harm” (Linklater
2011; Hillyard 2004; Feinberg 1984). An important ontological element is the inclusion of
“the environment”, together with “society” as victim of TOC. The UNTOC threshold of 4
years sentence is not very useful, as different countries’ criminal codes could impose this
sentence for the enactment of very different harms, or none at all for very harmful acts.
The qualification of “severe, widespread and long-lasting” is inspired by the

environmental protection provisions of the IHL.

The purpose of these adjectives is to exclude harms that do not cause very serious dammage
in intensity, extension and duration. It is undeniable that most human interactions, in
particular in capitalism, create “losers” and “winners”, for example in a normal commercial
exchange where one wins and the other one loses. However, this analysis should focus at
the macro level, where the harms can potentially be of great magnitude, although the effects
can be diluted among a big number of individual victims (e.g.: financial fraud by some
banks). We can establish that a serious harm is that which has a negative impact at least at
a meso level, for example one that will cause prejudice to a social group (e.g.: the poor, an

indigenous group) or an ecosystem (e.g. an oil spill, climate change).

Amartya Sen has proposed a “threshold” of harm regarding poverty as “absolute” and
“relative”, related to the biological capacity to survive poverty, which gives a universal
value to the concept of poverty. The human rights law goes in the same direction of
establishing universal standards for “harms”, not only political and civil, but also social,

economic and cultural, as we will see later in this thesis. This goes in line with the
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“cosmopolitanization” of governance in the world. A similar standard regarding
environmental law is also being developed, and should gain a similar weight if the planet
Is to be saved from irreversible damage in the next decades. As Cox (1995) suggests, the
elements of a ‘supra-intersubjectivity’ might be found in the fact that everyone shares the
same eco-system and that we are all affected by environmental decline, that it is in
everyone’s interest to reduce global inequality, that we all recognise that violence is a sign
of the breaking down of communication, and that we realise the importance of consensus
on the issue of human rights. This supra-intersubjective civilisational tradition should,

however, be rooted in the plurality (diversity) of co-existing traditions (Cox, 2003).

This concept of TOC is more focused on the “what?” than on the “who?” question (Paoli
2014), in other words on the crime more than on the criminal. This thesis suggests that the
important factor is the illegal activity rather than the actor himself, because a lucrative
activity can easily be taken over by someone else. There is no mention of the use of direct
violence, given that not all serious crimes are committed with the use of physical violence
(or the threat to use it), but by the use of deception. There is no emphasis on the nature of
the group, as it is not relevant whether the group is large or small, vertically or horizontally
structured, networked or cellular, long-lasting or not, low-class or high-class, but rather on
the effects that they cause. There is no specific stress on the international character of the
activity, as the crossing of borders is not the only way to add value to the business in the
age of globalization, and in any case the harm has to be wide-spread, and therefore probably
transnational, as the ideal spaces to commit crime are the poorly policed spaces across or
beyond the borders. Regarding the “serious” character, there is a recent trend by some law
enforcement agencies to call TOC “serious crime” rather than “organized crime” (e.g.: UK
NCA; Europol), reinforcing the importance of the object over the agent. This rather open

definition is instrumental to include in the same category the “traditional organized crime”,
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the “white-collar crime” and “environmental crime”. Crime is thus at the same time a
structure and an agent. As will be seen along the thesis, the construction of this concept
will encompass activities based on the ideas, institutions and material capabilities of the

structural power.

3.1.4 Comments

The concept of TOC is a social construction that responds to social problems or “harms”.
However, there is no clear intersubjective meaning of the term yet: some see it as
“traditional” mafias (as in the films The Godfather or Goodfellas), others would like to
include the “white collar” crime in it (which would mean that the elites would be involved
in it), and still others see “environmental crime” as causing even greater harms to human
beings and the rest of life on Earth, and therefore being part of TOC. The ideologies of the
elites through history have determined what they considered to be reprehensible and
punishable (usually what was not in favour of their class interests). This thesis proposes to
consider as criminal those activities that cause harm to society and the environment, and
not those that cause harm to the elites, as has been often the case in the past. The focus on
the idea of “harm” instead of “crime” permits a more objective ontology, not blurred by
the interests of powerful groups. This focus will also permit to give a longer life to the

study, considering the speed at which norms change in a “liquid” society (Bauman 2000).

However the most important fact is that the world has finally agreed on a regime and a
definition of TOC in the UN Convention of 1998, although this definition is too weak to
permit an efficient global action against it. As with most international conventions it was
the object of tough bargaining, and represents the lowest common denominator among the

proposals. Another convention on the phenomenon of “corruption” (UN Convention
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against Corruption, UNCAC) was also agreed as late as 2003. Several institutions
specialized in fighting organized crime and corruption have been created at global and

regional levels (UNODC, Interpol, Europol, FATF, etc.).

Regarding the material capabilities, the definition suggests that TOC can cause “serious,
wide-spread and long-lasting harm” to society and the environment. It is therefore not an

imaginary phenomenon, but one that has a strong physical effect.

The next section will try to grasp the size of the criminal business in an endeavour to

understand the nature of TOC.

3.2Quantification of Transnational Organized

Crime

“Not everything that counts can be counted, and not everything that can be

counted counts. ” Albert Einstein

TOC being an illegal activity, any attempt to quantify it is necessarily difficult and always
indirect and approximate. However, a sense of its proportions will be given, and a
comparison to the size of other human activities. This section will highlight how difficult
it is for governments to obtain information about the finance and production aspects of
TOC. Conversely, it is obvious that the criminal organizations do have very accurate

knowledge about the prices, costs, finances, otherwise TOC wouldn’t be so profitable.

Peter Andreas (2004) said that “behaving as if only the licit side of International Political
Economy (IPE) exists because it is the easiest to measure and quantify is the equivalent of
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the drunkard saying that the reason he is stumbling around looking for his keys under the
streetlight is because it is the only place where he can see. What we need are better
flashlights so that we can also look for our keys down the dark alleys of the global

economy’’.

Economist James Henry (2012) stated that “estimating the size, growth and distribution of
untaxed private wealth protected and serviced by the global offshore industry is necessarily
an exercise in “night vision”. The subterranean system that we are trying to measure is the
economic equivalent of an astrophysical ‘black hole’. Like those black holes, this one is
virtually invisible and can be somewhat perilous to observers who venture too close. So,
like astronomers, researchers on this topic have necessarily used indirect methods to do
their estimates, conducting their measurements from a respectful distance. This indirect
approach is painstaking, and has many inherent limitations, as we all see. Unlike in the
field of astrophysics, however, the invisibility here is fundamentally man made. Private
sector secrecy and the official government policies that protect it have placed most of the

data that we need directly off limits even though it is, in principle, readily available”.

Former French anti-corruption Public Prosecutor Eva Joly (2000), wondered whether
financial crime, depending on the sector, could have reached “5, 10, 30 50 or even 100
percent of all corporations; but we will never find out because the issue is not

investigated”.

As stated in the joint Report by UNODC and the World Bank on Afghanistan: “Obtaining
reliable data on organized crime in any setting is a significant research challenge. Studying
organized crime in such a context has been compared to palaeontology (the study of
fossils), i.e. the collection of small fragments of evidence from which broader hypotheses

can be constructed and tested against other ideas and new finds.” (Buddenberg 2006)
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The IMF figure of one trillion USD (published by the media in the 1990s) is generally
quoted as the turnover of organised crime. Another frequently cited figure is that of
between two and ten percent of world GDP, which corresponds to a figure of between US$
one and five trillion laundered. Many figures quoted by the media are based on anecdotes,
extrapolations from the rare criminal trials or from customs, police, intelligence and
international organisation. Often these organisations apply arbitrary multiplying

coefficients to the value of seized smuggled goods (Cartier-Bresson 2002).

The UNODC research paper of 2011 Estimating illicit financial flows resulting from drug
trafficking and other transnational organized crimes confirms the initial IMF evaluation,
suggesting that “all criminal proceeds are likely to have amounted to some 3.6 per cent of
GDP or around US$2.1 trillion in 2009”. The resulting best estimate of the amounts
available for money-laundering would be within the IMF’s original ‘consensus range’,
equivalent to some 2.7 percent of global GDP or US$1.6 trillion in 2009. From this figure,
money flows related to transnational organized crime activities represent the equivalent of
some 1.5 percent of global GDP, 70 percent of which would have been available for
laundering through the financial system. The largest income for transnational organized

crime seems to come from illicit drugs, accounting for a fifth of all crime proceeds.

In a research conducted by Friedrich Schneider in the 1990s, the underground economy
(“black” and criminal) represents the following percentage of GDP: developing countries
35- 44 percent, countries in transition 21- 30 percent, OECD countries 14-16 percent .
Among developing countries, Nigeria and Egypt amounted respectively 77 and 69 percent.
The illegal economy in Georgia amounted 64 percent of GDP; Russian illegal economy

was 44 percent of GDP. In the OECD, Greece and Italy had respectively 30 and 27 percent.
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In the majority of the countries where this research was conducted, the underground

economy grew considerably throughout the duration of the study.

According to U4 Anti-Corruption Resource Centre, estimations of the financial impact of
organised crime vary hugely, with yearly incomes that range between US$ 0.5 and 1
trillion. This might seem to be an insignificant impact if compared to the social effects of

organised crime and corruption that is inevitably associated with it (Reed 2009).

Calculations made by GFI estimate that the illegal financial flows in the 160 developing
countries can reach between US$ 850.000 million and one trillion per year. This calculation
IS to be considered a conservative one, as it does not account for: trade mispricing within
the same TNC; the proceeds of criminal and commercial smuggling such as drugs,
minerals, and contraband goods; and mispriced asset swaps, where ownership of
commodities, shares, and properties are traded without cash flow (Kar & Cartwright-Smith

2008).

The World Bank estimates that the flight of public assets in developing countries includes:

e Cross border flows of capital from illegal activities, corruption and tax evasion,
estimated between US$ 1 and 1.6 trillion per year;

e Corrupt funds associated with bribing of public officials in developing and in
transition countries, estimated at US$ 20 to 40 billion per year (these figures
correspond approximately to 20 per cent and 40 per cent of the Official

Developments Aid) (World Bank, UNODC 2007).

According to Cartier-Bresson, it would be interesting to do an analysis of the social cost of
crime in order to deduce the best national and international responses to it (Cartier-Bresson

2002).

121



In order to give a sense of proportion of the money moved by organized crime, we will

compare it with the value of other social phenomena:

e The 2008 “bailout” of financial entities due to the global crisis, COSt taxpayers
worldwide US$ 10.8 trillion (BBC 2009);

e Bonuses paid to Wall Street employees in 2005 amounted US$ 21.5 billion;

e The United Nations system has a budget of US$ 15 billion per year. The budget
includes the UN Secretariat, peacekeeping operations, the UN Programmes and
Funds, and the specialized organisations, excluding the World Bank (WB), the
International Monetary Fund (IMF) and International Fund for Agricultural
Development (IFAD);

e The Stockholm International Peace Research Institute (SIPRI) estimated that in
2007 the military expenditure was US$ 1.3 trillion, which represents 2,5 percent
of global GDP, and 13 times the amounts allocated to Official Development Aid;

e The world GDP in 2007 amounted to US$ 54.3 trillion (World Bank 2009);

e The Official Development Aid (ODA) was US$ 103.5 billion in 2003
(including: bilateral, multilateral, humanitarian aid and debt relief) (OECD

2009).

In the following chart we can see that the value of some of the criminal activities at global
level is considerable compared to the budgets of legitimate human institutions as the United
Nations or Development Aid. Looking from an IPE perspective, we can conclude that TOC
is one of the main economic activities worldwide. Therefore it should have the power to
influence the production and financial structures at local and global level. This type of
analysis is important for decision-makers and academics so that they can have an idea of

the power of TOC. Of course the figures concerning TOC are always approximate, and the
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phenomenon of TOC itself is not a cohesive activity, but a wide range of them, that can go
from smuggling, to fraud, to profiting from the environment, and involving a range of
unrelated actors. This is also one reason why quantitative research methods are not very

efficient in the study of TOC.
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3.2.1 Comments

Reports that say that something hasn't happened are always interesting to me,
because as we know, there are known knowns; there are things we know we know.
We also know there are known unknowns; that is to say we know there are some
things we do not know. But there are also unknown unknowns — the ones we don't
know we don't know. And if one looks throughout the history of our country and
other free countries, it is the latter category that tend to be the difficult ones.

Donald Rumsfeld 2002.

Concerning the structural power theory, the quantification of TOC is mainly subject to the
ideational base of the financial structural power, given its heavy reliance on monetary data.
And it is the huge size of money moved by TOC that gives an idea of the power of TOC in
the global political economy. Important institutions like the World Bank, the IMF or the
United Nations have taken the risk to publish figures, without always having solid
evidence. The fact that the data are unreliable and inaccurate should not discourage the
academia from researching in it, on the contrary it should be a challenge. These figures
also give us a clear indication that TOC’s power is based mainly on finance. And the

financial world is totally based on trust, and therefore in the world of ideas.

Regarding the material capabilities, we can see that TOC causes a heavy damage to society,
the economy and the environment, although these effects are not always easy to quantify,

due to the secrecy surrounding them.
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4 TOC and Society

In this chapter, we will analyse the links between TOC and society, which can be

traditionally considered as composed of state, markets and civil society.

4.1 TOC and the State

“My father is no different than any powerful man, any man with power, like a

president or senator ”. Michael Corleone, The Godfather, 1972.

We will see how the State interacts with TOC in the present post-Westphalian historical

phase.

4.1.1 Quasi-governmental criminal structures

As Charles Tilly (1985) stated, “If protection rackets represent organised crime at its
smoothest, then war risking and state making — quintessential protection rackets with the
advantage of legitimacy — qualify as our largest examples of organised crime.”. According
to this author, there are many similarities between the building of a state and organised
crime. Feudal lords made regular use of armed groups to levy taxes from peasants and
traders, in a similar fashion as the mafia rackets. These War Lords vanquished their
neighbours, increasing their own territorial dominions until their properties became
kingdoms, and eventually turned into modern European states. Throughout the
Renaissance and The Enlightenment, monarchs felt obliged to broker deals with their
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subjects in order to obtain their consent to finance modern armies that had become very
costly. In the 20th Century Max Weber moves further, defining the State as the only

claimant to the “monopoly on the legitimate use of violence”

In this fashion, “rebel” groups can be assimilated to “incipient states”. In fact, the origin of
many modern states can be found in insurgent groups, which struggled for power by force
and were legitimized through armed violence during the process of decolonisation in the
1960s and the 1970s. According to Paul Collier (2000), rebel groups are structured
similarly to organised crime groups. However, the main goal of mafia groups, is not to
provide more and better services to their protégés, but to fight (violently if necessary)
among the groups over the control of resources and markets, in a very similar way as feudal

lords, kings, emperors did it for territory.

Tilly drew a compelling analogy between the state as the place of organised means of
violence, and racketeering. He defined the racketeer "as someone who creates a threat and
then charges for its reduction” in order to gain control and consolidate power. In this regard,
a state and its government differ little from racketeering, to the extent that the threats
against which they protect their citizens are often imaginary or are consequence of their

own activities.

Economist Mancur Olson introduced the concept of the “roving bandit” and the “stationary
bandit” (1993) as a way to express the transition from gangs to states. “Under anarchy,
uncoordinated competitive theft by "roving bandits” destroys the incentive to invest and
produce, leaving little for either the population or the bandits. Both can be better off if a
bandit sets himself as a dictator — a “stationary bandit” who monopolizes and rationalizes
theft in the form of taxes. A secure autocrat has an encompassing interest in his domain

that leads to provide a peaceful order and other public goods that increase productivity. ”
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Whenever an autocrat expects a brief tenure, it pays him to confiscate those assets whose

tax yield over his tenure is less than their total value.

Acemoglu and Robinson (2012) claim that nations fail when they are led by “extractive
elites” who concentrate political and economic power in “extractive institutions” that
prevent the free markets. Instead, successful nations have historically developed
“inclusive” political and economic institutions. With this theory, they demonstrate how the
UK became successful with the diffusion of power represented by the 1688 revolution.
Instead, in Spain, the political and economic institutions were kept under an oligarchic
control that prevented economic progress. The authors say that this factor is more
determinant than cultural and natural ones. However, if this theory may have been essencial
during the “modern” era, when the classical economy of “infinite growth” functioned, it
may no longer be sufficient in the era of globalization, when the wealth of one nation is
detrimental to that of another, and especially, when the growth of production in one nation
implies major harms to the common natural environment of the Earth, in particular in terms
of disruptive climate change. Of course the emancipatory principle that power should be
diffused in society and inequalities should be reduced does contribute to a more sustainable

system.

States often label antagonist groups as “terrorists”. By doing so they aim to destroy their
legitimacy among their supporters, the population and the international community. In fact
they will call “freedom fighters” the rebels who are friendly to their cause. President Bush
even “declared war”, not to a state or an insurgent group, but to the “practice” of terrorism.
However, this prophecy became self-fulfilled when some years later, the terrorists created
a “state” in the form of the Islamic State in the Levant (ISIL). To prove its capacity as a

state, ISIL made good show of its capacity to exert violence against the population, to tax
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them and to trade with valuable goods (oil and antiquities). ISIL is an interesting case of

the creation of a brand new state in modern times out of an insurgent rebel group.

The drying of funds from the West and the Soviet Union to their clients after the end of the
Cold War, as well as the effects of the “Structural Adjustment Programmes” (SAP) of the
International Financial Institutions throughout the 1990s exposed many countries to
bankruptcy, and to the risk of becoming failed states. Many of those countries, as Somalia,
DRC or Guinea-Bissau have fallen partially or totally under the control of criminal
organizations. In these countries, non-state actors such as clans, ethnic groups, guerrilla
groups or “war lords”, have inherited the monopoly "of the legitimate use of violence™ and
protection. Eventually, they might be recognised as States or semi-states by other states, as

Kosovo or Somaliland.

Hirschfeld (2015) has researched on the evolution of gangs into states and vice-versa. She
considers that states can be considered as “exaptations” of criminal gangs, exaptation being
a biological term for a “structure or trait that originally evolved for one purpose but ends
up taking on a different function as circumstances change over time”!. Territorial gangs,
kleptocratic gangster-states, democratic states, empires and failed states are all understood
as potential iterations of a dynamic, longitudinal, bidirectional evolutionary process. Any
phase can “progress” to the next or the previous level, depending on the circumstances in
a given area. Democracy may or may not emerge as a stabilizing phase at any point in this

process.

L A usual example of exaptation are the bird feathers which evolved originally for the purpose of temperature
regulation and became secondarily re-purposed for flight.
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In an attempt to test the origin of modern states in insurgent groups, economist Sanchez de
la Sierra (2014) presents the case of the creation of “quasi-states” by armed groups in the
jungles of Eastern DRC (a space absent of the presence of the state) characterised by the
establishment of monopolies of violence. He shows how they rationally chose to act like a
state, providing social and security services to the population in exchange of taxes
(stationary bandit), or to loot the populations when they have to move under pressure from

other armed groups or the state (roving bandit).

Criminologist Peter Lupsha (1991) broke down the relationship between organized crime
and the state into three stages: predatory, where criminal actors seek expansion at the
expense of all external actors, including the state; parasitic, when the criminal groups suck
and use the resources of the state; and symbiotic, in which the criminal organizations work
in concert with the state. Lupsha described this relationship as sequential, but it need not

be.
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Figure 6: Lupsha’s Three Stages of Criminal-State Relations.

The coincidence between the state and organised crime has become so strong that recently,

in some countries in transition an 180° shift has been enacted. Oligarchies in these countries
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have taken over the old communist political and legal systems, for the great benefit for
their own businesses, phenomenon known as “state capture” (Hellman & Kaufmann 2000a
and 2000b). In later years we have witnessed that this capture of the state is not limited to

transition political economies, but can happen anywhere as we will see later.

(percant of firms)

alal .I.I.I.l.l.I.I.I. |III|I|
SOLRASEEPUPR N

Sources: World Bank and European Bank for Reconstruction and Development,
Business Environment and Enterprise Performancs Survey, 1993 and Heliman,

Janes, and Kautmmann, 2000,

Note: Index constrectied as the average proportion of firme responding that their
business has besn directhy affected by private payments made to public officlals to
imflsencs decision making in the follewing instiutions: parliament, exscutive apparsius,
central hank, civil and criminal couns, and political parties

"Giwen that the creation of such an index & sublect to 8 statistical margin of &nrar, &
ranking of countries on this index cannot be suppored. The index does not reflect
developments in individual coumries since late 1999,

P S B
L I s B e

—

aiate capture index
— L |

Figure 7: Measuring state capture in 1999 (source: WB and EBRD)

The state sometimes subcontracts organized crime to do certain tasks. For example, during
WWII, the US Army used the Mafia, that the fascist regime had obliged to escape to the
USA during the previous decades, to obtain intelligence, but also to help them establish the
occupation civilian administration in Sicily (and prevent the rise of the Communist Party).
After the war, the Mafia maintained its privileged political position, and managed to
infiltrate the new Italian government until today, and to expand to the rest of the country

and even beyond. In spite of the efforts deployed by the state and society during the 1990s
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to control it, and the consequent reduction of violent attacks, the criminal networks
continue to operate in parts of Italy with success. Other countries have seen recently this

symbiosis between organized crime and the state as Mexico and Colombia.

An interesting account of how the US Government has used TOC to favour its hegemonic
agenda is described by John Perkins (2004). He confesses his former career as an
“Economic Hitman”, which he describes as “a highly paid professional who cheats
countries around the globe out of trillions of dollars. They funnel money from the World
Bank, the USAID, and other foreign “aid” organizations into the coffers of huge
corporations and the pockets of a few wealthy families who control the planet’s natural
resources. Their tools include fraudulent financial reports, rigged elections, payoffs,
extortion, sex, and murder. They play a game as old as empire, but one that has taken on

new and terrifying dimensions during this time of globalization.”

Stergios Skaperdas (2001) says that organized crime emerges out of the power vacuum that
Is created by the “absence of state enforcement”, which can have many sources: geographic
(e.g. the middle of the Amazon forest), social (e.g. in the slums), ethnic distance (e.g. in
black ghettos during Apartheid in South Africa), prohibition (e.g. drugs, slaves), or simply
the collapse of state institutions (war, revolution). Mafias and gangs are hierarchically
organized and can be thought of as providing primitive state functions, with economic costs
that are typically much higher than those associated with modern governance. The idea of
the prohibition stimulating organized crime had already been suggested by Susan Strange
(1996). Friman also insists that by the very act of criminalization, states create a space for

criminal activity (Friman 2009, 13).

In today’s globalized economy, military success in the battlefield can depend significantly

of the business success in the illicit economy. There are many examples of armed groups
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that recur to trafficking to finance violence, for example drugs (KLA, PKK, Islamic
Movement of Uzbekistan, Taleban, Colombian and Peruvian, Myanmar or Nepali armed
groups); cigarettes (Hezbollah, paramilitaries in Northern Ireland) or natural resources
(Colombia, Myanmar, Liberia, Sierra Leona, Angola, Nigeria, DRC, Irag). In some cases,
there can even be cooperation between rival groups. This indicates a commercialization of
war, the emergence of war lords and the institutionalization of violent criminal disorder as
a shadow economic system, undertaken by large scale criminal enterprises that connect the

local markets to the global ones (Cockayne 2007).

In Useful Enemies, David Keen (2012) argues that “when the expressed goals in a war are
not being achieved a number of unexpressed goals are nevertheless being fulfilled”. This
Is drawn out through an exploration of the economic benefits of collusion between rebels
and government soldiers. Keen describes how easily soldiers and rebels come together and
how they collude to maximise profits. Keen compares such practices to the recent “betting
scandals in cricket and football that have reminded us that when we think we know what

‘game’ 1s being played we can be very much mistaken”.

According to De Goede (2009), policymakers have used the issue of terrorist finance to
alter the “everyday financial behaviour” of private actors and establish new patterns of

global governance.

Fabio Armao (2009) has represented organized crime in a grid, their position depending on
whether their interests are political or economic, or whether they are based in the Centre or
the Periphery of the world system. As we can see, the “real” criminal groups have economic
interests: if they are in the Periphery they are Mafiosi, if they are in the Centre, they are

white collar criminals. The groups with political interests can be Terrorists (if based in the
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Periphery) or Mercenaries (if based in the Centre). The further we turn (counter clock

wise), the higher is the use of violence (from white collar criminals to mercenaries).
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Figure 8: Organized crime grid (Armao 2009)

According to Moises Naim (2011) the criminals are in power, Criminal networks are at
the forefront of globalization, of technology and politics. The leaders of these criminal
cartels are not mere criminals, they are also heads of state, top military officers, politicians,
spy chiefs or the owners of some of the world's largest and best endowed business
conglomerates. To give an example, in 2006, the heads of police of 152 nations met in
Brazil for the 75th General Assembly of INTERPOL. The speaker was Jackie Selebi, then
South Africa's Chief of Police, who is now in jail serving a 15 years sentence for his role

in leading one of his country's criminal organizations.
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4.1.2 State crime

“Power wears out those who don't have it”, Giulio Andreotti

As Chambliss (1989) stated in his well-known “Presidential Address to the American
Society of Criminology”, states have always pursued their own economic and political
interests, often in clear violation of their own domestic laws, international law or

international treaties.

Many deeds and incidents that cause serious social harm are not covered by criminal law
or remain neglected. Corporate and state crime are two categories of offense that continue
to be left out of legal, political, police and academic agendas, although the vast social
damage they produce afflicts primarily the most disadvantaged and deprived people. The
emphasis given to deeds defined as crimes, not only diverts attention from more serious

social issues, but also ignores them. (Hillyard & Tombs 2007)

In a renowned article in 1996, sociologist Stanley Cohen said that “somewhere there in
what some of us rather quaintly still refer to the 'real world', transformations are occurring
in the way in which political conflicts are understood and sought to be regulated. These
transformations - even when exaggerated - call into question the boundary between crime

and politics in more disturbing ways than criminologists imagined.”

European States created private corporations, such as the “East India Company” in order
to manage their colonies and “protectorates”. Perhaps The Association Internationale
Africaine was the most harmful in modern history. It was a “humanitarian NGO set up by
King Leopold Il of Belgium, in order to “discover the Congo and civilize its inhabitants .

It also claimed to fight against Arab Slave Traders (although he ended appointing one of
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the main traders, Tippu Tip, as his representative in Maniema). The organisation was
involved in racketeering the “Free State of Congo” and reached the point of causing the
genocide of half of its population. It is estimated that the Congolese population decreased
from 20 to 10 million people between 1885 and 1908 (UK Parliament 2006). And all this
to extract from the Congo enormous wealth, especially rubber and ivory in that time. Such
was the brutality of this organisation that contemporary kings and governments forced
Leopold to relinquish his power and hand it over to the Belgian state. These types of
“extractive” institutions are the ones that Acemogly and Robinson (2012) blame for the
failure of nations. Of course, they do not refer to the metropolies (UK, Belgium), but the
colonies (India, DRC), which are still today struggling with the local successors of these

“extractive elites”.

As in the time of European colonial expansion in the 16th to 18th centuries, some states
have recently found convenient to entrust some private organisations, called Private
Military Companies (PMC), to seek “protection”. These organisations are extensively used
by the USA in its wars in Iraq, Afghanistan, and Colombia. In 2015 the UAE officially
deployed an army of South American mercenaries to fight on their behalf against Shiite
factions in Yemen. The fact that the practice of the mercenaries is forbidden by
international law, and the recent public scandals that they have caused are in no way

decreasing the growth of this business.

We will now see what the international regimes are achieving regarding the control of

TOC.
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4.1.3 Beyond the states

We will see later in this dissertation how the main intergovernmental institutions deal with
the issues of TOC in more detail, but here is a short summary. The UN focal point on TOC
is the UN Office on Drugs and Crime (UNODC). It is the custodian of the drug trafficking
and organized crime regime and their numerous conventions, in particular the UN
Convention on Transnational Organized Crime (UNTOC) and its Protocols and the UN
Convention Against Corruption (UNCAC) as well as the drug trafficking conventions. The
International Labour Organization (ILO) is concerned with Forced Labour and is the
custodian of its numerous conventions. The UN Environmental Programme (UNEP) is the
custodian of many of the environmental treaties at the global level. The World Health
Organization (WHO) has an important role in harmonizing health standards, and therefore
has the responsibility to determine harmful practices that damage human society. The
International Organization for Migration deals with human trafficking. The International
Police Bureau (Interpol) was born at the initiative of the heir states of the Habsburg Empire
to control criminal activities in its former realm. It has the function of coordination of the
law enforcement agencies of the states. The International Committee of the Red Cross
(ICRC) is the custodian of the International Humanitarian Law, which has provisions on
TOC. The UN International Criminal Court (ICC) is responsible for the prosecution of a
series of international crimes that could include TOC. The World Bank, the World Trade
Organization (WTO) and the International Monetary Fund (IMF) and the FATF are
concerned with lllicit Financial Flows, illicit trade and corruption. The World Customs
Organization coordinates the work of the national customs offices. Some regional
organizations like the Organization for Economic Cooperation and Development (OECD)

have a heavy impact in the governance of economic crimes, because it represents the main
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developed countries. The same can be said of important international actors like the
European Union or the United States. Other regional organizations like the African Union

have an influence in the failed states.

As we can see, the international regime ruling TOC is very dispersed, and its efficiency is
not ideal, although a great effort on harmonizing national laws has been done for decades.
Some globalization researchers (Daniele Archibugi, David Held, Ulrich Beck, etc.) have
proposed the harmonization of the world governance into a cosmopolitan system. This
would represent the implementation of Kant’s “perpetual peace” ideal. There is no doubt
that the globalization of trade and finance, the universal access to information provided by
the internet facilitate the processes of harmonization of the different civilizations, which
was not possible in the times of Kant. There are many interpretations of how this could be
articulated, but one of the common features is that it should be democratic, although it
could be rooted on some of the present transnational systems: in the international
organizations although they represent the governments and not the peoples, in the
international markets (of products, finance or knowledge) although they favour mainly the

elites, etc.

4.1.4 Comments

We have seen that, contrary to the prevailing knowledge, the state and organized crime
have a common historical origin in the chieftains or warlords. Hirschfeld (2015) even
suggests that the state is an exaptation, an accidental evolution of organized crime. They
both use coercion to manage social life. The main difference is that the goal of the state is
to produce the welfare of the community, while that of the criminal gang is to obtain a

profit at the expense of society (and the natural world). That being said, in most real
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occasions, the situation is mixed, with states committing crimes/ harms and gangsters
providing social services. In fact the state-gang condition is a continuum, and not only
gangs can turn to states, but also states can turn to gangs, as we can see with some failed

states.

The main power structures concerned in this aspect of TOC are security and welfare, as
they relate to the legitimate exercise of violence and the provision of welfare, as the main
attributes of a state. However, as we will see in the next section, the modern state is often

more involved in the production and finance structures than it pretends to be.

The technological changes associated with globalization have permitted TOC to have a
borderless scope, while the state continues to be restricted for political reasons within the
realm allocated to it by the Westphalian system. As we will see in this dissertation, the
international regimes have been trying to submit the illicit markets to the state, but with
limited success. A stronger action would be required from the state to control spaces that
can be used to cause harms like the secrecy jurisdictions and the deregulated financial
markets. A solution for this could be a cosmopolitan system that would govern the
unregulated spaces between states (offshore finance, high seas, war between countries,

universal justice, global commons, global environmental change, etc.).

There seems to be a race between the state and TOC as agents to see who becomes bigger

and controls the other.

However, the main goal of the political power and violence of TOC is profit, and we will

next examine the links between TOC and the markets.
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4.2 TOC and Markets

“I care not what puppet is placed upon the throne of England to rule this Empire
on which the sun never sets. The man who controls Britain’s money supply
controls the British Empire, and | control the British money supply.” Nathan

Mayer Rothschild (1777-1836)

The German Socialist School and Karl Marx in particular (Das Kapital, 1867), had already
highlighted in the 19th Century that the financial and social conditions imposed by the
capitalist production process were criminogenic. They not only gave rise to a crime out of
need, but also the crime of exploitation and abuse perpetrated by the bourgeoisie. In the
same line, in 1905 the Dutchman William Bonger published a paper on Crime and
Economic Conditions, in which he described crimes committed by the rich as a result of

the maximisation intrinsic to the speculative logic of capitalisation (Queloz 2001).

As Ruggiero (1996) suggests, research in organised crime should incorporate “White collar
crime”. 1t should not focus only on the mafia actor, rather on the nature of the crime. It is
only towards the end of the 1990s that white collar crime was equated to traditional mafia
crimes (Cartier Bresson 2002). The main characteristic of this broad definition is the
inclusion of OC within legal business (Reed 2009). Moises Naim (2005) also insists that

illicit trafficking is an economic phenomenon, not a moral one.

According to John Picarelli (2009), transnational organized crime is modelled as a function
of economics. Criminals are rational actors, and the acquisition of profit is their sole or
primary goal. Phrases such as risk and reward, rent seeking, economies of scale, and others

appear in numerous studies, underscoring the belief that crime groups are best understood
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as firms engaging in criminal activity. Economics is not the only explanatory paradigm,
however. Over the past two decades, social scientists have turned to international norms
and rules as important factors for analysing a wide range of empirical issues in international
politics, including transnational crime. For these scholars, ideational factors help to explain
the growth and behaviour of organized crime groups and the contexts within which

criminal markets are embedded.

Cox (2003), claims that “the inter-subjectivity of the covert world is the dark side of laissez-
faire in the overt market. It is a world of total commaodification, with no limit or restraint
other than that of the unregulated force available to those active within it. Everything —
human beings, alive or dead, human body organs, narcotics, nuclear fuel, state and

industrial secrets — is available for a certain quid pro quo.”

According to criminologist John Lea (2001), the increasingly blurring boundaries between
organised crime, corporate crime and legitimate business is well known. Organised crime
is a branch of big business: it is simply the illegal sector of capital. It has been estimated
that by the middle of the 1990s the ‘gross criminal product’ of organised crime made it the
20th richest organisation in the world and richer than 150 sovereign states (Castells 1998:

169). The world’s gross criminal product was estimated at 20 percent of world trade.

According to critical criminologist Gregg Barak (2015), most people are well aware of
ordinary criminal harms to person and property committed by the powerless and poor. “In
contrast, the more harmful and systemic forms of injury to person and property committed
by powerful and wealthy individuals, groups, and national states are neither calculated by
governmental agencies nor annually reported by the mass media. As a result, most citizens
of the world are unaware of the routinized “crimes of the powerful,” even though they are

more likely to experience harms and injuries from these types of organized offenses than
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they are from the atomized offenses of the powerless.” He also regrets that this ignorance
is artificially maintained by the fact that “the discipline of criminology spends only five
percent of its time researching, teaching, and writing about “white-collar” crime while
devoting 95 percent of its time to “blue-collar” crime. Time and again, these powerful
criminal activities have been conventionalized or neutralized by way of alliances,

negotiations, and justifications that undermine the moralizations of these offenses

According to John Lea (2001), the structure of criminal enterprise no longer conforms to
archaic forms of ‘family’ organisation such as characterised by the traditional Sicilian
Mafia. Rather, newer flexible forms of ‘entrepreneurial’ criminal organisation and methods
of operation, highly adapted to fast moving global networks, achieve increasing integration
into the legitimate economy through sophisticated money laundering techniques. The use
of encrypted electronic mail, anonymous web sites and the myriad of instantaneous
transactions which constitute the Internet in general and financial markets in particular,
render the legal and the illegal increasingly indistinguishable and where distinguished,
beyond the reach of national law enforcement agencies. Criminality is normalised by the

networks. (Castells 1998: 202, van Duyne 1997)

Lea adds that “legitimate business both actively seeks relations with criminal organisations
and adopts methods akin to those of organised crime”. Immigrant smuggling eases labour
supply problems in a variety of manufacturing sectors such as clothing and food,
construction and agriculture and in ‘dirty economies’ where semi-legal employment is
interspersed with employment in more directly criminal activity (Ruggiero 1997).
Conversely, the global sphere of operations of multinational corporations enables the
export of the most brutal aspects of cheap labour to convenient locations in the southern

hemisphere where “workers have to contend with thugs hired by the bosses, blackleg trade
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unions, strike-breakers, private police and death squads" (de Brie 2000). Such brutal labour
regimes in third world countries can then be presented as characteristics of the “lack of
governance” in these societies and having nothing to do with the dynamics of global
capitalism. In fact competition and the need to minimise production costs create a situation
in which "corporations find it less and less possible to operate without engaging in criminal
activity" (Bello 2001). The collusion of multinational corporations with various forms of
violence evokes memories of an earlier stage of capitalist development such as the period

of the US ‘robber barons’.

The legal financial sector meanwhile, with an eye on the growing wealth of organised
crime, may go out of its way to attract criminal investments. The closure of the Bank of
Credit and Commerce International (BCCI) in 1991 gave a glimpse of the tip of an iceberg
whereby legitimate private banks and investment traders openly tout for legal and illegal
funds without objections about the distinction between the two (Chossudovsky 1996). A
further indicator is the fact that legitimate capital is turning to the same tactics as organised
crime. The activity of drugs cartels laundering their profits through “offshore” banking
facilities (banks in states which guarantee zero taxation of deposits and absolute secrecy
about the identity of investors) "pales, however, beside the gigantic losses to the public
purse that result from the legally organised flight of capital.” (Martin and Schumann 1997).
In this way legitimate capital enhances its power over governments to reduce tax burdens
not only with the threat to relocate employment but also by adopting some of the tactics
and resources of organised crime. Indeed, criminal capital forces legitimate capital to
compete with it to overcome the ‘burden’ of having to pay at least some minimal tax

revenue. (Shelley 1998: 608-9)
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The scandal of Enron and Arthur Andersen in 2001 was a creative, systematic,
institutionalised and planned accountable fraud. Its approximate cost to taxpayers was US$

70 billion.

According to Loretta Napoleoni (2009), The United States Government financed “The War
on Terror” by lowering interest rates from 6 to 1.5 percent, seeking to increase

consumption, but ultimately causing the present financial crisis.

Because of organised crime's increasing sophistication, we will see that organised crime is
rather perpetrated by “businessmen-criminals” than by a “criminal-businessmen” (Queloz
2001a). In his book “Capitalism's Achilles Heel: Dirty Money and How to Renew the Free
Market System”, Raymond Baker analyses the illicit flows of “black money” across

International borders, and he shows how black money, poverty and inequality are

intrinsically connected.

When market criminals combine with state criminals, we have a kleptocracy. Classical
examples of kleptocracy are Mobutu’s regime in Zaire, or Sami Abacha’s in Nigeria,
Ferdinando Marcos’ in the Philippines and Suharto’s in Indonesia. More recent ones are
the fallen rulers of Tunisia and Egypt. Unfortunately kleptocrats’ misdeeds only come to
the public light when they have already ceased from office. However, connivance between
State and Corporations is becoming more and more common including in developed
countries such as Italy or the USA. Daniel Kimamge (2009) plays with Greek etymology
in order to find a definition for the situation in post-communist Russia: “Kerdocracy” or
rule based on the desire for material gain, or “Khrematisamenocracy”, being the rule by

those who transact business for their own profit.

According to the experts, the deregulation of the financial markets (which encouraged an

unlimited speculation on capital and currency) is the primary cause of the current economic
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crisis. This speculation has definitely generated social harm, if it is not openly criminal.
Loretta Napoleon argues that establishing a financial system that does not allow profit on
capital (or usury), similar to the Islamic finance, might be a valid solution to avoid future
crises. According to Hiatt, payments on Third World debt require more than US$375
billion a year, several times the amount of foreign aid that Third World countries receive.
This system has been called a “Marshall Plan in reverse,” with the countries of the Global
South subsidizing the wealthy North, even as half the world’s population lives on less than

$2 a day (Hiatt, 2010).

According to the NGO Jubilee Debt Campaign (2015), the deregulation of lending and
global financial flows started in the 1970s have triggered frequent debt crises globally.
They consider that the rise in inequality and the concentration of wealth was an underlying
cause of the 2008 financial crisis. This increased the funds going into speculation on risky
financial assets and made people and governments more dependent on debt. Inequality
reduces economic growth as rich people spend less money on goods and services than
middle- and low-earners. To address this problem, governments started either increasing
debts, or for the creditor countries, promoting exports through loaning. This allowed
growth to continue even though little income was going to poorer groups in society. On the
meantime, the rich invested more of their growing share of national income into speculative
lending and risky financial investments, in search of higher profits. Rising inequality,
together with financial deregulation, thus fuelled an unsustainable boom in lending and

was an underlying factor behind the crisis which began in 2008.

In February 2009 the Time magazine published a list of 25 people guilty for the crisis.
Among these 25, bankers and businessmen constituted the highest number (including

Bernard Madoff); however, USA presidents and the Consumers were also included in it.
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Economist Daniel Schechter (2010) argues that the financial crisis is a consequence of
organised white collar crime, and that a solution to this problem cannot be found in
academic debates on the economy, but rather in the prosecution of Wall Street criminals.
He warns us that unless action is taken, we will be at danger of a second and even more

serious financial crisis than the present one.

At the end of 2009 the Director of UNODC Antonio Maria Costa stated that when the
financial meltdown started in 2008, he had seen evidence of organised crime funds being
“the only available capital” for some Banks. Therefore, the majority of the US$352 billion
of revenue deriving from drug smuggling in that moment must have entered the economic
system. This situation brings up the question about organised crime's influence on the
economic system in times of crisis. Costa also stated that evidence of illegal funding being
absorbed by the financial system had been provided by intelligence and fiscal agencies: “In
some cases, money deriving from the illegal drug trade is the only available liquidity for
capital investment. During the second half of 2008, liquidity represented the biggest
problem for the official banking system and, for this very reason, it gained so much
relevance. These funds are now part of the official system, and therefore have been

laundered”.

In the USA in 1933 Ferdinand Pecora presided over the investigations on the causes of the
economic crisis that preceded The Great Depression. His investigation created the
foundations for the legislation that restored integrity to the markets and trust in the financial
system. Up to the point when the protections imposed by The New Deal had been
dismantled by the deregulation and lack of supervision of the 1980s, these rules constituted
the basis of an economic order that provided prosperity and survived several crises. Taking

this commission as an example, the Financial Crisis Inquiry Commission, created in 2009,
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can access the necessary information to understand the causes of the present crisis, and to
protect the US economy from future meltdowns. The Commission reported its findings in

January 2011. Its 10 major findings were as follows:

e The financial crisis was avoidable;

e Widespread failures in financial regulation and supervision proved devastating
to the stability of the financial markets;

e Dramatic failures of corporate governance and risk management at many
systemically important financial institutions were a key cause of this crisis;

e A combination of excessive borrowing, risky investments, and lack of
transparency put the financial system on a collision course with crisis;

e The government was ill prepared for the crisis, and its inconsistent response
added to the uncertainty and panic in the financial markets;

e There was a systemic breakdown in accountability and ethics;

¢ Collapsing mortgage-lending standards and the mortgage securitization pipeline
lit and spread the flame of contagion and crisis;

e Over-the-counter derivatives contributed significantly to this crisis;

e The failures of credit rating agencies were essential cogs in the wheel of

financial destruction.

These are enough arguments for the start of criminal investigations of the persons in charge
of the financial system. However, no systemic investigation on the responsibilities for the

destructive crisis has been ordered.

An interesting situation revealed by the New York Times in 2002 was that of the
widespread donations of Enron to the US parliament members. Of the 248 senators and

House members serving on the 11 Congressional committees that are investigating the

147



Enron collapse, 212 received campaign contributions from Enron or its accounting firm,
Arthur Andersen. Donations from these companies are so frequent in Congress that each
of the top 20 Senate recipients of Enron donations are serving on at least one committee
investigating Enron. The Senate's top 20 recipients of Andersen's contributions were as

well serving on at least one investigative committee.

Another relevant matter is the monopoly on intellectual property practised by developed
countries. Developing countries have no access to vital medical patents, which could
support their development, such as those for AIDS or malaria treatment. An additional
predatory practice against developing societies’ economies is that of biopiracy. This
phenomenon consists of fraudulent exploitation of indigenous traditional knowledge (e.g.
traditional medicine) by developed countries’ corporations, in order to patent the

commodities and to make a profit without the permission of their real owners.

The usage of open-source software, with which its creators allow public access to their
resources, is also relevant to this discourse. In 2004 a group of NGOs, scientists and
academics proposed the creation of the World Intellectual Wealth Organisation as an
alternative to the World Intellectual Property Organisation. This approach would change
the essence of intellectual property, from being a self-interested goal to a means that would

benefit all humanity.

If one wishes to evaluate the “real” economy, which includes everything that contributes
to sustainable human welfare (as opposed to “market” economy), one has to measure and
incorporate non-commercial contributions to human welfare proceeding from nature,
family, friends and other social relations at different levels, as well as health and education.
In order to conveniently summarise these contributions, we can classify four basic types of

resources necessary to sustain the real economy, which produce human welfare: built
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capital, human capital, social capital and natural capital. The market economy covers
mainly the built capital (industries, offices, and other infrastructure and its by-products)
and part of human capital (labour, health and education expenditures). Human capital
includes health, knowledge and all the other qualities of individual human beings, who are
able to function in a complex society. Social capital includes the formal and informal
networks existing among people: family, friends and neighbours, as well as social
institutions at all levels, like churches, social clubs, national and local governments, NGOs
and international organisations. Natural capital encompasses ecosystems and the services
that they provide. The ecosystem services occur at different levels, from global climate

balance, protection from floods, soil formation, nutrient recycling, and leisure, to local and

regional aesthetic services (Costanza 2009b).

Figure 9: Gross Domestic Product 2003 (worldmapper)

Tombs & White (2015) consider that it is the “interdependence between states and
corporations — in contrast to the dominant and prevalent claim that these entities exist in
relations of antagonistic, external independence — that is the starting point for
understanding the production of corporate crime and harm”. More specifically, the

corporation is an essential part of the infrastructure of the modern capitalist state, albeit
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that its place and roles therein are constantly in flux. They advocate for the abolition of the

model of the corporation as the production entity.

Starting in the 1970s, the USA and the UK, together with the WB and IMF promoted a
neoliberal agenda based on an extreme version the Washington Consensus to the countries
of the South as a response to the debt crisis. After the end of the cold war, this system
started to be applied at the global level, as a new world order. Based on the theories of the
Chicago school, it advocates of a series of deregulation of the economic and financial
markets, privatization of the state services (including security and welfare), reversing the
progressive taxation, the deregulation of internal labour markets, and liberalization of trade
and capital markets at the international level. According to Sanahuja (2014), this has led to
the present crisis of neoliberalism: a concentration of political and economic power in the
hands of a small transnational plutocracy, the subordination of the state to the needs of
capital, the weakening of its social reproduction role generating more individualism and
insecurity, the intensification of the exploitation of labour and nature, and a militarized re-
affirmation of the hegemonic power through the “global war on terrorism” and the ensuing

contradictions in the legitimacy of the western hegemony.

The work of Stephen Gill (1990, 2008) illustrates the “structural power of capitalism” and
the “market civilization”. In his analysis of the Trilateral Commission, he describes an elite
consensus-building site around economic and foreign policy, with its members commonly
moving back and forth across professional lines of the academy, law, media, business and
government as “organic intellectuals” of transnational liberalism, who are fully conscious
of their important role in theorizing, popularizing and justifying ideological positions that
represent the interests of the dominant class, but in a fashion that makes an appeal to all.

In later work, Gill offers a concept that captures much of the power dynamics of
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globalization and neoliberalism under the term disciplinary neoliberalism: “the structural
power of capital (including the broad capacity to shape expectations, material constraints
and incentives); an ability to promote uniformity and obedience within parties, cadres, and
organizations, especially in class formations associated with transnational capital and
particular instances of disciplinary practice in a Foucauldian sense. Thus, disciplinary
neoliberalism is a concrete form of structural and behavioural power, combining the

structural power of capital with capillary power and panopticism.” (Griffiths, 2009)

By new constitutionalism Gill refers to the increasing number of legal instruments, treaties,
laws and institutions that progressively secure ever larger parts of social life for the logic
of neoliberalism and away from any kind of democratic control. For Gill, “market
civilization” refers to the micro level instantiations of neoliberal ideology, the way in which
neoliberal values of the individual, property, privatization and hierarchy become pervasive
globally. Examples include the increasing commodification of areas of social life such as
healthcare, health insurance, religion, leisure, the patenting of human genes and other life
forms. Gill also cites the “panopticon effect” at work in the enormous amount of data
collected on individuals as market agents. He also claims that “the Internet in some
significant ways facilitates this sorting, categorization and evaluation process, as well as
acting as a kind of offshore cyberspace beyond the reach of many national regulation and

taxation structures”.

According to Susan George (2015), lobbying has long been part of politics, but recently
the links between big business and government have become stronger and more far-
reaching than ever. TNCs demand control over the regulation of finance, public health,
labour laws, food and agriculture, taxes, safety regulations and international trade and

investment. They demand the right to private tribunals in which they can sue governments
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for passing laws that could be detrimental to their present or future profits. But the TCC
doesn’t want to rule directly, and prefer to manoeuvre behind the scenes - setting standards,
directing planning and moulding government to maximise their revenues. Through the UN
Global Compact (UNGC) they have reached their influence to the highest levels of
multilateral decision-making and now, through the Davos-inspired Global Redesign
Initiative (2010), they are setting their sights on the management of global public policy.
“Elected by and accountable to no one, secretive and highly organized, these shadow
sovereigns are destroying the very notion of the common good and making a mockery of

democracy” (George 2015).

In 2011, after six years of studies and consultations, Professor John Ruggie presented the
Guiding Principles on Business and Human Rights to the international community. These
principles are a compilation of relevant international law that conceptualizes human rights
obligations in relation to business activities in the following terms: 1) the State duty to
protect human rights; 2) the corporate responsibility to respect human rights; and 3) the
responsibility of States and businesses to provide effective access to remedies. The UN
Human Rights Council adopted the Guiding Principles, and established a Working Group
composed of five independent experts mandated to monitor and promote their
implementation. Many companies have made progress in adopting human rights policies,
strengthening due diligence processes, and in other aspects of applying the Guiding
Principles. However, those who believe that the implementation of the Guiding Principles
has been too slow or even ineffective have argued that it is necessary to develop a “hard
law” mechanism to hold businesses accountable for human rights violations. In 2014,
Human Rights Council members engaged in an intense deliberation regarding the next
steps in the field of business and human rights. The delegations of Ecuador and South

Africa led an initiative to create a legally binding instrument to address human rights
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violations by businesses. Opposing this effort were the United States and the European
Union, among others, who argued inter alia that this “competing initiative” would
undermine the implementation of the Guiding Principles. After much debate, a plurality of
the Council approved Resolution 26/9, creating an open-ended intergovernmental working
group to “elaborate an international legally binding instrument to regulate, in international
human rights law, the activities of transnational corporations and other business

enterprises.”

Political theorist Sheldon Wolin (2015) exposes a structure in which citizens are politically
apathetic and compliant - and where TCC is willing to keep them that way. At best the
USA has turned into a "managed democracy" where the public is steered, not sovereign.
At worst it is a place where corporate power no longer responds to the state. Wolin warns
that unrestrained economic power risks to move to political power and has its own
unsettling problems. Wolin examines the myths that explain the quest for an ever-
expanding economy, and the pernicious attractions of the war on terror. He argues that
democracy's best hope lies in citizens themselves learning anew to exercise power at the

local level, a type of direct democracy.

As claimed by Nitzan and Bichler (2009), capital should not be counted as the “utils” of
the liberal economists or the “labour” of the Marxists, but as a symbolic quantification of
power. Capital represents the organized power of dominant groups to reshape — or creorder

— their society.

According to criminologist Varese (2011: 12), the mafias emerge and relocate when
particular structural economic conditions happen. “The critical factor is proximity to a
sudden market expansion that is not properly regulated by the state and the presence of

people who can step in to regulate such markets. In a nutshell, opportunities in the market
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economy bring about mafias”. Governments should control the orderly development of

markets, and thus neutralize a mafia's transplantation or emergence.

Political economist Jérdbme Roos (2013) wonders how the “One percent” exercises its
apparently unrestrained political influence over the state. More than just acquiring political
influence with their wealth, private bankers obtain their power from the control over
financial flows and the capacity to create money “out of thin air”. He identifies two types
of money (commodity money and credit money) and two related forms of power
(purchasing power and structural power), he demonstrates how the neoliberal privately
created credit money has awarded global finance with exceptional structural power, turning
states increasingly reliant on private banks to preserve the capital accumulation process.
The creation of the indebted state under neoliberalism has produced a separation of state
sovereignty and political representation, and thus represents an important challenge to

traditional democratic practice.

According to Robinson (2000) and Van der Pijl (1998), a transnational capitalist class
(TCC) has appeared as part of the world’s bourgeoisie that is related to transnational
capital, the owners of the main global means of production as embodied in the TNCs and
private financial institutions. The proliferation of TNCs, the surge in FDI, the increase of
mergers and acquisitions, the growth of a global financial system, and the linking positions
in the global corporate structure, are some indicators of the transnational integration of
capitalists. The TCC manages global circuits of accumulation. This grants to the TCC a
class identity, which is located spatially and politically above the national states. Robert

Cox had earlier called this class the Transnational Managerial Class (1981: 147)

In “The Corporate Criminal: Why Corporations Must Be Abolished” (2015),

criminologists Tombs and White, drawing upon a wide range of sources of empirical
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evidence, historical analysis and theoretical argument, claim that the private, profit-
making, corporation is a habitual and routine offender. They dissect the myth that the
corporation can be a rational, responsible ‘citizen’. It shows how in its present form, the
corporation is permitted, licensed and encouraged to systematically kill, maim and steal for
profit. Corporations are constructed through law and politics in ways that impel them to
cause harm to people and the environment. Therefore, the corporation cannot be easily
reformed and the only feasible solution to this 'crime’ problem is to abolish the legal and

political privileges that enable the corporation to act with impunity.

David Harvey (2003), drawing on Marx’s concept of primitive accumulation, has
developed the concept of accumulation by dispossession, which characterizes the
neoliberal policies resulting in a “centralization of wealth and power in the hands of a few
by dispossessing the public of their wealth or land”. These neoliberal policies are led by
four practices: “privatization, financialization, management and manipulation of crises,
and state redistributions”. Privatization and commodification of public assets have been
amongst the most disputed aspects of neoliberalism. They are characterized by the process
of transferring property from public ownership to private ownership, which serves the
interests of the capitalist class. Among the most controversial and harmful among the
privatization of services, is that of the health services, which implies the degradation of the
health of the poorer classes. The privatization of the water distribution systems has caused
many protests worldwide. The privatization of the education services bars the access of the
young poor to higher education, disciplines the university students through lifelong debt,
and hides research from the public behind costly private curtains. Regarding the security
structures, many military services (e.g.: logistics, intelligence, protection) have been
privatized in the rich countries’ armies, to the point that during the occupation of Iraq there

were more military contractors than US soldiers. The perception of these private warriors
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has shifted from the image of the mercenary. Many police and prisons services have also
been privatized, creating a market for prisoners. There is a trend to privatize other justice
systems, as the courts to resolve corporation-state conflicts included in trade agreements

like the NAFTA or TTIP.

Regarding financialization, geographer David Harvey (2010) says that it has been
promoted by governmental deregulation, and has made the financial system one of the main
centres of redistributive activity. This is done through stock promotions, Ponzi schemes,
structured asset destruction through inflation, asset stripping through mergers and
acquisitions, dispossession of assets (looting of pension funds and their reduction through
stock and corporate collapses) by credit and stock manipulations. This relies on the fact
that the amount of money in circulation is controlled by the boards of directors of privately
owned banks, who are at the same time in the boards of corporations. At the core of
accumulation by dispossession is the private control of the amount of money supply that

can be handled for private gain, which includes the creation of unemployment.
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Figure 10: the reversing origins of US corporate profits, 1950-2004 (Harvey 2010)
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Figure 11: Derivatives market turnover in relation to world economic output (Harvey 2010)

By creating and manipulating crises, like abruptly increasing interest rates, Harvey alleges
that developing countries can be forced into bankruptcy, and agreeing to such deals like
structural adjustment programmes. This theme is also explained by Naomi Klein in “The
Shock Doctrine” (2007). The neoliberal state is one of the main redistributive policies
agents in favour of the elites, like changing the tax system to profit returns on investment

rather than incomes and wages (of the poorer classes).

French Economist Francois Morin (2015) criticizes the 28 ‘too big to fail’ banks that
control the world economy, as recognized by the G20 (2011). They are so powerful that
the fall of one of them could cause the collapse the world economy. They constitute an
oligopoly which is contrary to the public interest. Their dominant position confers them de
facto power which is similar to those of big public institutions - particularly the capacity to
fix the price of money - without sharing their objectives nor their duties. Through massive
risk taking and fraudulent agreements they not only fragilise the markets, but also exert a
political influence such that it cannot be counterbalanced by a public institution, and caused

the political crisis affecting the western democracies. He suggests to ‘slaughter the banking
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hydra’ and repatriate the currency to the public realm if we want to protect the citizens

from future financial disasters.

The UN Global Compact was established in 2000 and asks companies to voluntarily

embrace, support and enact, within their sphere of influence, a set of core values in the

areas of human rights, labour standards, the environment and anti-corruption:

Human Rights

Principle 1. Businesses should support and respect the protection of
internationally proclaimed human rights; and

Principle 2: make sure that they are not complicit in human rights abuses.
Labour

Principle 3: Businesses should uphold the freedom of association and the
effective recognition of the right to collective bargaining;

Principle 4: the elimination of all forms of forced and compulsory labour;
Principle 5: the effective abolition of child labour;

Principle 6: the elimination of discrimination in respect of employment and

occupation

Environment

Principle 7: Businesses should support a precautionary approach to
environmental challenges;

Principle 8: undertake initiatives to promote greater environmental
responsibility;

Principle 9: encourage the development and diffusion of environmentally
friendly technologies.
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Anti-Corruption

e Principle 10: Businesses should work against corruption in all its forms,

including extortion and bribery.

However, as with other voluntary schemes, this initiative is not yielding substantive results
beyond publicity for the adhering companies. Rather, the corporations are using this access

to influence the decisions and principles of the UN bodies.

International political economists Mattli and Woods (2009) argue that regulation can be
hijacked by special interests, and nowhere is this easier than at the global level. They
analyse how and why this "regulatory capture™ functions, and how it can be prevented.
They propose an analytical framework to explain regulation at the global level. They
present the challenges of a global economy in which many institutions are less transparent
and are held less accountable by the media and public officials than are domestic
institutions. They also explain how regulation has changed in areas like human rights,

shipping safety, and global finance.

A group of NGOs has proposed the signature of an “International Peoples Treaty on the
Control of Transnational Corporations” within the framework of the global campaign to
“Dismantle Corporate Power and Stop Impunity”. The campaign advocates for a stronger
resistance to TNCs, and the promotion of effective mechanisms for social redistribution
and the control of TNCs. It proposes moving toward the construction of alternative models
of society and economy that do not have what Polanyi called the “profit motive” as a
foundation. The campaign tries to ensure that the rights of citizens and peoples prevail over

those of TNCs’.
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4.2.1Neoliberalism, the nameless ideology

According to George Monbiot (2016 bis), neoliberalism, the dominating ideology today,
has no name. It is as if the people of the Soviet Union had never heard of communism.
Anonymity is both a symptom and a cause of its power. It has played a major role in a
remarkable variety of crises: the financial meltdown of 2007-8, the offshoring of wealth
and power, the slow collapse of public health and education, resurgent child poverty, the

epidemic of loneliness or the collapse of ecosystems.

So pervasive has neoliberalism become that it is seldom even recognized as an ideology.
This utopian, millenarian faith is described as a neutral force, a kind of biological law, like
Darwin’s theory of evolution. Neoliberalism sees competition as the defining characteristic
of human relations. It redefines citizens as consumers, whose democratic choices are best
exercised by buying and selling, a process that rewards merit and punishes inefficiency. It
maintains that “the market” delivers benefits that could never be achieved by planning.
Attempts to limit competition are treated as inimical to liberty. Tax and regulation should
be minimized, public services should be privatized. The organization of labour and
collective bargaining by trade unions are portrayed as market distortions that impede the
formation of a natural hierarchy of winners and losers. Inequality is recast as virtuous: a
reward for utility and a generator of wealth, which trickles down to enrich everyone. Efforts
to create a more equal society are both counterproductive and morally corrosive. The
market ensures that everyone gets what they deserve. Its creeds are internalized and
reproduced. The rich persuade themselves that they acquired their wealth through merit,

ignoring the advantages — such as education, inheritance and class — that may have helped
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to secure it. The poor begin to blame themselves for their failures, even when they can do

little to change their circumstances.

The term neoliberalism was coined at a meeting in Paris in 1938. Among the delegates
were two men who came to define the ideology, Ludwig von Mises and Friedrich Hayek.
Both exiles from Austria, they saw social democracy, exemplified by Franklin Roosevelt’s
New Deal and the gradual development of Britain’s welfare state, as manifestations of a
collectivism that occupied the same spectrum as Nazism and communism. In The Road to
Serfdom, published in 1944, Hayek argued that government planning, by crushing
individualism, would lead inexorably to totalitarian control. It came to the attention of some
very wealthy people, who saw in the philosophy an opportunity to free themselves from
regulation and tax. When, in 1947, Hayek founded the first organization that would spread
the doctrine of neoliberalism — the Mont Pelerin Society — it was supported financially by

millionaires and their foundations.

With their help, he began to create what Stedman Jones (2012) describes as “a kind of
neoliberal international”: a transatlantic network of academics, businessmen, journalists
and activists. The movement’s rich backers funded a series of think tanks which would
refine and promote the ideology. Among them were the American Enterprise Institute, the
Heritage Foundation, the Cato Institute, the Institute of Economic Affairs, and the Centre
for Policy Studies and the Adam Smith Institute. They also financed academic positions

and departments, particularly at the universities of Chicago and Virginia.

As it evolved, neoliberalism became more strident. Hayek’s view that governments should
regulate competition to prevent monopolies from forming gave way — among American
apostles such as Milton Friedman — to the belief that monopoly power could be seen as a

reward for efficiency. Something else happened during this transition: the movement lost
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its name. In 1951, Friedman was happy to describe himself as a neoliberal. But soon after
that, the term began to disappear. Stranger still, even as the ideology became crisper and

the movement more coherent, the lost name was not replaced by any common alternative.

At first, despite its lavish funding, neoliberalism remained at the margins. The post-war
consensus was almost universal: John Maynard Keynes’s economic prescriptions were
widely applied, full employment and the relief of poverty were common goals in the US
and much of Western Europe, top rates of tax were high and governments sought social

outcomes without embarrassment, developing new public services and safety nets.

But in the 1970s, when economic crises struck on both sides of the Atlantic, neoliberal
ideas began to enter the mainstream. As Friedman remarked, “when the time came that you
had to change ... there was an alternative ready there to be picked up”. With the help of
sympathetic journalists and political advisers, elements of neoliberalism, especially its
prescriptions for monetary policy, were adopted in the US and the UK. After Margaret
Thatcher and Ronald Reagan took power, the rest of the package soon followed: massive
tax cuts for the rich, the crushing of trade unions, deregulation, privatization, outsourcing
and competition in public services. Through the IMF, the World Bank, the Maastricht
treaty and the World Trade Organization, neoliberal policies were imposed — often without
democratic consent — on much of the world. Most remarkable was its adoption among
parties that once belonged to the left: Labour and the Democrats, for example. As Stedman

Jones notes, “it is hard to think of another utopia to have been as fully realized.”

It may seem strange that a doctrine promising choice and freedom should have been
promoted with the slogan “there is no alternative”. But, as Hayek remarked on a visit to

Pinochet’s Chile — one of the first nations in which the programme was comprehensively
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applied — “my personal preference leans toward a liberal dictatorship rather than toward a

democratic government devoid of liberalism”.

Freedom from trade unions and collective bargaining means the freedom to suppress
wages. Freedom from regulation means the freedom to poison rivers, endanger workers,
and charge iniquitous rates of interest and design exotic financial instruments. Freedom

from tax means freedom from the distribution of wealth that lifts people out of poverty.

Where neoliberal policies cannot be imposed domestically, they are imposed
internationally, through trade treaties incorporating “investor-state dispute settlement”.
When parliaments have voted to restrict sales of cigarettes, protect water supplies from
mining companies, freeze energy bills or prevent pharmaceutical firms from ripping off the

state, corporations have sued, often successfully. Democracy is considerably reduced.

Another paradox of neoliberalism is that universal competition relies upon universal
quantification and comparison. The result is that workers, jobseekers and public services
of every kind are subject to a stifling regime of assessment and monitoring, designed to
identify the winners and punish the losers. The doctrine that Von Mises proposed would

free us from the bureaucratic nightmare of central planning has instead created one.

Neoliberalism was not conceived as a self-serving racket, but it rapidly became one.
Economic growth has been markedly slower in the neoliberal era than it was in the
preceding decades, but not for the very rich. Inequality in the distribution of both income
and wealth, after 60 years of decline, rose rapidly in this era, due to the smashing of trade

unions, tax reductions, rising rents, privatisation and deregulation.

The privatisation or marketization of public services such as energy, water, trains, health,

education, roads and prisons has enabled corporations to set up tollbooths in front of

163



essential assets and charge rent, either to citizens or to government, for their use.
Financialization, as Andrew Sayer (2014) notes has had a similar impact. “Like rent,” he
argues, “interest is ... unearned income that accrues without any effort”. As the poor
become poorer and the rich become richer, the rich acquire increasing control over another
crucial asset: money. Interest payments, overwhelmingly, are a transfer of money from the
poor to the rich. Sayer argues that the past four decades have been characterised by a
transfer of wealth not only from the poor to the rich, but within the ranks of the wealthy:
from those who make their money by producing new goods or services to those who make
their money by controlling existing assets and harvesting rent, interest or capital gains.

Earned income has been supplanted by unearned income.

Neoliberal policies are everywhere beset by market failures. Not only are the banks too big
to fail, but so are the corporations now charged with delivering public services. As Tony
Judt (2010) pointed out, Hayek forgot that vital national services cannot be allowed to
collapse, which means that competition cannot run its course. Business takes the profits,

the state keeps the risk.

The greater the failure, the more extreme the ideology becomes. Governments use
neoliberal crises as both excuse and opportunity to cut taxes, privatise remaining public

services, rip holes in the social safety net, deregulate corporations and reregulate citizens.

Perhaps the most dangerous impact of neoliberalism is not the economic crises it has
caused, but the political crisis. Neoliberal theory asserts, people can exercise choice
through spending rather than voting. But some have more to spend than others: in the great
consumer or shareholder democracy, votes are not equally distributed. The result is a
disempowerment of the poor and middle classes. As parties of the right and former left

adopt similar neoliberal policies, disempowerment turns to disenfranchisement.
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Judt explained that when the thick mesh of interactions between people and the state has
been reduced to nothing but authority and obedience, the only binding force remaining to
the state is power. The totalitarianism Hayek feared is more likely to emerge when
governments, having lost the moral authority that arises from the delivery of public
services, are reduced to “cajoling, threatening and ultimately coercing people to obey
them”. Like communism, neoliberalism is the God that failed. But the zombie doctrine

staggers on, and one of the reasons is its anonymity.

The words used by neoliberalism often conceal more than they elucidate. “The market”
sounds like a natural system that might bear upon us equally, like gravity or atmospheric
pressure. But it is fraught with power relations. What “the market wants” tends to mean
what corporations and their bosses want. “Investment”, as Sayer notes, means two quite
different things. One is the funding of productive and socially useful activities, the other is
the purchase of existing assets to milk them for rent, interest, dividends and capital gains.
Using the same word for different activities “camouflages the sources of wealth”, leading

us to confuse wealth extraction with wealth creation.

These anonymities and confusions mesh with the namelessness and placelessness of
modern capitalism: the franchise model which ensures that workers do not know for whom
they toil; the companies registered through a network of offshore secrecy regimes so
complex that even the police cannot discover the beneficial owners; the tax arrangements
that deceive governments; the financial products no one understands. The anonymity of
neoliberalism is fiercely guarded. Those who are influenced by Hayek, Mises and
Friedman tend to reject the term, maintaining — with some justice — that it is used today

only pejoratively. But they offer no substitute.
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4.2.2 Lobbying and Revolving Doors

“What is the burgling of a bank to the founding of a bank?

Bertolt Brecht - The Threepenny Opera, 1928

Corporations spend billions of dollars each year to lobby US Congress and federal agencies
in addition to campaign contributions to elected officials and candidates. Some special
interests retain lobbying firms, many of them located along Washington's K Street.
According to Susan George (2015), the USA is the lobbying playground of the world, and
may be governed by its banks, but in terms of regulating lobbies, the USA is the clear
winner and EU is not far behind. With no register at all for most of its existence, the EU in
2008 introduced a ‘voluntary’ register. In 2013 nearly 5,700 lobbying organizations had
registered. They belong to various categories classed as consultancies and law firms, ‘in-
house’ lobbyists and trade or professional associations, think-tanks and research institutes,
NGOs, public organizations representing local, regional, municipal or mixed interests, and
religious organizations. According to Oxfam (2016), for every $1 spent on lobbying, the
main USA TNCs collectively received $130 in tax breaks and more than $4,000 in federal

loans, loan guarantees and bailouts.

According to Salinger (2005), the “revolving door” refers to the flow of personnel between
the public and private sectors. After leaving their jobs, high public officials can use their
expertise into similarly prestigious and higher paid jobs in the private sector. The watchdog
Common Cause defines the revolving door as “the practice of government officials cashing
in on their public service by leaving public office and going to work for the same special
interests who were seeking favours from them while they were in office.” It raises serious

ethical problems due to the tight relationships between private sector organizations,
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bureaucrats, and elected officials that are perceived as threats to democracy. The revolving
door encourages public officials to fall to the temptation to accept bribes to influence public
decision-making. Of the 25 percent of the 435 US representatives who ended their
mandates in 1992, approximately 40 percent ended in lobbying or consulting jobs after the
one-year ban. The revolving door is an incentive to make sure that public officials
concerned for their jobs after elections are tempted to rule in favour of private interests in

order to gain a well-paid job.

According to Corporate Europe Observatory, in the EU, the tight-knit world of politicians,
civil servants, industrialists, and lobbyists known as the 'Brussels bubble' lends itself to
unhealthily close relationships between regulators and the regulated. 9 out of 26 outgoing
commissioners who left office in 2014 have gone through the 'revolving door' into roles in
corporations or other organisations with links to big business, leading to fears of an
unhealthily close relationship between the EU's executive body and private interests. The

busiest former commissioner is José Manuel Barroso with 22 notified new roles.

4.2.3Comments

We have seen the grip of the markets in the production power, and more and more in the
financial power. Another novelty is the increase of influence of TOC in the security and
welfare structure. In fact, neoliberalism has made available to the markets parts of the
armies, the prisons, the police, but also the hospitals, the pensions and the schools. This
process of privatization and deregulation has not been done against the state, but in
connivance with the state. In fact, during the 2008 financial crisis, the state did not doubt
much to bail out the private financial institutions in trouble, although they knew that the

society should have to pay it in terms of austerity.
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Therefore, contrary to the concern of Susan Strange about the power struggle between the
state and the markets, the real struggle is between the elites (economic and political) and
the rest of society. The elites have always tried to take over the wealth and labour of the
poor in order to accumulate them (Karl Marx). Because the elites who control the markets
usually also control de state and the drafting of laws, they have been able to do this
dispossession in a legal manner. The scenario today is not different in this sense. The only
difference could exist in the field of the ideas. The fall of the communist alternative, and
the growth of the mass media have facilitated the spread of the ‘nameless’ neoliberal

ideology as the only possible alternative (“There Is No Alternative”: TINA).

The wide-spread access to information thanks to the roll-out of the internet and the
emergence of whistle-blowers, as well as the financial crisis of 2008 have for the first time

facilitated some popular insight and contestation against this situation.

The understanding of the markets for the elites and the population are opposed. If the elites
assure that their enrichment through market operations (including tax reductions,
deregulation and privatizations) will eventually benefit the rest of the population through
the creation of jobs (the “trickle down” theory), the population only sees losses of wealth
and income. In fact they perceive that the neoliberal process is only leading to one of the
greatest accumulations of wealth and power in the history of humanity for the “One
Percent”, the Transnational Capitalist Class (TCC). This dispossession is de facto causing
a widespread, serious and long lasting harm to the population (and to the environment),

and therefore enters into the definition of TOC proposed in this dissertation.

Regarding the values, if the population’s goal is to lead a normal life with an adequate

income, the “one percent’s” is to increase their power (without limit?) at the expense of the

dispossessed.
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Regarding the norms, it will be hard to change them, considering that it is the elites who
produce them through the financing of political parties, the lobbying and the revolving
doors, and the power of these elites is only growing compared to the power of the
population. We could raise the question whether democracy still exists under these

circumstances of unprecedented accumulation of wealth and power by the elites.

In the accumulation of wealth by the elites (legal or illegal), there is a “zero sum game”, as

this wealth proceeds either from the rest of society or from the environment.

4.3 Civil and Uncivil Society

Illegal markets are not the realm of sinister, evil forces but dynamic, interactive
places in which criminal entrepreneurs meet the demands of many ordinary,

usually law-abiding citizens. (Van Duyne et al., 2003: 4)

Since the 1990s, the process of globalisation, and particularly the diffusion of internet, has
encouraged the proliferation of a global civil society. Its role is to act as a “third leg” of
society, providing balance between state and market. They have established themselves as
the global moral entrepreneurs (Friman, 2009). However, like state and market, civil

society is also vulnerable to organised crime.

Humanitarian organisations or aid agencies should be cautious when supporting
developing countries, as their missions might sometimes encourage corruption (U4 2009).
From the 1990s onwards, in response to the rise of organised crime, a remarkable number
of NGOs proliferated, aiming to monitor and denounce corruption and crime, some of

which are listed below:
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ATTAC: an international movement that promotes democratic control over the
financial markets and the institutions in charge of monitoring it.

Corpwatch: investigates and exposes corporations’ corruption and advocates for
the responsibility and transparency of the international corporations.

Global Financial Integrity (GFI): advocates for policies, protection and national
and multilateral agreements aiming to curtail illegal financial cross-border
flows.

Global Witness: NGO working towards breaking the links between natural
resource exploitation, war, poverty, corruption and worldwide abuse of human
rights.

Reporters without borders (RSF): advocates worldwide for freedom of the press
and in favour of journalists persecuted for doing their professional activity. This
organisation publishes an annual list of freedom of the press in each country. A
report has been recently published on the dangers undergone by journalists who
reveal environmental crimes (RSF 2009).

Revenue Watch Institute: encourages transparent, responsible and efficient
management of natural resources, and helps countries avoid the “resource
curse”.

Tax Justice Network: promotes transparency in international finance, fighting
financial secrecy and tax havens.

Transparency International (TI): the leading non-governmental organisation
dedicated to universally fight corruption. It brings together civil society, the
private sector and governments in a worldwide coalition.

UNCAC Coalition: a group of organisations of civil society, which promotes the

implementation of the UN Convention against Corruption.
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e WikiLeaks: This organization has been prominent in exposing online the crimes

and corruption by governments, corporations and criminal organizations.

Civil Society is often the victim of surveillance or intimidation by ill-intentioned
organizations, as is the case of the infiltration by the mega arms manufacturer BAE-
systems of the small UK anti-arms NGO Campaign Against Arms Trade (CAAT). BAE
maintained a network of infiltrated informers (including ihe position of Campaign
Coordinator) in the NGO at least between 1997 and 2004, when the case was discovered.
The budget of the surveillance would have been several times higher than the budget of the

NGO itself (CAAT 2005).

Development Aid can also be opague. Since 2010 Publish What You Fund has started an
index of Aid Transparency (PWYF 2012), that is based on 43 indicators, and divides the
donor organizations into five groups: good, fair, moderate, poor and very poor. In 2012,
the average Index was 41 percent, and some UN Agencies as UNICEF or governments as

France are included in the last group of very poor transparency.

GOOD FAIR VERY POOR

(average score of 80-100%) (average score of 60-79%) (average score of 20-39%) (average

1. UK-DFID (91.2%) 3. Netherlands (77.4%) 39. Germany-GlZ (39.7%) 1. Slovakia (19.9%)
2. World Bank-IDA/IBRD (879%) 4. Global Fund (77.1%) 40. Luxembourg (39.4%) 2. France-MAE (14.3%)

5. EG-DEVCO (77.0%) 41. Korea-KOICA (39.2%) £3. UNICEF (13.8%)
6. Denmark (76.5%) 42 Austria (35.8%) b4. Latvia (12.2%)
7. Sweden (71.8%) 43. EC-Enlargement (35.4%) 5. Romania (12.1%)
8. AfDB (71.4%) 44, France-AFD (35.1%) b6. Bulgaria (7.4%)
9 US-MCC (69.6%) 45. Spain (32.2%) &7. Greece (6.5%)
10. UNDP (68.5%) 46. US.- State (31.1%) 68. France-MINEFI (6.0%)
11. 1ADB (67.2%) 47 EC-FPI(29.4%) 9. Gyprus (5.4%)
12. AsDB (629%) 48. Lithuania (279%) 70. Hungary (4.6%)
13. GAVI (62.0%) 49 Brazil (279%) 71. China (19%)
14. ECECHO (60.5%) 50. Germany-Kfw (26.2%) 72. Malta (0.0%)
15. UN OCHA (60.3%) 51. UK-MOD (26.1%)

52. Poland (25.8%)

53. Italy (25.4%)

54. Ireland (25.0%)

55. Switzerland (25.0%)

56. U.S-Defense (23.5%)

57. Slovenia (23.4%)

58. UK-CDC (22.5%)

59. Portugal (22.5%)

60. UK-FCO (21.3%)

Figure 12: Donor Aid Transparency in 2012 (Aid Transparency Index 2012, PWYF)
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4.3.1Information or manufacture of consent?

“If wars can be started by lies, they can be stopped by truth ”, - Julian Assange.

“It's easier to fool people than to convince them that they have been fooled ”. -

Mark Twain

The Media can be one of the most effective means to denounce and fight organised crime.
Investigative reporters are also often the first people to suffer the backlash from its
retaliation. Conversely, like any other group, they can be orchestrated and financed by
organised crime, or by groups that pressurise them with secret and opaque interests in order
to attain their goals. The recent scandals around the Murdoch group in the UK can be one
example. The monopolistic control by former Prime Minister of Italy, Silvio Berlusconi,

over the private and state media in Italy is another example.

The Italian journalists Ilaria Alpi and Miran Hrovatin were murdered in Somalia in 1994
while investigating a case of international nuclear and toxic waste and weapons smuggling,
which did probably involve the Italian mafia and government. The Committee to Protect
Journalists counts 742 reporters Killed on duty. 89 percent of them were killed with

absolute impunity. 20 percent of them covered information directly linked to corruption.

According to RSF, a total of 141 journalists and media workers were killed during the first
decade of the 2000s in attacks and reprisals blamed on criminal groups. Mafias and cartels
today pose the biggest threat to media freedom worldwide. “A transnational phenomenon,
organized crime is more than the occasional bloody shoot-out or colourful crime story in
the local newspaper. It is a powerful parallel economy with enormous influence over the

legal economy, one the media have a great deal of difficulty in covering. Its elusiveness
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and inaccessibility to the media make it an even greater threat, both to the safety of

journalists and to the fourth estate’s investigative ability” (RSF 2010).

Journalists killed since 2006
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Figure 13: Journalists killed since 2006 (source: Press Emblem Campaign; www.pressemblem.ch)

In 2006 and 2007, the UN Security Council had been reluctant to acknowledge that the
State of Guinea-Bissau had been captured by drug gangs, which threatened the country’s
social peace and political stability, and led ultimately to the assassination of the President
and the Chief of the Armed Forces in March 2009. This frightening development could
only be uncovered and addressed when two incisive investigative journalists reported about
this situation in influential international media, as The Economist and Time Magazine

(Ruiz, 2011).

In 2010 RSF created an "anti-censorship shelter” for journalists, bloggers and dissidents
who wanted to avoid censorship, and to protect their electronic communication whilst

retaining their anonymity.
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Gabriel Michael (2014), explains how political scientists should use information leaked by
organizations like Wikileaks to generate novel and unique insights about political
phenomena in spite of government prohibitions. He regrets that the international relations

academia is even more reluctant to use these data than other disciplines.

However, the mainstream media has been heavily influenced by the elites. These media’s
main goal is no longer to inform the global citizens, but to transmit subliminal messages to
obtain their consent for the political or economic agendas of the powerful. The pioneer in
the use of the media for propaganda purposes was Edward Bernays, a nephew of Sigmund
Freud, who used his uncle’s theories to manipulate public opinion. In one of his most
famous interventions in 1928, he was hired by a tobacco company to convince women to
smoke, which was a taboo at the time. He did this by associating women’s smoking with
ideas of “power and freedom”, by using the slogan “Torches of Freedom” during a famous
parade in New York City. The idea of “Engineering of Consent” was motivated by Freud’s
idea that humans are irrational beings and are motivated primarily by inner desires hidden
in their unconscious. If one understood what those unconscious desires were, then one

could use this to one’s advantage to sell products and increase sales:

"The conscious and intelligent manipulation of the organized habits and opinions of the
masses is an important element in democratic society. Those who manipulate this unseen
mechanism of society constitute an invisible government which is the true ruling power of
our country . . . we're dominated by the relatively small number of persons . . . it is they
who pull the wires which control the public mind, who harness old social forces and

contrive new ways to bind and guide the world" (Bernays, 1928)

In 1917, US President Woodrow Wilson engaged Bernays to influence public opinion

towards supporting American participation in World War I and framing it as “bringing
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democracy to Europe”. After the war, Bernays coined the term “Public Relations” to

distance it from the war connotations of the term “Propaganda”.

Bernays is also famous for contributing to the overthrow of the democratically elected
President Arbenz of Guatemala in 1954 on behalf of the multinational corporation United
Fruit Company and the U.S. government. Bernays' propaganda, branding Arbenz as a

communist, was published in major U.S. media.

In Public Opinion (1922), Walter Lippmann suggests that the power of propaganda, and
the specialized knowledge necessary for political decision-making, have made the
traditional notion of democracy impossible. “That the manufacture of consent is capable
of great refinements no one denies. The process by which public opinions arise is certainly
no less intricate than it has appeared in these pages, and the opportunities for manipulation
open to anyone who understands the process are plain enough as a result of psychological
research, coupled with the modern means of communication, the practice of democracy
has turned a corner. A revolution is taking place, infinitely more significant than any
shifting of economic power. Under the impact of propaganda, not necessarily in the sinister
meaning of the word alone, the old constants of our thinking have become variables. It is
no longer possible, for example, to believe in the original dogma of democracy; that the
knowledge needed for the management of human affairs comes up spontaneously from the
human heart. Where we act on that theory we expose ourselves to self-deception, and to
forms of persuasion that we cannot verify. It has been demonstrated that we cannot rely
upon intuition, conscience, or the accidents of casual opinion if we are to deal with the

world beyond our reach.”

In Merchants of Doubt, Oreskes and Conway (2010) describe how a group of scientists and

right-wing think-tanks hired by corporations created controversy about harmful
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phenomena like global warming, tobacco smoking, acid rain, DDT, and the hole in the
ozone layer. Short of being able to outright deny the harm of these phenomena created by
the industry, they keep the controversy alive by spreading doubt and confusion and thus

challenge the scientific consensus reached on many contemporary issues.

According to former UK diplomat Craig Murray, the filtering of the Mossack Fonseca
information (Panama Leaks, ICIJ, 2016) by the corporate media follows a western agenda.
There is no mention of its use by western corporations or western billionaires — the main
customers. The Guardian is quick to reassure that “much of the leaked material will remain
private.” The leak is being managed by the “International Consortium of Investigative
Journalists”, which is funded and organised entirely by the USA’s Center for Public
Integrity, which funders include the Ford Foundation, the Carnegie Endowment, the
Rockefeller Family Fund, the Kellogg Foundation and the Open Society Foundation
(Soros). A genuine exposure of western capitalism by the mainstream media is not to be
expected and the dirty secrets of western corporations will remain unpublished. Instead,
we can see a focus on Russia, Iran and Syria and some minor “balancing” western country

like Iceland.

The 2003 edition of the Transparency International “Global Corruption Report” focuses on
the need for greater access to information in the struggle against corruption. It explores
how civil society, the public and private sectors and the media use and control information

to combat (or conceal) corruption.

Bill Ristow (2010) regrets that for all the power journalism may have to topple
governments and expose the inner secrets of giant multinationals, it can also be an
exceptionally fragile institution, vulnerable to the petty greed or strained economic

circumstances of a single reporter or editor.
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Like in other industries, the neoliberal trend to privatize, deregulate and concentrate has
led to the merger of the majority of the media and entertainment companies worldwide,
restraining the freedom of information. Many media are already highly concentrated and
dominated by a small number of firms. Large global media conglomerates include Viacom,
CBS Corporation, Time Warner, 21st Century Fox and News Corp, Bertelsmann AG,
Sony, Comcast, Vivendi, Televisa, The Walt Disney Company, Hearst Corporation and

Lagardére Group.

Internet neutrality is in question due to media mergers. Net neutrality implies a lack of
censorship on content on the internet. Corporations’ control of internet could bias the
content or usage could be restricted for conflicting political views. In Digital Disconnect,
McChesney (2013) argues that the decline in the enforcement of antitrust violations, the
increase in patents on digital technology and proprietary systems and massive indirect
subsidies have commercialized the internet. A small number of monopolies dominate the
political economy, from Google, which garners a 97 percent share of the mobile search
market, to Microsoft, whose operating system is used by over 90 percent of the world’s
computers. Capitalism’s colonization of the Internet has prompted the collapse of
independent journalism and made the Internet an apparatus for government and corporate

surveillance and an antidemocratic force.

According to Julian Assange, founder of WikiLeaks (Assange 2010), “the media are no
longer censored by the governments, but by their own privatized owners (e.g.: Silvio
Berlusconi, Conrad Black, etc.), that use subtler, but more efficient pressures. In the West
journalists are no longer murdered or sent to Siberia, their career or reputation is simply
destroyed, or they are imposed a gag order. Good examples of this are the censorship

imposed on the environmental crime of the Probo Koala in Ivory Coast in 2006, the news
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about the tortures in the prison of Abu Gharib in Irag (Wikileaks 2010), or the video of the
“collateral murder” in Irag, that took years to be published (besides 35 years prison

sentence for the whistleblower).

The Report of the UN Special Rapporteur on the promotion and protection of the right to
freedom of opinion and expression (2015) stated that “a whistle-blower is a person who
exposes information that he or she reasonably believes, at the time of disclosure, to be true
and to constitute a threat or harm to a specified public interest, such as a violation of
national or international law, abuse of authority, waste, fraud, or harm to the environment,

public health or public safety”.

Another traditional opinion leader in society is religion. We will now see how these interact

with TOC.

4.3.2 Religions

“Altruism is a great evil...while selfishness is a virtue.” — Ayn Rand.

Religious organisations can also be influential in the fight against TOC. Already in 1976,
the Vatican stated at the UN that “The arms race can kill, even if the weapons themselves
may never be used...by their cost alone, armaments kill the poor by causing them to
starve.” In October 2009, with the occasion of the second special assembly for Africa, the
synod of Catholic Bishops denounced “politicians who betray and sell their own nations;
corrupt businessmen who conspire with predatory multinational organisations; the arms

traffickers who disseminate light weapons that cause immense damage to human lives”.
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Three out of the seven deadly (personal) sins of the Catholic Church, defined by Pope
Gregory 1 in 590 A.D. are directly related to TOC activities: Greed, Lust and Gluttony. In
2008 the Catholic Church announced seven new “social sins”, four of which are closely
associated with TOC: “thou shall not gain obscene wealth at the expense of the common
good”; “thou shall not pollute the environment”; “thou shall not cause social injustice and
poverty”; “thou shall not use drugs”. These condemnations could not be more opportune

and appropriate.

According to Van Duyne (2014), Greed is defined by the Catholic Church as the desire for
material wealth or gain ignoring the realm of the spiritual, which can be considered as an
aggravating condition. Such a serious sin deserved the adequate punishment, if not on
earth, at least to be boiled in oil in hell. It is not just a ‘self-centred’ sin, but one with serious
social implications, because according to Thomas Aquinas “it is a sin directly against one’s
neighbour, since one man cannot over-abound in external riches, without another man
lacking them.” This places greed in a harmful relationship with society. Greed causes harm
because it happens at the expense of another person. However, even if greed is a sin, bad
enough to be cooked in oil in the afterlife, it is not yet a crime on earth. For Freud it is a
‘lust’, “subordinate to the sexual lust as the most elementary driving force of life” (Van

Duyne 2014).

According to van Duyne (2014: 5), manifestations of corruption would have been left alone
if the 2008 crisis had not happened. He regrets that despite the breaking of the law, very
few corrupt among the political and banking elites have been trialled to date, and the EU
has given more importance to budgets and austerity than to corruption. The EU preferred

to cut expenses than to fight corruption, which reflects on its moral relativism.
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Usury has been condemned by almost all traditional religions. In Western society, both
Aristotle and Saint Thomas of Aquinas have played a central role condemning usury.
Today, Islam is the only faith that still condemns it consistently, favouring the development
of the Islamic finance. The latter is grounded on two main principles: the prohibition of
interest and the social responsibility of the investment (narrowly binding together the
profitability of the investment with the outcome of the associated project). It prohibits any
transactions related to interest (riba), speculation (gharar) or gambling (maysir). It is
estimated at US$700 billion in the global market. According to Loretta Napoleoni, the
rejection of usury has saved the Islamic economy from falling fully into the recent financial
crisis. Some observers claim that it is this rejection of financial capitalism that has attracted
the hostility of the West against Islam in modern times, rather than mere religious or

ideological differences.

Pope Francis has become one of the champions among world leaders of the social and
environmental causes. His Papal name, Francis, comes from St Francis of Assisi, the saint
patron of the environment. In his encyclical Laudato si, On Care for Our Common Home
(2015) he critiques consumerism and irresponsible development, laments environmental
degradation and global warming, and calls all people of the world to take "swift and unified
global action™. In his speech at the UN General Assembly in 2015, he said that “our world
demands of all government leaders a will which is effective, practical and constant,
concrete steps and immediate measures for preserving and improving the natural
environment and thus putting an end as quickly as possible to the phenomenon of social
and economic exclusion, with its baneful consequences: human trafficking, the marketing
of human organs and tissues, the sexual exploitation of boys and girls, slave labour,
including prostitution, the drug and weapons trade, terrorism and international organized

crime.”
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The Pope was blamed by neoconservative circles in the USA for quoting St. Basil of
Caesarea, who called money “the devil’s dung”, for railing against the “anonymous
influences of mammon” and a “new colonialism” which implies “free trade treaties and
imposition of austerity”, and for displaying preference for “cooperatives” over private
companies. He also stated that we are living “a disturbing warming of the climatic system
due to the great concentration of greenhouse gasses”, and that “there is an urgent need of a

true world political authority”.

Pope Francis is famous for his commitment to clean the Vatican finances, tainted with
scandals of corruption and crime since its birth in 1942. The case of the Banco Ambrosiano
and the spectacular assassination of its chairman Roberto Calvi in London in 1982, linked

to the Mafia and the Masonry, was one of its most famous events.

But, as the collective thought of society is rooted in the human mind, it would be opportune

to analyse the latter.

4.3.3TOC and the individual

“If only there were evil people somewhere insidiously committing evil deeds and
it were necessary only to separate them from the rest of us and destroy them. But
the line dividing good and evil cuts through the heart of every human being. And

who is willing to destroy a piece of his own heart?” - Alexander Solzhenitsyn

According to Moises Naim, criminals are no longer underground nor marginal members
of society, and most of them are not particularly deviant. “The leaders of criminal
organizations are frequently well-known to the public and instead of living in hiding or

underground, they are regularly featured in the newspapers society pages or in the sports
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events of the popular teams they own. They are some of their nation's largest
philanthropists who also control TV and radio stations as well as influential newspapers.
They are members of their nation's political, military, business, cultural and media elites.
And the foot soldiers, who are not the members of the elite, are average members of society

and not necessarily criminal deviants.” (Naim 2005).

According to developmental and comparative psychologist Michael Tomasello (2009), one
of the great debates in Western civilization is whether humans are born cooperative and
were corrupted later by society (e.g. Rousseau), or whether they are naturally selfish and
society refines their greed (e.g. Hobbes). From observation in chimpanzees and human
infants, he thinks that, above the intrinsic sense of competitiveness of any living species,
human beings have developed a strong innate cooperative instinct. He also deduced that,
children are wired to imitate the learnings of their parents. Human evolution has
predisposed us to work collaboratively and given us an intuitive sense that cooperation
deserves rewards. It was the human inclination for cooperation that facilitated groups to
grow in number and to evolve into tribal societies. Tomasello claims that our pre-human
ancestors were social beings who could solve problems by thinking, but they were mainly
competitive, looking only for their individual aims. When ecological changes forced them
into more cooperative situations, early humans had to coordinate their activities and
communicate their thoughts with collaborative partners. Tomasello's "shared intentionality
hypothesis™ describes how these socially complex forms of life led to conceptually
complex forms of thinking. Humans had to learn to see the world from different social
perspectives, to draw socially recursive implications, and to monitor their own thinking via
the normative standards of the group, in order to survive, language and culture arose from

the pre-existing need to work together.
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The neoliberal ideology of radical individualism and competition seems to have controlled
this natural human trend of collaboration and empathy that has permitted primitive apes to
become sophisticated Homo Sapiens. It is the hierarchic and individualistic education that
has elevated selfishness and greed to the category of norm by enhancing competitive
behaviours and discouraging cooperative ones. There is therefore no psychological

foundation to the theory of Hobbes that men are essentially selfish and competitive.

4.3.4 Comments

Civil society does not master the security power of the state, nor the production or financial
power of the markets. It has a strong leverage in the welfare of society, but civil society’s

main agency is influencing the ideational foundation of society.

Influential civil society institutions like churches, the media or the academia try to shape
the minds of society often in coordination with corporations and politicians. In fact the
concepts of state, markets and civil society are none other than social constructions,
different perspectives of the same human social reality. In capitalism, each of them has a
different role in maintaining a hierarchic organization that allows the elites to accumulate

wealth and power.

Today the mainstream media, in spite of all its financial power, is mainly controlled by a
small number of corporations and often serves more the objectives of the elites than the
concerns of society. In the wake of this situation, alternative means to provide credible
information to the citizens have appeared like bloggers, hackers and whistle-blowers.
Using the new technologies of the internet, they are informing of the wrongdoings of

criminals and corrupt state and corporate elites. In fact the global official “scientific”
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theories of Neoliberalism have become so dogmatic (e.g.: the Invisible Hand, TINA,
“losers and winners”), that the different religious discourses (e.g: the Pope, ISIS) have

become important challengers in offering alternative ideological perspectives to society.

Global civil society organizations like Transparency International, Greenpeace or Global
Witness have become major challengers of TOC. Unlike the states which have a national
scope, these NGOs have the same global scope as TOC. They use their knowledge to
influence the agendas of the new international regimes affecting TOC in order to favour

society and the planet.

But in the end, all collective ideologies stem from the minds of individual citizens. In fact
it is the competitive angle of human character that, in an extreme interpretation, justifies
greed, the dispossession of fellow humans and the destructive extraction of nature. The
cooperative half of human character is often suppressed by the competitive ideologies and

education imposed by the elites.

We will next examine the main typologies of organized crime, starting by the “traditional”

type of crime.
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5 Traditional type of TOC

The most obvious type of crime for profit is theft, which is usually exercised with the

leverage of violence.

5.1 Theft with or without violence

”You can get much farther with a kind word and a gun than you can with a kind

word alone." — Al Capone

As stated in the UNTOC Convention, Transnational Organized Crime is about crime-for-
profit: “in order to obtain directly or indirectly a financial or other material benefit” (article
2.a). Therefore violence could be considered as a “collateral damage” of organized crime,
considering that its aim is profit. Even the most violent crimes against humanity as the
Shoah or the Rwandan genocide were undertaken by one ethnic group with the aim of
obtaining economic advantage from the other group. The practice or the threat of violence
can be a “comparative advantage” in the moment of committing a crime, but it
demonstrates a lack of sophistication, considering that the same result can be obtained
through more elaborated and less socially rejected methods. As in the case of the legitimate
use of violence by the state, it can be used by certain criminal groups as a last resort in case
of stalemate. Its practice is more proper of traditional mafia groups, warlords, insurgents
or terrorists than of elite “white collar” criminals. However it is often the latter that finance
the former, the traditional criminals being usually the armed branch of the “white collars”,

as a complement.
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Since 9/11 there has been a tendency to include “terrorists” as organized criminals. In fact
this association has been useful to promote the reinforcement of the control of money
laundering through the mechanisms of the Financial Action Task Force (FATF) in the early
2000s. The UN convention against TOC excludes terrorists because they do not act with
the aim of obtaining profit, their goals being purely political. To finance their activities
they can recur to crime, but also to the diaspora or donations, as the cost of their operations
is usually low: in the tens of thousands US$ for the bomb attacks of Madrid (2004) or
London (2005), or the hundreds of thousands for the 9/11 attack. Their political message

is in contradiction with business: everyone should feel threatened, even the innocents.

According to Peter Andreas (2011), organized crime violence has two forms. The first one
IS an inherent attribute of illicit business transactions; and the second is an economic
motivator and/or enabler of the so-called "new wars". Regarding the first type, illicit market
transactions have more potential for violence than licit market transactions, because the
actors do not have recourse to law enforcement to protect them from competitors. Illicit
market has to rely on informal methods to resolve their disputes, punish those who prevent
their livelihood, and deter those who may be tempted to interfere. Nevertheless, actors in

the illicit global economy are defined more by stealth than by violence.

Although global criminals continue to use violence, white collar criminals have understood
the advantages of persuasion to dominate the will of the victim. In the context of the “risk
society” (Beck, 1992), marketing techniques, publicity or the media can be more efficient
to obtain a gain from a victim than to exert violence. In this sense, criminally-tainted
corporations may be interested to have an influence on the media to transmit their
messages. They may even try to control the most powerful communications means, which

is internet. In this vein, there has been much discussion about the figure of cybercrime. But

186



trying to blame credit card fraud or child pornography to the internet is as absurd as
blaming the sea for piracy, or the pavement for highway robbery. For this reason we will

not include cybercrime in the typology of crimes of this study.

Racketeering is a typical crime practiced by traditional criminal gangs, consisting in
threatening a victim with violence in order to obtain a benefit. It is also often practiced by
insurgents or terrorists to finance their activities. As we saw earlier, racketeering by
criminals is the equivalent of collecting taxes by governments. The difference is that in the
case of the state there is a social contract with the citizen, and that the government has an

obligation to provide social services and protection to the citizen in exchange.

According to Ellis & Shaw (2015), the transactions to secure the protection of illicit
activities by criminal enterprises fall into three categories in the figure below. The first type
of transactions in a market for protection consists in the use or threat of violence. Recruiting
people capable of exerting violence is an obvious way to ensure protection, particularly
when moving illegal goods through contested territory. The second set of transactions in
the market for protection is in facilitation and communication. A criminal entrepreneur
looking for protection can acquire services in this field. Corrupting state officials in order
to ensure the facilitation of illicit activities is a traditional way to secure protection. The
third set of transactions concerns legitimacy. Criminal entrepreneurs may seek legitimacy
for their activities through the provision of low-level social and economic support to
families and communities in order to ensure an ability to operate locally, up to political
party funding. An implication is that investigative journalism or civil society research may
increase the costs of political facilitation or communication by exposing the links to the

public.

187



Political party funding Senior politicians Military/police/intelligence

state actors
Rising
transaction
costs

FACILITATION/
COMMUNICATION

N
v

Local-level Low-level corruption Gangs,
community facilitating ‘underworld’ network
social & economic support activities of violence

Figure 14: The political economy of criminal enterprise and protection (source: Mark Shaw)

Sea Piracy is also part of the traditional type of TOC, given that it implies a ransom paid
in exchange of the life of the crew of the ship. Only in Somalia in 2008-2009, 133 ships
were hijacked which provided the pirates with revenue of US$ 80 million in ransoms,
despite of the surveillance of 27 warships of 16 countries, included the most powerful
alliances in the world. The pirates’ finances are managed by businessmen and “consultants”
located in Dubai and the shipping and insurance companies in London (UPI 2009). One
Earth Future (OEF) Foundation has conducted a large-scale study to quantify the cost of
piracy as part of its Oceans beyond Piracy project. Based on their calculations, maritime
piracy costs the international economy around US$ 7 to billion, per year (Bowden 2010).
The problem of piracy in Somalia started at the beginning of the civil war in the 1990s
when the state disappeared, as a “tax” imposed by local fishermen to the illegal fishing by
foreign ships. Only recently did these former fishermen and coast-guards connect with
white-collar criminals and secrecy jurisdictions to hijack bigger and more valuable ships
at much longer distances. This is a good example of how globalization, with its technology

(satellite phones and GPS) and constant search for profits at any cost, has connected local
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gangs in the worst of the failed states to the most sophisticated financial centres. According
to Ronen Palan (2009), the failed states have the comparative advantage of allowing the

practice of businesses as piracy.
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Figure 15: Locations of all reported piracy attacks (2000-2009) (IMB-1CC)
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Figure 16: Piracy incidents attributed to Somali pirates (2006-2009)

In the next section we will examine another type of traditional crime, consisting of illegal

trafficking.
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5.2 Illicit and Harmful Trade

In this section we will analyse some of the main types of illicit trafficking. The trade in
some of these goods is located in the unclear limit between legality and illegality, as is the

case of tobacco and arms.
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Figure 17: Main trafficking routes at global level (UNODC)
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5.2.1 Drug Trafficking

“No business in the world is so dynamic, so restlessly innovative, so loyal
to the pure free-market spirit as the global cocaine business.” - Roberto

Saviano.

Drug trafficking is a global illicit trade involving the cultivation, manufacture, distribution

and sale of substances which are subject to drug prohibition laws.

According to UNODC, around 450 tons of opium products are put in the market every year
in the world. Opium from Myanmar and the Lao People's Democratic Republic yields some
50 tons, while the rest, some 380 tons of heroin and morphine, is produced exclusively
from Afghan opium. Since the 1990s Afghanistan has become the main producer of opium
in the world, with the exception of the year 2001, when the Taliban government forbade

its cultivation.
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Figure 18: Global potential opium production 1998-2014 (UNODC)

According to UNODC (2010), the Balkan and northern routes are the main heroin
trafficking corridors linking Afghanistan to the huge markets of the Russian Federation
and Western Europe. The Balkan route goes through Iran (often via Pakistan), Turkey,
Greece and Bulgaria across South-East Europe to the Western European market, with an
annual market value of some $20 billion. The northern route runs through Tajikistan and
Kyrgyzstan to Kazakhstan and the Russian Federation. The size of that market is estimated

to total $13 billion per year.

193



ic - e ina
ic n
of Iran v —
akistan ]
= UTHEF
area & R AsiA
.
/
iopi . SOUTH-EAST
Y AslA
Malaysia \

EASTERN
\ “. EUROPE_

wesT
AFRICA

Colombia

Flows of heroin from/to countries or regions
Opiate trafficki ted by

souTH
W Opiate by production AMERICA
in

<+ +sep Balkan route
minninfe Northern route
—— Southern route

[ 1000 2,000km
[ w——}

Figure 19: Main global flows of opiates (UNODC)

In 2008, global heroin seizures reached a record level of 74 metric tons. In 2008, cocaine
was used by some 16 to 17 million people globally, similar to the number of opiate users.
North America had more than 40 per cent of global cocaine consumption (of a total of 470
tons), while the 27 European Union and four EFTA countries accounted for more than a
quarter of total consumption. These two regions account for more than 80 percent of the

total value of the global cocaine market, which was estimated at $88 billion in 2008.
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Figure 20: Main global trafficking flows of cocaine (UNODC)

For the North American market, cocaine is usually transported from Colombia to Mexico
or Central America by sea and then onwards by land to the United States and Canada.
Cocaine is trafficked to Europe mostly by sea, often in container shipments. Colombia
remains the main source of the cocaine found in Europe, but direct shipments from Peru

and Bolivia are more common than in the United States market (UNODC 2010)
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Figure 21: Cocaine base price per kilo in 2003 (Europol).

The estimated drug production in 2008 was the following (UNODC 2009c):

e Opiates (opium, morphine, and heroin): 7,700 T., the main producer being
Afghanistan.

e Cocaine: 845 T, mainly produced in Colombia, Peru and Bolivia.

e Cannabis: between 13,000 and 66,000 T. The estimates are much less accurate,
as this grass can grow anywhere in the world.

e Amphetamine Type Stimulants (ATS): Between 230 and 640 T of the
amphetamine type, and between 72 and 137 T of the ecstasy group. They can be
produced anywhere at a relatively low cost. Its production is the fastest growing

worldwide.

Drugs are not only a public health problem for the societies that consume them, but they

contribute to finance corrupt politicians, subversive and terrorist groups and other forms of
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crime. Drug trafficking groups have captured totally or partially the states of some

countries of production or transit as Afghanistan, Colombia, Mexico or Guinea-Bissau.

Another consideration is that the largest benefits in the business of drug trafficking are not
done in the countries of production or transit, but in those of consumption and in the fiscal
havens. However, the international repression is usually focused in the countries of
production and transit. This could indicate that elements of the financial and economic
elites in the rich countries could have a vested interest in the trafficking, but would manage

to direct the repression to the poorer countries.

In 2005 the United Nations Office on Drugs and Crime (UNODC) estimated the global
drugs market at US$ 322 billion, equivalent to the 30" GDP in the world and 75 percent of

the GDP of Sub-Saharan Africa.

Number of people who inject drugs
aged 15-84 years : 11-21 million persors

Number of "problem drug users®
aged 15-64 years | 158-38 million persors f‘

Numker of pecple who have used drugs
at keast once in the past year agsd |
1564 y=ars : 172-250 million persons | |

Tedal rumber of people aged 15-64 years
in 2007 : 4,242 million persare

Figure 22: Prevalence of the use of drugs in the world population (World Drug Report 2009)
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1998 12.9 million 13.4 million 147 4 million
2008 17.35 million 17 million 160 million
% Increase 34.5% 27% 8.5%

Figure 23: Estimates of annual drug consumption 1998-2008 (United Nations)
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Figure 24: Percentage of cocaine consumption in Europe in 2007-2008 (UNODC).
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Figure 25: Global heroin consumption in 2008 (UNODC)

30 percent of the HIV transmissions outside Sub-Saharan Africa are due to the use of

syringes to inject drugs (HRW 2009).

The international treaties to deal with the issue are numerous, but the individual states
should do a better effort to adapt their legislations accordingly, and especially to implement

them adequately.

The effort against international drug trafficking is one of the eldest efforts of the
international community to fight against transnational organized crime, as it started in 1909
with the Final Resolutions of the International Opium Commission in Shanghai. Since this
first meeting, the international community preferred to treat the problem of drug trafficking

from the interdiction angle rather than from the public health one.

The present regime of drug control is under the responsibility of the United Nations. This
regime consists of three Conventions that complement each other. The first two
Conventions focus in the codification of measures to control the access to drugs of medical
usage, and prevent their diversion to illicit channels. They also include general provisions
on illicit trafficking in and abuse of drugs. They have been signed by 184 states. These
agreements are: the Single Convention on Narcotic Drugs of 1961, the Convention on
Psychotropic Substances of 1971, and the Convention against Illicit Traffic in Narcotic

Drugs and Psychotropic Substances of 1988.

The ability of developed countries to reduce the production and trade in drugs is not always
very clear. For example, the US Plan Colombia has not reduced significantly the production
of coca leave in Colombia, and much less the trafficking of cocaine worldwide, in spite of

the wide-spread human rights abuses, and the environmental damage caused. In
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Afghanistan the production of opium has never been higher than under the western military
occupation. In fact, there has been strong suspicions of the involvement of high government
officials in the business, including close relatives of the Presidency of Afghanistan. The
real intentions behind the famous War against drugs initiated by US President Nixon in
1971 are not always very clear. Situations as the exchange of weapons for drugs in the Iran-
Contra affair in the 1980s could shed some light at how western intelligence services
operating in the shadow can use the revenues of illegal trafficking to finance their

clandestine activities.

Another interesting case of prohibition is that of marijuana, a mild drug according to the
Lancet. In the US in the 1920s alcohol prohibition was introduced as a harm-reduction
measure, but public demand for it did not reduce, which fuelled a massive rise in bootleg
alcohol that encouraged the rise of the mafia. To combat this, the US government set up a
famous army of enforcers, under the command of Harry Anslinger, which became known
as “The Untouchables”. However, when public disquiet caused by alcohol prohibition led
to its repeal, Anslinger saw his position in danger. To enable him to keep his army of drug
enforcers, he created a new drug threat: cannabis, which he called marijuana to make it
sound more exotic. Working with newspaper magnate William Randolph Hearst, he
created hysteria around the impact of cannabis on USA youth and proclaimed an invasion
of marijuana-smoking Mexican men assaulting white women, which led to the drug being
banned. The US then imposed its anti-cannabis stance on other western countries and this
finally was extended the rest of the world through the first UN convention on narcotic drugs

in 1961.

The Global Commission on Drug Policy is an NGO with the purpose to bring to the

international level the discussion about humane and effective ways to reduce the harm
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caused by drugs to people and societies. It builds on the successful experience of the Latin
American Commission on Drugs and Democracy. The panel includes former UN Secretary
General Kofi Annan, the former leaders of Mexico, Colombia and Brazil, and the
entrepreneur Richard Branson. Persuaded that the association between drug trade, violence
and corruption was a threat to democracy in Latin America, the Commission reviewed the
current ‘war on drugs’ policies and opened a public debate about an issue that tends to be
surrounded by fear and misinformation. Its goals were: to review the basic assumption,
effectiveness and consequences of the 'war on drugs' approach; to evaluate the risks and
benefits of different national responses to the drug problem; and to develop actionable,
evidence-based recommendations for constructive legal and drug policy reform. They
concluded that the global war on drugs had failed, with devastating consequences for
individuals and societies around the world. They consider that fifty years after the initiation
of the UN Single Convention on Narcotic Drugs, and 40 years after President Nixon
launched the US government’s war on drugs, fundamental reforms in national and global
drug control policies are urgently needed. They think that the vast expenditures on
criminalization and repression directed at producers, traffickers and consumers of illegal
drugs “have clearly failed to effectively curtail supply or consumption”. They also think
that the apparent victories in eliminating one source or trafficking organization are negated
almost instantly by the emergence of other sources and traffickers. Furthermore, repressive
efforts directed at consumers impede public health measures to reduce HIV/AIDS,
overdose fatalities and other harmful consequences of drug use. Government expenditures
on futile supply reduction strategies and incarceration displace more cost-effective and
evidence-based investments in demand and harm reduction. One good example of these
misguided policies can be seen in the discrepancies between levels of control and levels of

harm. For example, alcohol and tobacco are considered by medical research as more
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harmful than cannabis or ecstasy, however the latter are forbidden, while the former are
not. This is a clear evidence of the higher power to influence norms by the alcohol and
tobacco industries, which have avoided strong prohibition regimes against their products,

in spite of the social harm they cause.

In & report published by The Lancet in 2007, a team of INDEPENDENT EXPERT
scientists™ attempted to rank a range of psychoactive
drugs accordi actual and potential harms they ASSESSMENTS OF RISK

could cause t The graph at right summarnzes
their findings ontrasts them with the seriousness
with which the drugs are treated within the global
drug control system.

While these are crude assessments, they clearly

show that the categories of seriousness ascribed to
varous substances in international treaties need to be Barbiturates

reviewed in the light of current soentific knowledge. ]
Alcohol

UN CLASSIFICATION
Most Dangerous
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Figure 26: discrepancies between levels of control and levels of harm of drugs (GCDP)

Not all drugs are forbidden by law. The World Lung Foundation estimates that tobacco
killed around 6 million persons in 2011, mainly from cancer, heart disease and emphysema,
and costs the global economy US$ 500 billion yearly in direct medical care, loss of
productivity and environmental damage. Due to the growing conscience of the damage
caused by the tobacco industry in the developed countries, the business has been re-

oriented towards developing countries, where the controls are weaker (Shafey et al. 2009).
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The WHO Framework Convention on Tobacco Control entered in force in 2005, has been
signed by 168 countries and seeks "to protect present and future generations from the
devastating health, social, environmental and economic consequences of tobacco
consumption and exposure to tobacco smoke™ by enacting a set of universal standards
stating the dangers of tobacco and limiting its use in all forms worldwide. The health
damage caused by smoking was well known since the 1950s, however the tobacco industry
lobby managed to delay the signature of an international treaty to control it until 2003. An
interesting example of the determination of this industry is the fact that Margaret Thatcher

was hired as a consultant for Phillip Morris since 1992 for a fee of US$ 500,000 yearly.

5.2.1.1Comments

An interesting detail of the drug trade is how the prices of cocaine and heroin grow more
than 200 times from the producer to the consumer. It is the prohibition of these products,
decided by governments and international organizations, which has caused the increase of
their value in such disproportionate manner. The main power of drugs traffickers is
therefore financial, as the production is not so well rewarded. It is these disproportionate
profits that have put the trafficking of illicit drugs in the hands of dangerous criminals who
are capable and ready to kill people or destabilize fragile states to obtain their objectives.
It is through their huge profits that drug traffickers can buy protection, either directly from
the state, from insurgents, or through their own “sicarios”. In fact, as we can see in the
study of The Lancet, products like alcohol, a harmful drug, may cause public health
problems in some countries, but not criminal and political ones, as is the case with the
trafficking of cocaine and heroin. Powerful states and corporations, as well as international

organizations are guiding the perceptions and the identities of the different drugs. What is
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not clear is the reason why they have decided to establish and maintain these prohibitions,
although the measures have proved not to be efficient in the reduction of the social harm
caused by drugs. Some politicians may be involved themselves in the trafficking, or may
allow their security services to get involved in order to finance “black operations”.
Maintaining the prohibitions may also be a way to influence resource-rich developing
countries through “disaster capitalism” methods (Naomi Klein, 2007). It could also be a
way to maintain the cohesion of national political constituencies around ideologies that
condemn the loss of self-control through drugs, or a way to maintain the control over the
populations through “disciplinary neoliberalism” (Gill, 2008). There could also be a vested
interest from law-enforcement agencies to maintain the threat of drug trafficking to justify

political influence and bloated budgets (VVan Duyne).

The international organizations, although they may have some influence by acting as the
secretariat of the different treaties, in fact have to follow the agendas set by the most
powerful governments. They may be tempted to change the focus of the problem, as WHO
would like to do by framing the problem of drug trafficking as a public health/ welfare
issue rather than a security one, but, for the moment, the agendas of the western hegemons

still prevail.
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Figure 27: Prices of cocaine and heroin from production to retail (source: European
Communities, 2009)

5.2.2Production and trafficking of counterfeit

medicines

The World Health Organization defines a counterfeit medicine as “one which is
deliberately and fraudulently mislabelled with respect to identity and/or source.
Counterfeiting can apply to both branded and generic products and counterfeit products
may include products with the correct ingredients or with the wrong ingredients, without

active ingredients, with insufficient active ingredients or with fake packaging”

It is estimated that 50 percent of all medicines consumed in Africa are falsified. This
represents an enormous weight to a society already fragile. According to Loretta

Napoleoni, the falsified medicines kill half a million persons per year (2008). Although it
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is difficult to have accurate evaluations, the World Health Organization considers that the
global revenues of the trafficking of falsified medicines in 2003 could be higher than 32

billion US$ (WHO 2003b).

The WHO estimates that the proportion of falsified medicines sold through internet could
reach one percent of those sold in developed countries, 20 percent of those sold in countries
in transition, and between 30 and 50 percent in developing countries. Until 2007 the WHO
had registered 1513 cases of falsified medicines. But we should take into account that each
registered case implies the production of a complete lot, and that in developing countries

the systems of detection and information are weak.

A direct and serious consequence of the trafficking of falsified medicines with low content
in active component is that they provoke the development of strains of diseases immune to

medicines.
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Figure 28: Percentage of chloroquine pill that did not pass the strength test in some countries,
2003 (WHO)
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5.2.2.1Comments

Although not a famous field in the organized crime business, counterfeit medicine does
cause serious, widespread and long-lasting harm to the health of human beings, especially

in the developing world. This crime is therefore related to the welfare power in its effects.

However, as in the case of drugs with prohibition, it is the artificial barrier created by the
high prices of medicines, as a consequence of the abusive patent rights imposed by the
West, which encourages the illicit trafficking. When the intellectual property international
regime will allow the easy production of generic medicines, the affordable prices of

medicines will not promote the production and trade of counterfeit medicines.

According to MSF, the most effective and sustainable way to bring down the price of a
drug is through competition between different manufacturers. But if a medicine is under
patent and the patent owner is not willing to allow competition, the impact on a drug’s
price is striking. The drugs to treat HIVV/AIDS provide a good illustration of how patents
allow manufacturers to keep the price of medicines high, and how competition brings those
prices down. In 2000, the cost of the antiretroviral treatment to people living with
HIV/AIDS was more than US$ 10,000 per person, when they were only available from the
drug companies that held the patents. With the onset of competition among multiple
producers, they plummeted to less than $70 today. At this price, even in developing

countries, the counterfeiting of medicines does not pay.
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5.2.3 Production and illegal/illicit trade of arms

“Show me who makes a profit from war, and I'll show you how to stop the war. ” -

Henry Ford.

According to the NGO Small Arms Survey (SAS), the illicit trade in small arms and light
weapons happens everywhere but is concentrated in areas affected by armed conflict and
organized crime, where the demand for illicit weapons is higher. Arms trafficking fuels
civil wars and regional conflicts; stocks the arsenals of terrorists, drug cartels, and other
armed groups; and contributes to violent crime. Publicly available data suggests that the
multi-ton, inter-continental shipments organized by the ‘merchants of death’ account for
only a small fraction of illicit transfers. Among the most important forms of illicit
trafficking is the ‘ant trade’ - numerous shipments of small numbers of weapons that, over
time, result in the accumulation of large numbers of illicit weapons. Data analysed in the
Small Arms Survey 2013 indicates that thousands of firearms seized in Mexico can be
traced to the United States annually. These weapons are often purchased from gun shops
in small numbers and then smuggled over the border. While individual transactions occur

on a small scale, the total sum of the weapons trafficked into Mexico is large.

SAS say that while most arms trafficking appears to be conducted by privates, certain
governments take part in the illicit trade by arming proxy groups involved in rebellions
against rival governments or other non-state armed groups. These types of transfers, which
are prevalent in Africa and other regions where armed conflict is common, are often
conducted in contravention of UN arms embargoes and can destabilize neighbouring

countries.
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Peter Andreas (2011) says that in the dark world of covert operations, the distinction
between state actors and non-state illicit actors can be unclear. A "non-state actor" engaged
in smuggling “may be a former intelligence agent or an active informant on the government
payroll. State actors may subcontract out covert tasks to private third parties for a number
of reasons, including maximizing plausible deniability”. The arms trade has long been
considered the sector of the illicit global economy in which state and non-state actors and

networks are most closely intertwined.

According to Paul Collier, the opportunity can have more influence than the political cause
itself in the moment of the starting a rebellion: “where a rebellion is financially and
militarily feasible it will occur” (Collier, 2008). Conversely, elites within government may
initiate or maintain a violent conflict to suppress the opposition or for economic gain (Keen,
2012). This way, oligarchies can counter the legitimate “grievances” of populations in the
“protracted social conflicts” (Azar, 1990; Ramsbotham 2011). The fact is that arms
traffickers will make sure that the elites of insurgent movements and governments have the
weapons available in case they want to use them. The only condition is to have the money
to pay for them. As we see, in violent situations, it is always the powerful (from the
government, rebel or TOC camp) that have the upper hand, at the expense of the needs and
grievances of the weak, who are nevertheless lured into the conflict. In fact, following
Duffield (2001), the security interventions are just a way to maintain the unequal and unfair

global political economy imposed by the TCCs of the rich and poor countries alike.

According to the International Peace Bureau, the global military expenses reached US$ 1.4

trillion in 2008. Of those, 90 billion are expenses in nuclear weapons.

According to Transparency International 50 percent of all the complaints for bribery are

related with transfers in the field of defence. Bribery is considered an integral part of the
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arms transactions, in which “commissions” amount between 10 and 50 percent of the value
of the real transaction (Hensirksson 2007). According to John Githongo, former Permanent
Secretary for Governance in Kenya, “the defence sector is the last refuge of grand

corruption” (Oxfam 2008)

George Robertson, former NATO Secretary General, declared that “many of the arms
contracts are very substantive, and are negotiated behind a veil of secrecy, with generous
margins, and with much room for brown envelopes”. South Africa has paid around US$
530 million yearly until 2012 for an arms contract that led to sentences for corruption. On
the other hand, US$ 425 million yearly would be sufficient to provide drinking water for

all its inhabitants (Oxfam 2008).

The trafficking of firearms is very different from most of the other trafficking because the
weapons are durable goods. As a consequence, the number of small arms acquired every
year is only one percent of those in circulation and probably this happens in the “licit” as

well as the “illicit” sides of the market.

Pope Francis said in front of the US Congress in 2015: “why are deadly weapons being
sold to those who plan to inflict untold suffering on individuals in society. Sadly, as we all
know, it’s simply for money: money that is drenched in blood, often innocent blood. In the
face of this shameful and culpable silence, it is our duty to confront the problem and to stop

the arms trade.”

Transparency International started in 2012 an index of Anti-Corruption for the Defence
Companies. According to TI, corruption in defence is “dangerous, divisive and wasteful.
It puts international security at risk; it can lead to regional arms races to satisfy the greed
of intermediaries; and billions can be wasted in dishonest arms deals.” The report analyses

what defence companies do and fail to do to prevent corruption. The 129 companies
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analysed in the study are the largest from the six main arms exporting countries, plus the
largest companies from another twenty-five countries. These companies account for over
US$ 500 billion of global defence revenue. The companies are punctuated on 34 questions
about the ethics and anti-corruption systems that they have in place. The information used
to compile the Index comes from what companies disclose publicly on their websites about
their anti-corruption systems. Two thirds of defence companies do not provide adequate
levels of transparency. Almost half provide very little evidence of having even basic
systems in place to prevent corruption. The results are presented in the figures below. Band
A or B mean plentiful or good evidence that basic ethics and compliance systems and
processes exist. Bands E and F indicate that there is only poor or no evidence of anti-

corruption processes.
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Figure 29: Defence Companies Anti-Corruption Index 2012 (TI1-UK)
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The long awaited UN Arms Trade Treaty (ATT) was finally adopted in 2013. It regulates
the international trade in conventional weapons and entered into force in 2014. It had been
promoted strongly by civil society organizations since the 1990s. Seventy seven states have
ratified the treaty, and another fifty five have signed it but not ratified it. The ATT intends
to regulate the international trade of conventional weapons in order to contribute to peace,
reducing human suffering, and promoting co-operation, transparency and responsible
action by and among states. The treaty obligates member states to monitor arms exports
and ensure that weapons don't cross existing arms embargoes or end up being used for
human-rights abuses, including terrorism. The Arms Trade Treaty does three things. It
establishes common international standards for the trade in conventional weapons that
states must incorporate into their national systems; it provides oversight for global arms
sales by enhancing the transparency of a traditionally foggy trade; and it creates an
environment of accountability, where states are responsible for ensuring that their arms

sales meet global standards and norms.

Every year approximately 330,000 persons in the world die by direct effect of conventional
weapons, and many more die, are wounded, suffer abuse, or are displaced by force as a
result of armed violence (Amnesty International 2006). According to WHO 1.6 million
persons die of violent death globally (the majority committing suicide, though). According
to FAO, armed conflicts are the major cause of food emergencies, which represented 35

percent of all emergencies between 1992 and 2003.

Some governments give excessive importance to the production of arms. For example, in
the United Kingdom the companies linked to the export of weapons are only 0.3 percent
of the total, they represent 3 percent of all exports, but the official credits to export weapons

consist of 25 percent of the total, and the government budget for research and development
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(R&D) in the arms field is 55 percent of the total (CAAT 2011). This is a clear case of the
security structures having excessive influence over the financial, and the ideational base.
This is probably due to the fact that, after the overall privatization of most of the industries
in the developed countries, the strategic sector of arms production is one of the few still
controlled or financed by the state. Unfortunately this contributes to the
legal/illicit/illegitimate transfer of weapons to developing countries, and the consequent
proliferation of violent conflicts. It was symptomatic that the British Prime Minister was
accompanied by representatives of the main arms manufacturers of weapons during his

tour in the Middle East in the midst of the Arab Revolt in early 2011.

2000+
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1000

500+

Military expenditure (constant US$ billion)

Figure 30: World Military Expenditure 1988-2014 (SIPRI)

We will now look at some more sinister, stereotypical, weapons traffickers:

Viktor Bout, international arms trafficker and war profiteer managed an air cargo company
specialized in the transportation of weapons to conflict areas. He controlled the largest fleet
of Antonov planes, with the capacity to transport tanks and other heavy equipment to
difficult terrains. He has fed some of the most lethal conflicts clandestinely transporting
weapons to rebel groups, but also dealing with flowers, diamonds, hard wood and other

valuable resources. His zone of operations included Afghanistan, Angola, Congo, Liberia,
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Pakistan, the Philippines, Rwanda, Sierra Leone and Sudan. He lived in Moscow and
operated his fleets from the United Arab Emirates (UNODC). It is very likely that the USA
and the UK have used Bout’s transportation services to dangerous areas of Iraq. Bout’s
services were not always illegal: his companies performed innumerable transports for the
United Nations to the same areas where he had previously delivered arms that fed conflicts
and humanitarian crisis. He transported Belgian blue helmets to Somalia, French troops to
Rwanda, and delivered aid for the World Food Programme. Viktor Bout could operate with
impunity thanks to his numerous passports, his different identities and wide support from
the powerful. A series of reports from the UN Security Council cited Bout and his
operations. The Belgian authorities issued an arrest warrant in 2002 under the accusation
of “money laundering and criminal conspiracy” and his name passed to a search list of
Interpol. In March 2008, Bout was finally detained in Bangkok, while trying to sell
weapons to US investigators impersonating as Colombian FARC members. In spite of

Russian government pressures, he was finally extradited to the USA.

Another famous trafficker was Leonid Minin, who was detained in 2000 and prosecuted
for arms trafficking and violations of UN sanctions against Liberia. According to UNODC,
in 1999 Minin shipped 68 tons of small arms into Burkina Faso, ultimately bound for
Liberia, at that time under embargo. The Ukrainian government issued an export license
based on an end user certificate allegedly issued by the Burkina Faso authorities. According
to the contract, the Burkina Faso Ministry of Defence had authorized an offshore Gibraltar-
based company called “Chartered Engineering and Technical Services” to act as
intermediary. Upon delivery in Burkina Faso, the arms were shipped onwards in a BAC-
111 aircraft with an operating certificate from the Cayman Islands. The company that
owned the aircraft, LIMAD, was registered in Monaco and belonged to Minin. Minin was

also involved in the Liberian timber trade. In 2000, Minin coordinated the delivery of 113
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tons of small arms to West Africa from Ukraine, including 10,000 AK-47 assault rifles. He
chartered a company owned by an associate, Aviatrend, to transport small arms to Cote
d’Ivoire, also under embargo. He was arrested later that year in Italy for possession of

cocaine.

Monzer al-Kassar, the “Prince of Marbella”, was involved in various crimes, including the
hijacking of the Achille Lauro and the Iran-Contra scandal. In 2008 he was detained when
negotiating with false members of the FARC and prosecuted in the USA. He was sentenced

to 30 years in prison.

The dissolution of the Soviet Union left many countries with an unsolicited heritage: great
stocks of old arms and ammunitions, but still functional. Ukraine was the most affected, as
most of the stocks were located in the western part of the Soviet Union. It inherited around
30 percent of the Soviet military-industrial complex. The country is estimated to have
around seven million small arms. In absolute terms, the Ukraine is the third country in
accumulation of arms in the world, after China and the Russian Federation, but it is the
first country regarding the availability of arms per active soldier. These enormous stocks
of weapons represent a great risk, as proved by the numerous reports of transfers of arms
to states under sanctions or part of regional conflicts, particularly in Africa. It could also

contribute to explain the civil war happening in that country.
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Figure 31: Firearms per active duty military (UNODC)
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Figure 32: Civilian firearms ownership in 2006 or latest year available (UNODC)

Another important spot of illicit trafficking of weapons in this moment is the border

between the USA and Mexico. The low cost of arms in the USA, the ease to acquire them

and pass them through the border, and the high demand by drug trafficking gangs in Mexico

generates a trade of some 20,000 arms per year, with a value of US$ 20 million. Unlike the

Ukrainian market, this trade is managed by a great number of small traffickers.
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Figure 33: Number of firearms in civilian property in selected countries (millions, UNODC)

The Palermo Convention against Organized Crime is supplemented by a Protocol against
the Illicit Manufacturing and Trafficking in Firearms, Their Parts and Components and

Ammunition, but its provisions are not binding.

Another worrying activity is the black market of nuclear materials and technology. The
former director of the Pakistani nuclear programme, Abdul Qadeer Khan, had helped
Libya, Iran and North Korea to develop nuclear weapons. We can see that once a
technology is discovered, it is very difficult to control the spread of its knowledge. Only
the common ideals of humanity (for idealists) or the self-interest of the state (for realists)

can avoid that these technologies are made available for eventual use.

According to SIPRI, the volume of arms transfers has increased by 22 percent in the period
2000-2004 and 2005-2009. The main providers of weapons in 2005-2009 were the USA,
the Russian Federation, Germany, France and the UK. The main buyers were China, India,
South Korea, the UAE and Greece (Hotom 2009). Greece has only recently announced a

reduction in its enormous arms purchasing budget amid the extremely serious economic
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crisis. The sales of weapons of the 100 main manufacturing companies in 2008 increased

by US$ 39 million to reach US$ 385 million (Jackson 2008).

Rank Country/US$ billion

1 USA 711
2 China 143
3 Russia 719
4 UK 62.7
5 France 62.5
Subtotal 1,051
6 Japan 59.3
7 Saudi Arabia 48.5
8 India 46.8
9 Germany 46.7
10 Brazil 35.4
Subtotal 1,288
11 lHaly 34.5
12  South Korea 30.8
13 Australia 26.7
14  Canada 247
15 Turkey 17.9
Subtotal 1,422
World 1,735

Figure 34: Countries with the highest military expenditure in 2011 (SIPRI 2012)

In his farewell speech from the US Presidency in 1961, Dwight Eisenhower warned against
the undue influence of the “military-industrial complex” in society. This is a clear evidence
of the structural power of the weapons industry, that seems to be stronger than that the US
President himself. Cui bono? Clearly the main beneficiaries of this state of affairs is the
weapons industry, its investors who make huge profits, and the members of the security

apparatus that promote their own careers.

BAE Systems is the largest defence company in Europe. CAAT (Campaign Against Arms
Trade) is a small British NGO. Between 1995 and 2004 CAAT was infiltrated by BAE
agents. One of these agents reached the position of Campaigns Coordinator at CAAT. The
monthly cost of the surveillance programme was higher than the annual budget of the NGO
itself. This is an interesting case of a private actor in the security sector trying to influence
the agenda of the civil society using a private intelligence agency. None of the actors was

a state representative.
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According to a report by Amnesty International, in the five years preceding the Arab
countries’ revolts of 2011, at least 20 governments - including Italy, the United Kingdom,
France, Serbia, Switzerland and South Korea - sold more than $2.4 billion in small arms,
tear gas, armoured vehicles and other security equipment to the five countries that have
combated violently popular uprisings in their territory: Bahrain, Egypt, Libya, Syria, and

Yemen.

5.2.3.1 Comments

The arms trade affects most aspects of structural power. The arms are produced in
industrialized countries, and their industries are heavily subsidized and protected by their
governments. The corporations that produce them are deeply embedded with the
governments. The trade in arms are also heavily supported by the governments. The
national security background of these industries stimulates an atmosphere of secrecy and,
ultimately, of corruption. This gives room to the opacity of the arms markets, which are in

the borderline between illicit and illegal.

The arms trafficking affects the welfare of human society, as it threatens their security, but
also their livelihoods, through physical destruction of infrastructures, as well as through

the degradation of the governance structures.

The Arms Trade Treaty only entered into force in 2014, and, like many other treaties of the

kind, is a minimum common denominator of the intentions of the powerful governments.

This trade however, has not been affected more than other illicit trades by technological

change, as the industry has not benefited from important advances since WWILI.
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Although civil society has heavily engaged in the promotion of the treaty, its influence in

the control of arms trade is not very strong.

The values of arms producers and traders are very much in line with realist values, as they
think that problems can be resolved unilaterally by force. They try to convince society that
arms are needed to defend itself from “the other”, while liberals try to promote international
treaties (but support continuing to trade for profit). Critics would like to see the whole
industry and trade of weapons reduced to a minimum, and dedicate the saved money to

welfare.

At present, there is still a general understanding that the arms production and trade is licit
as long as it is controlled by the governments and coordinated by the international
institutions, while only the “black market” is illegal. But even in this last case, we have
seen how government officials use the opacity of the whole industry to distribute arms
illegally (e.g.: Iran/Contra scandal). We have also seen that what is legal on one side of the
border can be illegal on the other one (e.g.: small arms purchases by Mexican narcos in the

USA).

5.2.4 Trafficking in natural resources

“It took Britain half the resources of the planet to achieve its prosperity; how
many planets will a country like India require? "—Mahatma Gandhi, when asked

if, after independence, India would attain British standards of living.

Although the trafficking in natural resources causes serious harm to the environment, the
modus operandi of the criminals and the type of markets are similar to the trafficking of

other goods like drugs and arms. We will therefore include it in the chapter on “traditional
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TOC” and not on that of “environmental crime”, which will deal with more serious

structural harms as climate change.

According to Michael Klare (2012), “the world is facing an unprecedented crisis of
resource depletion—a crisis that encompasses shortages of oil and coal, copper and cobalt,
water and arable land. With all of the Earth’s accessible areas already being exploited, the
desperate hunt for supplies has now reached the final frontiers”. With resource extraction
becoming more difficult, the risks for the environment are becoming increasingly severe—
and the intense search for dwindling supplies can ignite new conflicts and territorial

disputes.

The United Nations Environment Programme (UNEP) has found that over the last 60 years,
at least 40 percent of all internal conflicts have been linked to the exploitation of natural
resources, whether high-value resources such as timber, diamonds, gold and oil, or scarce
resources such as fertile land and water. Conflicts involving natural resources have also

been found to be twice more likely to relapse than other types of conflict.

Given the heavy involvement of criminal organizations in the trafficking of resources
during war to finance military activities, we can say that any trafficked resource is

potentially a Conflict Resource.

The United Nations has not yet given an official definition of Conflict Resources.
Organizations like Global Witness have advocated for the UN to issue one. We will use for
this study the definition suggested by UNEP (2009: 6): “Conflict resources could be
defined as natural resources whose systematic exploitation and trade in a context of
conflict contribute to, benefit from or result in the commission of serious violations of
human rights, violations of international humanitarian law, or violations amounting to

crimes under international law.”
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According to the Global Initiative Against Transnational Organized Crime (2014), natural
resource trafficking is one of the most damaging, high profile and economically significant
fields of global criminal activity — second only to drug trafficking — and is pushing the
planet to the point of eco-system collapse. Many crimes are still beyond our capacity to
assess, but to highlight a few pertinent statistics: the global value of wildlife trade is
estimated at US$19 billion and with a single rhinoceros horn netting US$260,000 for
criminal groups. The value of illegal fishing is estimated with US$23 Billion per year, and
is forecasted to cause a complete collapse of the world’s fish stocks in 2050. Deforestation
in the Amazon region has increased up to 103 percent in 2012-2013, with estimated profits

of US$100 Billion for the illegal timber industry worldwide.

Next is an example of a network of trafficking in wildlife:
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hunter

Criminal group

Local
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Figure 35: Analysis of a market and supply chain for a wildlife product (source: Shaw and Kemp,
2012)
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Figure 36: Major natural resources trafficking (GRID-Arendal 2012)

Competition for natural resources is one of the root causes of war. Important mining and
resources companies, including TNCs as Exxon Mobil, Anglo American or De Beers,
sometimes turn to violence in order to protect corporate interests. There are many actors in
the connection between natural resources and conflict, including resource traders,
smugglers, corrupt civil servants, arms traffickers, carriers and mercenary companies. The
increasing lack of resources, due to the rise of world population, the spread of unsustainable

consumption, and the exhaustion of sources, are intensifying the conflict. NGOs,
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investigative journalists, and UN experts have condemned some of the actors of these
illegal networks and have named and shamed the governments that host them both in the

North and the South of the planet.

Organised crime is fuelling conflicts and degrading the environment when trafficking with
high value natural resources: diamonds in Liberia, precious metals (essential for the
electronics industry) in Congo, illegal fishing in the coast of Africa, hard woods in
Indonesia, caviar in the Caspian Sea or exotic endangered animal species. Indigenous
populations are usually the traffickers’ main victims. Although some progress has been
made in this field, as is the case of the Kimberley Process, the international community

should develop specific legislation and systems to control this phenomenon.

In a recent report, Reporters without Borders (RSF 2009) highlighted the specific danger

to which journalists are exposed when denouncing environmental crimes.

The Extractive Industries Transparency Initiative (EITI) is a programme aiming to raise
transparency in private industries’ payments to governments and entities linked to
governments, in order to increase transparency on revenues received by the countries where
these industries are established. It is a global coalition of governments, companies and civil
society working together to improve openness and accountable management of revenues
from natural resources. As of 2015, 31 countries meet the requirements and it covers a
revenue of US$ one trillion. These multi-stakeholder regimes promoting transparency are
very useful and laudable, but having a voluntary character, no sanctions and a heavy
participation of extremely powerful industrial actors, its efficiency is not always very
credible. However, with time, the spread of voluntary schemes of this kind is affecting the

way business is done in a positive way.
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Publish What You Pay (PWYP) is a global coalition of civil society organizations that helps
citizens in resource-rich developing countries to make their governments accountable for
the management of oil, gas and mining revenues. Natural resources are an important source
of revenue for the government finances in more than 50 countries. If these resources are
managed adequately, they can reduce poverty, support economic growth and development,

and not aggravate corruption, conflict and social division.

These countries suffer of “Resource Curse”: 2/3 of the world poor population lives in
countries rich in natural resources. Half the oil producing countries belonging to OPEC are
poorer today than 30 years ago. In Africa, countries with no resources grow four times
faster than those rich in abundant raw materials (FRIDE 2008). However, the resource
curse is not inevitable. Some countries with transparent and cautious management have

benefited from their abundance of resources (IMF 2007).

The IMF has published Guidelines on Resource Revenue Transparency, in which it
recommends measures relating to the Transparency of Roles and Responsibilities, Open

Budget Process, Public Availability of Information, Financial Risks, and Assurances of
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Integrity. The IMF classifies countries as rich in hydrocarbons and/or mineral resources on
the basis of the following criteria: (i) an average share of hydrocarbon and/or mineral fiscal
revenues in total fiscal revenue of at least 25 percent during the period 2000-2005 or (ii)
an average share of hydrocarbon and/or mineral export proceeds in total export proceeds

of at least 25 percent during the period 2000-2005.

The Natural Resource Charter is a global initiative to assist governments and societies of
countries rich in non-renewable natural resources to effectively govern those resources in
a way that generates economic growth, promotes the welfare of the population and is
environmentally sustainable. The Charter is made up of 12 best practice principles, which
cover the sequence of choices faced by governments in relation to resource extraction.
These range from how to create the right environment for responsible investment, to fiscal
terms, contracts, institutions and regulations, to macroeconomic management and
strategies for sustainable development. The document was initially written by a group of
leading experts on natural resource governance including Paul Collier, and received input
from a range of stakeholders during a 12 month public consultation prior to the launch of

the Charter in 2010.

According to Naim, increasing the level of transparency within multinational oil companies
is the best option to avoid the resources curse. Publishing their transactions is the only way

to control the honesty of the leaders of countries exporting raw materials (Naim 2009).

According to Global Witness, the Angolan government’s weak controls on diamonds
export licences allowed UNITA to sell diamonds through governmental channels,
providing considerable revenues for intermediaries and employees that facilitated the
laundering process. In these “aggressive-symbiotic” relations, the opposing sides may have

some interests in extending the military stalemate, which allows them to maintain certain
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economic benefits, threatened by a military victory and its consequent peace (Le Billon
2001b) a multibillionaire mineral trade. Armed groups generate about 144 million USD per
year by trafficking with minerals containing tin, tantalite, tungsten and gold. These funds
allow the armed groups to buy arms and continue their violent campaign of brutal violence
against the civilian population, with some of the worst abuses committed in the mining
areas. These materials eventually are incorporated in the manufacturing of consumer
electronic devices, like smart phones and computers. Because of the lack of transparency
in the minerals supply chain, consumers continue to indirectly finance armed groups, which
commit regular atrocities and mass rapes. In 2007 Enough!/ Started a campaign to
encourage consumers to demand from the electronic industry to control the criminal origin
of the minerals they use. An interesting video has been published of the dialogue between
a Mac and a PC on their contents in “blood minerals”. The case of the DRC mineral wars

will be studied in more depth later in this work.

Several initiatives are in course to control the perverse effects of the conflict minerals. In
2010 the USA Congress included as Section 1502 of the Dodd—Frank Wall Street Reform
and Consumer Protection Act a provision for U.S. and foreign companies to report and
publicize the use of “conflict minerals” from the DRC and adjoining countries in their
products. More or less at the same time, the OECD issued its Due Diligence Guidance for
Responsible Supply Chains of Minerals from Conflict-Affected and High-Risk Areas. The
European Parliament voted in 2015 a law to promote more responsible and transparent
mineral sourcing. But it will still have to negotiate with the EU Council and the European
Commission on the final text of the law, which is not binding for the industry in any case.
All these measures let us guess that the scourge of the conflict minerals could be starting

to be taken seriously by the global political and business communities.
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According to Christian Nellemann (2014), the opportunities that ecosystems provide for
future development are threatened by serious and increasingly sophisticated transnational
organized environmental crime, undermining development goals and good governance.
Transnational organized environmental crime may include illegal logging, poaching and
trafficking of a wide range of animals, illegal fisheries, illegal mining and dumping of toxic
waste. Combined estimates from the OECD, UNODC, UNEP and INTERPOL place the
monetary value of transnational organized environmental crime between US$ 70-213
billion annually. This compares to a global ODA of US$ 135 billion. The scale and nature
of the challenge has been recognized in decisions of the Convention on International Trade
in Endangered Species of Wild Fauna and Flora (CITES), the UN Commission on Crime
Prevention and Criminal Justice, the Economic and Social Council (ECOSOC), the UN
Security Council, UN General Assembly, INTERPOL, the World Customs Organisation

(WCO) and others.

The International Consortium on Combating Wildlife Crime (ICCWC) forms a powerful
alliance to fight wildlife crime effectively. The ICCWC delivers determined and
coordinated support to law enforcement, helping to deliver action on the ground with the
ultimate aim of bringing criminals to justice. Wildlife crime frequently involves money
laundering, fraud, counterfeiting and violence. Dismantling the transnational criminal
networks behind the illegal international trade in wild flora and fauna requires a

coordinated global response. Created in November 2010, the ICCWC brings together:

e The Secretariat of the Convention on International Trade in Endangered Species
of Wild Fauna and Flora (CITES);

e INTERPOL;

¢ United Nations Office on Drugs and Crime (UNODC);

e World Bank;
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e World Customs Organization (WCO).

Every year between 5,000 and 12,000 African elephants are hunted to supply the ivory
market with 50-120 tons per year. The ivory market in Eastern Asia has a value of US$ 62
million per year. Rhino horn confiscations are less frequent; however, a kilo of rhino horn
is much more valuable than elephant ivory. 800 kilograms have recently entered the
marked, producing a value of 8 million dollars per year. The increase in the poaching of
African rhinoceros is leading to its extinction. Asian tiger parts continue being sold at a
very high price. Tigers are so scarce that if only five percent of the tiger population was

poached, they would enter into an extinction process.

Deforestation contributes to 20 percent of global carbon dioxide emissions, and the
consequent climate change. In addition, it contributes to desertification, soil erosion, the
disappearance of species, the vulnerability to natural catastrophes, the destruction of
indigenous populations, and to the corruption of governments (which start working for

their business partners instead of their citizens).
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Figure 38: Estimated proportion of timber exports from 14 REDD countries and Brazil that was
illegal in 2007 (Globaltimber)

According to Loretta Napoleoni (2008), 70 percent of the fish consumed in the West

proceeds from illegal fishing. The International Union for Conservation of Nature claims
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that illegal fishing represents 14 percent of global fishing. IUU stands for Illegal,
Unreported (to the competent authorities) and Unregulated (performed by ships with no
nationality or belonging to a state which is not part of a regional fishing agreement).
According to Karen Sack, director of Pew Environmental Group, if the sea resources
continue to be harvested at the present rate, industrial maritime fishing will definitively
disappear by 2048. According to a 2009 FAO and World Bank report, the capacity of the
world fishing fleet is so oversized that if it were halved today, the amount of harvested fish

would not change.

A report of the New Economic Foundation (NEF 2010) states that the European Union
reaches a state of “fishing debt” in July of each year. This means that the fish consumed
from July to December comes from outside the territorial waters of the EU, exhausting

developing countries fishing-grounds.

According to Stefano Flothmann, from Pew International Ocean Governance, in Somalia,
a country unable to control its territorial waters, fisheries have been exhausted, pushing
fishermen to be recruited by pirates. Former coast guards joined the pirates after the
collapse of the state in the 1990s. They started hijacking European, Japanese, and Chinese
fishing ships, which were illegally exhausting the stocks on their coasts (Menkhaus 2009).
Later international financers, primarily based in Dubai, joined them to organize the present
hi-tech piracy campaign. Apparently, some of the millionaire ransoms were paid in the City

of London (Vigueras 2008).

Next we will see a list some of the conflicts which were associated with resources

trafficking in the last decades:

Country Duration | Resources

Afghanistan 1978- Opium, gemstones, wood
1975- I

Angola 2002 Oil, diamonds
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Myanmar 1949- Wood, tin, gemstones, opium
. 1978-
Cambodia 1997 Wood, gemstones
Colombia 1984- Oil, gold, coca, wood, emeralds
Congo (Kinshasa) 1996. Copper, coltan, diam.onds, gold, cobalt, wood, tin, oil,
ivory, charcoal, uranium,
Congo (Brazzaville) 1997- Oil
2002- .
Ivory Costa 2007 Diamonds, cocoa, cotton
. 1975-
Indonesia — Aceh 2006 Wood, natural gas
Indonesia —  Western
1969- 1
Papua 969 Copper, gold, wood
Iraq 1986- Oil
o 1989- Wood, diamonds, iron, palm oil, cocoa, coffee, rubber,
Liberia
2003 gold
Libya 2011- Oil
1996- ..
Nepal 2007 Yarsa gumba (medicinal mushroom)
Papua New Guinea - | 1989-
1d
Bougainville 1998 Coppet, go
1980-
Peru 1995 Coca
Senegal — Casamance 1982- Wood, cashew
Sierra Leon 1991- Diamond ffi
erra Leone 2000 amonds, cocoa, coffee.
Somalia 1991- Fish, coal
1983- .
Sudan 2005 Oil
Syria 2011- Oil, antiques, slaves, drugs

Figure 39: Duration of internal armed conflicts associated with conflict resources since 1975

(UNEP, Ruiz)
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5.2.4.1Comments

As most of the illicit trades, trafficking in natural resources involves all the structural power
features. The production structure is prominent, as these resources are difficult and heavy
to extract and transport. They require the contribution of important transportation means
and labour. As these activities take place mainly in weak states, it also requires the
protection by military force, be it from the state, from a neighbouring state, from rebels or
from some criminal organization. It requires important sources of financing. In fact,
although the extraction is often done by (slave) manual labour, it still requires paying

important sums for transportation, for protection and for bribes.

Regarding the ideas, the organizers of this trade (corporations, government officials,
rebels) are interested in quick profit, or sometimes only in survival. They see themselves
as entrepreneurs operating in a difficult environment, for which they need to use

exceptional measures, including bribing and violence, to resolve conflicts.

Regarding the international regimes, we can see that they are numerous, but they are not
very efficient, and most of them are voluntary control measures. Most of the regimes
combine corporations together with governments and civil society. There is not even an
agreed international definition of what “conflict minerals” are. There is very little coercion
to enforce the measures agreed. It is this lack of governance that makes the trafficking so
profitable. As with other crimes, a stronger global governance that would control the two
sides of the border as well as the money laundering activities (in the secrecy jurisdictions),

would be instrumental to curb it.
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5.2.5 Human trafficking and slavery

“The continuance of this relation demands that the owner of the labour-power
should sell it only for a definite period, for if he were to sell it rump and stump,
once for all, he would be selling himself, converting himself from a free man into
a slave, from an owner of a commodity into a commodity. He must constantly look
upon his labour-power as his own property, his own commodity, and this he can
only do by placing it at the disposal of the buyer temporarily, for a definite period

of time” - Karl Marx, The Capital, Vol.1

UNODC defines human trafficking in Art 3, paragraph (a) of the Protocol to Prevent,
Suppress and Punish Trafficking in Persons, Especially Women and Children,

supplementing the United Nations Convention against Transnational Organized Crime:

“Trafficking in Persons means the recruitment, transportation, transfer, harbouring or
receipt of persons, by means of the threat or use of force or other forms of coercion, of
abduction, of fraud, of deception, of the abuse of power or of a position of vulnerability or
of the giving or receiving of payments or benefits to achieve the consent of a person having
control over another person, for the purpose of exploitation. Exploitation shall include, at
a minimum, the exploitation of the prostitution of others or other forms of sexual
exploitation, forced labour or services, slavery or practices similar to slavery, servitude or

the removal of organs.”

The Rome Statute Explanatory Memorandum, which defines the jurisdiction of the
International Criminal Court, recognizes rape, sexual slavery, enforced prostitution, forced

pregnancy, enforced sterilization, "or any other form of sexual violence of comparable
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gravity" as crime against humanity if the action is part of a widespread or systematic

practice.

The Convention for the Suppression of the Traffic in Persons and of the Exploitation of the
Prostitution of Others is a resolution of the UN General Assembly. Its preamble states:
"Whereas prostitution and the accompanying evil of the traffic in persons for the purpose
of prostitution are incompatible with the dignity and worth of the human person and
endanger the welfare of the individual, the family and the community". It was approved by
the General Assembly on 2 December 1949 and came into effect on 25 July 1951. In 2007,
seventy-four states were party to the convention. Additionally, five states had signed the
convention but had not yet ratified it. The Convention requires state signatories to punish
any person who "procures, entices or leads away, for purposes of prostitution, another
person, even with the consent of that person, exploits the prostitution of another person,
even with the consent of that person, run brothels or rent accommodations for prostitution
purposes”. It also prescribes procedures for combating international trafficking for the

purpose of prostitution, including extradition of offenders.

UNODC has recorded victims coming from at least 127 countries and trafficked to 137
countries. Two thirds of them were women and 79 percent of them were subject to sexual

exploitation.

235



WOME

S

[ 4 e
MEN 'RBOYS *‘GIRLS

Figure 40: Detected victims of trafficking in persons, by age and
gender, 2011 (source: UNODC 2014)

Africa and

the Middle East =Bk 37% 10%
Americas  gER 47% 4%
East Asia,

South Asia
and Pacific AL 64% 10%
Europe and
Central Asia Relehd 26% 8%

0% 20% 40% 60% 80% 100%

I Sexual exploitation M Organ removal

M Forced labour, B Other forms
servitude and of exploitation
slavery like

Figure 41: Forms of exploitation among detected trafficking victims, by region of detection 2010-

2012 (source: UNODC)
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UNODC provides states with practical support not only in drafting laws and creating
national strategies against trafficking, but also assisting them with resources to implement
them. In 2009 UNODC launched the Blue Heart campaign against human trafficking, to

raise awareness, inspire action and encourage involvement.

Human trafficking is the criminal industry with highest growth, with a total estimated
income of between USS$ five and nine billion. The Council of Europe declared that “Human
trafficking has reached epidemic proportions over the past decade, with a global annual
market of about US$ 42.5 billion”. Human trafficking victims are usually recruited through
coercion, deception, fraud, abuse of power or kidnapping. Exploitation includes forcing
people into prostitution and other forms of sexual exploitation, forced labour, slavery and
similar activities. Children exploitation may include forced prostitution, illicit international
adoption, child marriage, recruitment for child soldiers, for begging, for shows (like camel

riding) or for religious groups.

In the Forced Labour Convention, 1930 (No. 29), the ILO defines forced labour for the
purposes of international law as “all work or service which is exacted from any person
under the menace of any penalty and for which the said person has not offered himself

voluntarily” (Article 2(1)).

In her book “The Hunt: Me and the War Criminals” (2008) Carla Del Ponte - former public
prosecutor of the International Criminal Court for the former Yugoslavia (ICTY) - reveals
a number of evidence of Kosovo Albanians smuggling organs from Serb prisoners after the
1999 war. The number of victims could have reached 400. The present Kosovo President
might also have been involved. Later Human Rights Watch, UNMIK and Council of
Europe reports added details, and confirm the facts. NATO seems to be forced to deal with

suspects to maintain its strategic objectives in the Balkans.
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Today all UN member states have officially banned slavery. Nonetheless, the NGO Free
the Slaves estimates that there are 27 million slaves in all of them. The average price for a
slave is only 90 USD. This price is extremely low if we compare it to what it was 200 years
ago, the equivalent of US$ 40,000. This could be due to the large number of people
available to be enslaved today. Contemporary slavery, explains Kevin Bales (1999: 14), is
about “slave holding” rather than “slave owning”. Due to the illicit nature of modern

slavery, it can have a temporary or partial character.

The rebel group Daesh has tried to re-establish slavery as an accepted practice in the 21%
century, and has organized slave markets to sell mainly “pagan” women and girls in the

territories that it controls. This goes in line with the return of other old fashioned practices

like the death penalty, the privatization of violence, genocide and theocracy.

Figure 42: Products of slavery: Variety of products highly likely to be produced by child or

forced labour (source: Anti-Slavery)

The International Labour Organisation (LO) has calculated that the worldwide revenue

from the exploitation of trafficked labour is US$ 31.7 million per year.

The USA has established a system of tiers to classify the degree of compliance with the

Trafficking Victims Protection Act (TVPA) of the different countries. The major types of
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trafficking include: forced labour, sex trafficking, bonded labour, debt bondage among

migrant labourers, involuntary domestic servitude, forced child labour, child soldiers and

child sex trafficking:

Tier 1: Countries whose governments fully comply with the TVPA’s minimum
standards for the elimination of trafficking.

Tier 2: Countries whose governments do not fully comply with the TVPA’s
minimum standards but are making significant efforts to bring themselves into
compliance with those standards.

Tier 2 Watch List: Countries whose governments do not fully comply with the
TVPA’s minimum standards, but are making significant efforts to bring
themselves into compliance with those standards and: a) the absolute number of
victims of severe forms of trafficking is very significant or is significantly
increasing; b) there is a failure to provide evidence of increasing efforts to
combat severe forms of trafficking in persons from the previous year, including
increased investigations, prosecution, and convictions of trafficking crimes,
increased assistance to victims, and decreasing evidence of complicity in severe
forms of trafficking by government officials; c) the determination that a country
is making significant efforts to bring itself into compliance with minimum
standards was based on commitments by the country to take additional steps
over the next year.

Tier 3. Countries whose governments do not fully comply with the minimum

standards and are not making significant efforts to do so.
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Figure 43: USA Government tier placement regarding human trafficking (US Govt. 2011)
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According to the Global Slavery Index (GSI 2014), there are 35.8 million people living in
some form of modern slavery globally. Modern slavery contributes to the production of at
least 122 goods from 58 countries worldwide. From the Thai fisherman trawling fishmeal,
to the Congolese boy mining diamonds, from the Uzbek child picking cotton, to the Indian
girl stitching footballs, from the women who sew dresses, to the cocoa pod pickers, their
forced labour is what we consume. Modern slavery is big business. For 2014, the ten
countries with the highest estimated prevalence of modern slavery by population are:
Mauritania, Uzbekistan, Haiti, Qatar, India, Pakistan, the Democratic Republic of the
Congo, Sudan, Syria and the Central African Republic. These countries span different
regions, they have diverse political systems, and range from low to high income economies.
According to the Walk Free Foundation, globally, only three of 167 governments are
making some effort to address modern slavery in government procurement and in the
supply chains of businesses operating in their countries: the USA, Brazil and Australia.
The stability or instability of a country is a significant factor; protective policies will have
little impact when a country’s rule of law has broken down because of civil war, or ethnic
or religious conflict. In the GSI the State Stability measure is an aggregate of factors that
examine a country’s level of corruption, governance, independence of its judiciary, relative
level of peace, political stability, level of violent crime, and availability of small arms and
light weapons. Statistical testing confirms the relation of modern slavery to conflict

situations as we have seen in Syria and the horrors perpetrated by the Islamic State group.
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Figure 44: Estimated prevalence of modern slavery

The ILO estimates that 21 million people around the world - more than half of them women
and girls - are trapped in forced labour, generating US$150 billion in illegal profits in the
farming, fishing, mining, construction and sex industries. In 2014 member states signed a
protocol to the ILO's Forced Labour Convention of 1930 requiring countries to identify
and release victims of forced labour, ensure they can get compensation and punish the
perpetrators. The treaty will enter into force when two member states ratify it, but so far
only Niger has done it. Only Thailand voted against the pact, and almost all the Gulf States

abstained.

5.2.5.1 Smuggling of migrants

Smuggling of migrants is a related type of crime. Because of the dramatic differences of
wealth among the areas of the world, many poor regions’ workers are ready to contract
high debts with their communities and risk their lives to access new labour opportunities
in rich countries. Since this cannot always be done legally, they often turn to criminal
groups to seek their assistance. The increase of security controls at the borders of rich

countries is probably not doing more than rendering the services of traffickers more
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necessary and expensive. This practice is similar to that applied to the trafficking of drugs:
it is the barrier of outlawing the smuggling of migrants by the states which makes the
business so profitable, encouraging the involvement of organizations ready to use violence.
The rules of the neoliberal globalization are the cause of these problems: the barriers to the
flow of capital, and (some) commodities and ideas have been suppressed, but not so the
barriers for the movement of labour. In order to profit from the trade of natural resources
in the periphery, as well as to establish sweatshops, the neoliberal system needs to maintain
the periphery poor and unstable, encouraging desperate workers to migrate to the core

countries.

Approximately 3 million Latin-Americans per year are illegally transported through the
United States southern border. Since 90 percent of them are assisted by traffickers, it is

estimated that the latter gain US$ 7 billion per year.

55,000 migrants entered Europe illegally in 2008, which represented a revenue of US$ 150

million for the small groups of traffickers spread along the route.

The International Organisation for Migration (IOM) estimates that traffickers move more

than four million illegal migrants per year globally.

5.2.5.2 Comments

Similar to other illegal trades, human trafficking involves the security, production, finance
and welfare structural powers. In this case, the welfare is more prominent, as we are dealing
with human victims who are repressed and exploited in their countries of origin, then
cheated and assaulted by traffickers, and finally end up working as slaves or illegal and

discriminated migrants in the countries of destination.
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Although the 1930 Forced Labour Convention is meant to protect victims of trafficking
and smuggling, the 2014 protocol requires countries to identify and release victims of
forced labour and to ensure that they can be compensated and that the perpetrators are
punished. The reluctance of some governments to ratify it may mean that they are
concerned by their capacity or willingness to implement these measures in a time when

labour rights are increasingly being relegated globally.

As with other crimes, it is the establishment of tough barriers for the entrance of migrants
from poor into rich countries that gives the added value to the trafficking. But it is unlikely
that this kind of measure will be removed until a new and fairer global political economy
is in place that facilitates the development of the different regions of the world at a similar
level. The next wave of destabilization and migration may be linked to climate change, as

we will see later in the research.

As to the ideas of the traffickers, we can say that they are mainly motivated by business.
They are ready to use violence in order to control their victims or to resolve differences
with competitors. As with other types of TOC, this crime is not complicit with the rich state
that creates the incentive by prohibiting it, but it takes advantage of the situation in a

parasitical manner.

There is no doubt that modern mobile communications and GPS systems facilitate the

transportation of slaves and migrants by sea, but they are not the cause.
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5.2.6 Toxic waste trafficking

Even more than the trafficking of natural resources, toxic waste trafficking causes serious
harm to the environment. However, this thesis has included it in the traditional TOC

category, because it uses the same modus operandi of cross border smuggling.

In order to reduce the costs of toxic waste incineration, criminal groups export them to
developing countries and dispose of them in the ocean or on land. This waste causes serious
damages to the environment and to health. The Probo Koala dumping of toxic waste in
Ivory Coast is a recent example, which caused the death of 16 persons and left thousands

ill. Next is a chronological description of the events according to Rob White (2011).

The Amsterdam Port Services (APS) had initially agreed to dispose of the waste for
US$15,000. However, when a subcontractor pumped the waste to an unloading ship, it was
evident that the washings were more concentrated than expected. APS took a sample from
the ‘waste water’ and it proved to be a highly lethal cocktail of petroleum, caustic soda and
other agents. People around the docking area complained about feeling ill and about the
smell, and the waste was pumped back into the original ship, the Probo Koala. The port
authorities reclassified the tank contents as toxic waste and then instructed the ship’s
captain to take the waste to a special facility and dispose of it, at a cost of $650,000. The
ship’s owner, Trafigura, refused to pay and mindful of ‘significant financial time penalties’
if it waited to resolve the issue in Amsterdam, the Probo Koala left. A later study of events
by independent lawyers for Dutch MPs said that transport ministry officials did not dare to
stop the ship leaving Dutch waters because Trafigura had threatened to sue for damages if
the ban proved to be groundless. The ship then travelled on to Estonia, where it turned
down an offer to dispose of the waste for $260,000. The next port of call was Nigeria,

where no agreement for disposal of the waste was possible after negotiations with two local
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waste disposal firms. Both Estonia and Nigeria have ratified an international ban on the
shipping of hazardous waste from rich to poor countries, but Ivory Coast had not. In Ivory
Coast, Trafigura ‘found’ a local company called Tommy which agreed to dispose of the
waste for roughly the original price. Tommy was an off-the-shelf company that was quickly
formed between two French commodity traders and executives of a waste disposal
company in Ivory Coast. From the beginning, however, no company in Ivory Coast had the
facilities to deal with this specific kind of waste. More than a dozen trucks contracted by
Tommy simply poured the tons of waste out at multiple sites across the city, after midnight
of 19 August 2006. On the night of 14—15 September 2006, further dumpings were reported

to have taken place.

Italian RAI3 reporters Ilaria Alpi and Miran Hrovatin were murdered on 20" March 1994
in Mogadishu while following the civil war and investigating on an alleged arms and toxic

waste illegal trade, in which the Italian army and government could have been involved.

The Public Prosecutor of Reggio Calabria (Southern Italy) thinks that N’drangheta has
sunk 32 ships carrying toxic waste, including nuclear waste, in the Mediterranean Sea (AFP

2009).

To avoid toxic waste movement restrictions, some corporations have decided to relocate
their most contaminating industries to countries with less strict regulations. According to
the NGO Basel Action Network (BAN), with the excuse of benefiting from the competitive
labour markets of the poorest areas of the world, contaminating technologies are being

exported from rich industrialised countries to poorer ones.

In order to rectify this situation, international legislation should be observed, but more
importantly companies that are involved in this trafficking should be investigated, as well
as politicians who allow this trafficking to take place. The most important treaty in this

field is “The Basel Convention on the Control of Trans-boundary Movements of Hazardous
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Wastes and Their Disposal”, which came into force in 1992. Important exporters of toxic

waste as the USA are not yet members.

5.2.6.1Comments

Toxic waste has been poisoning people and the environment in industrialized countries for
decades. When finally western societies managed to denounce the gravity of the problem,
and to oblige its governments to develop adequate legislations, it triggered two effects: the
establishment of stringent rules for the disposal of the waste (in the core), and the transfer
of hazardous waste and the delocalization of the most polluting industries to the periphery.
In this moment international treaties on the matter have been agreed, however, the poor
countries do not have the capability to enforce their compliance. We can say that the Core
has used its power in the Welfare structure to transfer its pollution problem to the Periphery,

while avoiding major pollution problems at home.

There is no doubt that the massive production of electronics in industrial countries, as well
as the idea of “programmed obsolescence” has caused the production of enormous amounts
of toxic materials that are expensive to dispose of. As often happens, the TCC has recurred
to TOC to resolve this problem for a “reasonable” price, but without taking into account

the welfare of the people and the environment of the recipient countries.

5.3Conclusions

We have seen that the traditional types of TOC have common features:
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They are mainly based in the illicit trade across borders. The illicit character of the trade is
often caused by dysfunctional regulations promoted by the states, in the form of an excess
of rules (e.g.: prohibition of drugs, obstacles to migration) or in the lack thereof (e.g.: failed
states, the high seas). The barrier can be related to historical developments as is the case of
the prohibition of certain drugs and not others. It can be the consequence of international
sanctions or legal status like the trade of weapons. It can also be the result of legitimate
decisions like the prohibition to dump toxic waste, but which are not adequately enforced.
In the case of the trafficking of counterfeit medicines it is due to the tough rules on patents
imposed by the rich countries that increase excessively the prices of medicines. In the case
of the trafficking in natural resources, the added value lies in the lack of governance in the
failed state where the resources originate from. In the case of the trafficking and smuggling
of persons, the barrier stems from the economic inequalities caused by neoliberalism and
the ensuing arbitrary obstacles for the movement of labour. We can conclude then that the
added value for the trafficked product is created by a faulty governance that produces

inadequate regulation by the state or by the absence itself of the state.

Some solutions seem obvious but they are not always considered. For example, the drug
trafficking problem could be mitigated by tackling it as a health problem instead of a
security one; the trafficking of human beings could improve by helping the periphery to
develop economically and avoiding obliging its population to migrate; the trafficking of
natural resources could be reduced by helping the fragile states to stabilise and by
fiscalizing the corporations involved in the trafficking; the trafficking of counterfeit
medicines could be reduced by facilitating the production and trade of generic ones; the
trafficking of toxic waste by enforcing properly the international regulations and by
promoting their recycling in situ. This does not necessarily mean that the states are

accomplices of TOC (although this can also happen), but that the prevalent political-
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economic system provides the opportunity for illegal markets to thrive. It is the system that

has to change or be improved.

Another common feature in TOC is that the markets have a global character: they start at
the micro level (e.g.: the cultivation of coca leaves), they develop regionally (e.g.: the
different regional competing or colluding trafficking networks), and they become global
(e.g.: the secrecy jurisdictions where the proceeds are laundered). The profits grow
exponentially as the commodities move along this path, perpetuating the economic

exploitation of the poor countries.

An additional common feature is that the financial structural power is essential for the
success of traditional TOC. These illicit acts are done for profit, and they need the well-
established and stealthy network of money laundering that the neoliberal system has
developed for other purposes (like tax evasion, bribery or fraud). Eventually, these
criminals have the aspiration to accumulate enough capital and become “legal” and
respected entrepreneurs eventually. Very often there is collusion or blurring between legal
and illegal businesses, or, as we will see later, the licit business adopts some behavioural

patterns of the illicit one and vice-versa.

Another common feature is the controlled use of violence. The markets where TOC
operates are dysfunctional: either they are ungoverned spaces in failed states, or
dysfunctionally overregulated like the drug trade. Therefore the state is not present to
resolve business conflicts between the traffickers and their competitors or their victims.
The criminals replace the state and establish their own justice systems and recur to violence
to resolve their misunderstandings and differences if necessary. When the state is very

weak, they may use violence directly, or rather subcontract it to rebels, in order to keep the
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instability that allows the “dark” business to flourish. Where the state is less weak, it is

more appropriate to bribe the state employees.

Traditional TOC affects the Welfare structure by causing serious, widespread and long
term harm to society and the environment. It causes harm to the drug addicts, to the slaves
and the migrants that they traffic, the populations living in the war zones necessary to traffic
resources, the animals that they kill or smuggle, the forests that they cut, the patients that
hopelessly seek a cure with fake medicines, or the soils that are contaminated with toxic

waste.

The minds of the criminals are essentially business and profit oriented. They do not feel
that they are doing something terrible, but that they are just taking advantage of the flaws
in the state system to make a substantive profit. They recur directly to violence because the

state is not present to protect their interests.

Regarding the norms, the international community has done an important effort to respond
to the social concern about those crimes in the last decades. It has endeavoured to
harmonize the efforts of the states to curb these phenomena. In fact some of the regimes
are old as the prohibition of piracy which is regulated from immemorial times, or slavery
which dates from the beginning of the X1X century. The prohibition of opium stems from
the Chinese reaction to the Opium Wars at the beginning of the XX Century. But other
harms have only been criminalized recently (or even not yet) like the trafficking of toxic
waste, the trafficking of natural resources (much of which is still legal) or the trafficking
of weapons. As most international regimes, they are the result of compromise, they reflect
a minimum common denominator among the intentions of the different governments, and
their provisions are weak. Moreover, TOC depends heavily on money laundering, which

has an even weaker governance, as we will see in this thesis.
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We can say that TOC is parasitical to the prevailing political economic system, as it takes

advantage of its gaps, but it is not part of it, it is not necessarily embedded in it.

For a realist, TOC represents a security threat because criminals may be tempted to take
over the state when this one is weak. A realist would encourage the state to confront TOC
with military means (“for a man with a hammer, the world looks like a nail”), which will
probably not work, because the main motivation and strength of TOC is economic, violence
and security being a secondary feature. It would be an “asymmetrical” confrontation of
guns against money. On the other hand, realists may be tempted to bless the use criminal
organizations to benefit the national interests (e.g.: Iran-Contra; Air America in Vietnam;

USA use of the Mafia against communism in Italy; use of mercenaries in war; etc.).

For a liberal, traditional TOC is seen as a commercial enterprise that cheats on its
“comparative advantage” of abusing the regulations and using violence. The best way to
control this phenomenon is to set clear rules through national laws and international
regimes, and repress (financially but also with force) those who trespass the red lines.
Liberals may be bogged in ill-oriented international agreements like the ones on drug
trafficking, which are greatly responsible for the growth of the trafficking, because the
prohibition keeps the price of drugs high. Liberals may also be disoriented by the merging
of licit and illicit enterprises amidst the prevailing deregulation and privatization processes
that they have themselves promoted. Liberals will have difficulties in closing secrecy
jurisdictions, because they consider them useful for liberal trade. This will limit the
capacity of the liberals to go further in the fight against the financing of TOC. They might
also be tempted to think that companies “on the edge” of illicitness may provide absolute

gains to the country, and close the eyes to their illicit activities. The “soft law” of
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international regimes may be too weak to deal with tough gangs. They are moved by a

“problem-solving” theory.

For a critic, the exploitative, violent, predator and destructive behaviour of a criminal
enterprise is totally unacceptable in a globalized world. There should be a cosmopolitan
governance system to impose (versus advise) adequate and strong regulations for the trade
of particular products (e.g.: only the trade of really harmful drugs should be forbidden,
while others should be regulated and taxed), and to be able to enforce them in the spaces
between the states (e.g.: offshore, high seas, failed states). TOC should cease to be an
“international security” problem to become an “internal security”” one. This should be done
in coordination and synergy with the existing Westphalian states, covering the spaces that

are beyond their control.

Traditional TOC and Structural Power
Structural Ideas Institutions Capabilities
power
Security In the absence of the state, | The security-oriented “war | TOC needs solid security
TOC takes over security against drugs” is not apparatus to replace that of
functions. yielding positive results. the state (sicarios,
Violence and stealth are TOC gangs are like mercenaries, rebels, or
used to hide TOC’s enterprises/ states in an corrupt state forces).
operations. under/over-governed TOC needs to live under
TOC is difficult to environment. cover, and have its own
research, because it is justice system
secretive and violent.
Production | The production of illegal The border/ customs Traffickers need serious
goods is not so profitable | barriers can be instrumental | transportation and trade
in se. It is the illegal trade, | to control trafficking, but capabilities (planes, fast
the barriers, which are also responsible for the | boats, under cover means,
produce the added value. | increased value of the local partners, middlemen,
trafficked commodity. distribution networks, etc.)
Finance “Pecunia non olet”, The regimes against money | The only new technology
therefore the criminal laundering are essential to essential to the criminals is
money easily accesses the | curb TOC money laundering
legal economy
Welfare TOC is based in the Several regimes have been | TOC has the capability to
classical economic idea put in place to protect the provide welfare services in
that the victims (slaves, victims, without much the spaces/ times they
nature, animals, addicts, success. replace the state.
etc.) are “externalities”.
Conclusions | Traditional TOC is a rival of the weak state, and can replace its main functions of
security, justice and welfare. However the essence of TOC is that of an efficient
economic operator who takes advantage of faulty regulations (in excess or in default) to
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obtain high profits in its trade, at the cost of its human and non-human victims. The
liberal regimes are not sufficient to curb TOC, as they operate in spaces beyond the
reach of the state. A cosmopolitan governance system should police the offshore spaces.

253




6 White collar/ economic crimes

“It is well enough that the people of the nation do not understand our banking
and monetary system, for if they did, I believe there would be a revolution before

tomorrow morning.” - Henry Ford.

The traditional TOC system discussed earlier could not exist without the persuasive power
of corruption and of a well-organised system of illicit financial flows and secrecy
jurisdictions. White collar crime is a very sophisticated type of crime and does not need to

use direct violence, but it is necessary for the perpetration of the other types of TOC.

According to Chavagneux (2010), the main threat to society is the one coming from the
white collar criminality, that of the illicit activities of the legitimate enterprises (Enron
type), that of the fiscal fraud which deprives the States of their capacity to act. The bankers,
in private, recognize it: the money from world trafficking transiting through their conduits
is much less than that proceeding from fiscal fraud and the embezzlement or deregulations
of all types. Susan Strange (1998) shared this point of view: after some generations, the
offspring of Mafiosi joined the jet-set and live of legal resources. The main political
problem is that of the fiscal havens and the fraudulent behaviour of corporations that they
entail deprive the States of resources while enabling the concealment of corrupt money
from public officials and politicians. These are conclusions of the works of Strange since
the 1990s, before the Enron scandal and before the fiscal havens started to call the attention

of the international political agenda after the 2008 financial crisis.

Sociologist Edwin Sutherland had introduced the concept in his 1939 speech The White

Collar Criminal with the occasion of his election as president of the American Sociological
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Association. In his 1949 monograph White-Collar Crime (which remained censored until
1983) he defined white-collar crime "as a crime committed by a person of respectability
and high social status in the course of his occupation”. Frank Madsen (2009) noted that
white-collar crime relies on an “illegal back-room’ and organized crime on a “legal front-

room”. We could say that they are two sides of a same coin.

6.1 Corruption

“Corruption is our only hope. As long as there’s corruption, there’ll be merciful
judges and even the innocent may get off ” - Bertolt Brecht, Mother Courage and

Her Children

Transparency International (T1) defines corruption as “the abuse of entrusted power for
private gain”. T1 distinguishes between corruption “according to the law” and “against the
law”. The first one consists of “facilitation payment”, or bribing in exchange for privileged
treatment so that the recipient will do something he is obliged to do by law anyways. The
second one is a bribe paid in order to obtain a service, which the recipient is not allowed to

obtain.

TI defines “transparency” as “a principle that allows those affected by administrative
decisions, business transactions or charitable work to know not only the basic facts and

figures but also the mechanisms and processes”.

Corruption can be classified into big, small and political, depending on the amount of
money required and the sector in which it occurs. Big corruption happens at high

government levels and it distorts policies and the functioning of the state, allowing leaders
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to benefit at the expense of the public good. Small corruption consists in the daily medium-
low level public employees’ abuses of power regarding citizens who try to access basic
services like health, education, police, and many others. Political corruption is the
manipulation of policies, institutions, and the regulations for the distribution of resources
and finances by political decision-makers, who abuse their position to maintain their

power, status and wealth (T12009).

TI publishes each year a Corruption Perception Index (CPI). The CPI measures the levels
of corruption perceived in the public sector in 180 countries and territories. It is a composite

index, based in 13 different expert surveys.

TI has published the Corruption Perceptions Index (CPI) since 1995, annually ranking
countries "by their perceived levels of corruption, as determined by expert assessments and
opinion surveys." The CPI has been credited with putting the issue of corruption on the
international policy agenda. The CPI currently ranks 175 countries on a scale from 100
(very clean) to O (highly corrupt). Since 2012 the CPI draws on 13 different surveys and
assessments from 12 different institutions, including the African Development Bank, the
Bertelsmann Foundation, the Economist Intelligence Unit, Freedom House, Global Insight,
International Institute for Management Development, Political and Economic Risk
Consultancy, Political Risk Services, the World Economic Forum, the World Bank and the
World Justice Project. Countries must be assessed by at least three sources to appear in the
CPI. The 13 surveys/assessments are either business people opinion surveys or
performance assessments from a group of analysts. The CPl measures perception of
corruption due to the difficulty of measuring absolute levels of corruption. We have to take
into account however, as David Whyte (2015) says, that this index is a doubly subjective,

as it is the “perception” by people “perceived” to be experts. Usually this perception is
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connected to low-level perception, and therefore biased in favour of rich/ western

countries, where corruption is more related to the elites than to common citizens.

Figure 45: Transparency International Corruption Perception Index in 2014 (red indicates high

perception of corruption, yellow indicates low)

Transparency International (2011) also published a ranking of the level of perception of

bribery in the different sectors of the economy:
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Light manufacturing
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Information technology

Banking and finance

Forestry

Consumer services
Telecommunications

Transportation and storage

Arms, defence and military

Fisheries

Heavy manufacturing

Pharmaceutical and healthcare

Power generation and transmission
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0il and gas|

Real estate, property, legal and business services
Utilities

Public works contracts and construction

Figure 46: Bribery within business sectors (TI, 2011)

When basic institutions are weak or non-existent, corruption increases out of control and
the plunder of public resources fuels social insecurity and impunity. Corruption also

provokes growing distrust in those same institutions and governments which have the
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responsibility of providing subsistence and stability.

Corruption has the capability to jeopardise the development programmes' results. Directly,
it diverts part of the aid from the agreed purposes and beneficiaries. Indirectly, it

encourages an inefficient use of aid; furthermore, it discourages potential national and

international investors to investing the country.
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Humanitarian aid can also suffer of corruption in different manners. When aid is given to
corrupt systems or under a corrupt leadership, it can feed abuses. Both aid and domestic

development are affected by this system.

The United Nations Convention Against Corruption (UNCAC) is the first international and
legally binding instrument against corruption. In its 8 chapters and 71 articles, the UNCAC
obliges member states to comply with a wide and detailed series of measures against
corruption, affecting their own laws, institutions and practices. These measures aim to
promote prevention, criminalization and compliance with the law, international
cooperation, asset recovery, technical assistance and information exchanges, as well as

implementation mechanisms. The convention came into force in 2005 and has 154 parties.

Due to the concern over corruption after the end of the cold war, several regional

organisations have developed treaties to fight this phenomenon:

e The Inter-American Convention Against Corruption, by the Organisation of
American States (1996);

e The African Union Convention On Preventing And Combating Corruption
(2003);

e The OECD Convention to Combat Bribery of Foreign Public Officials in
International Business Transactions (1997);

e The Forty Recommendations, of the Financial Action Task Force on Money
Laundering (FATF) (1990);

e The Council of Europe Criminal Law Convention on Corruption (1999);

e The Council of Europe Civil Law Convention on Corruption (1999).
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The “UNCAC Coalition”, established in 2006, is a network of 310 civil society
organisations in over 100 countries, committed to promoting the ratification,
implementation and monitoring of the UN Convention against Corruption (UNCAC). Its
vocation is to mobilize a wide support from civil society for UNCAC, and to facilitate the
action of civil society at a national level. The Coalition is open to all organisations and
individuals committed to this objective. It is open to groups engaged in the fields of human
and labour rights, good governance, economic development, the environment and private
sector responsibility. It mobilises civil society action for UNCAC at international, regional

and national levels.

According to the OECD, corruption is a major obstacle to sustainable economic, political
and social development because it increases the cost of doing business; it reduces cross-
border investment and trade; it produces waste and inefficiency of public resources; it
excludes the underprivileged from public services; and it destroys public trust,

undermining the rule of law and delegitimizing the state.

The World Bank report The Puppetmasters (2011) describes how “billions in corrupt
assets, complex money trails, shell companies and other spurious legal structures that
constitute the complex web of deception in corruption cases, behind which hides the
beneficiary Puppet Master. Linking the beneficial owner to the proceeds of corruption is
not easy. With vast wealth and resources, the corrupt exploit transnational constructions
that are hard to penetrate. Almost all cases of grand corruption have one thing in common,
as they rely on corporate vehicles (legal structures such as companies, foundations and
trusts) to hide ownership. The report uses cases, interviews with investigators, corporate

registries, financial institutions and a ‘mystery shopping’ exercise that provides factual
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evidence of criminal practice. It makes policy recommendations to guide national

legislation, as well as international standard setters.

International Organisations are not themselves exempt from corruption. A research
conducted by the Economics Department of Harvard University (Kuziemko & Werker
2006), came to the conclusion that US financial aid to non-permanent members of the
Security Council increased by 59 percent, whilst the UN aid increased by 8 percent during
their tenure. This effect is more intensive during the years in which significant diplomatic
events occur (when a member votes has a higher value). The effect begins when the

mandate comes into force and it ends when it finishes.

According to the British journalist George Monbiot (2005), the inspector general of the
USA government discovered that during the 14 months of life of the Coalition Provisional
Authority (CPA) in Irag, US$ 8.8 billion disappeared, a sum bigger than the one Mobutu
managed to divert during his 32 years mandate in Zaire, and 55,000 times higher than the
bribe that Benon Sevan? allegedly accepted under the auspices of the UN Qil-for-Food

Programme.

According to a report of the Commission on Wartime Contracting in Irag and Afghanistan,
an independent and bipartisan panel created by Congress in 2008 (US Congress 2011), “as
much as US$ 60 billion was lost to contract waste and fraud in USA’s contingency
operations in lIraq and Afghanistan. Much more will turn into waste as attention to
continuing operations wanes, as U.S. support for projects and programs in Iraq and

Afghanistan declines, and as those efforts are revealed as unsustainable. Criminal

2 Director of the UN Qil-For-Food Programme for Iraq, accused of taking bribes.
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behaviour and blatant corruption sap dollars from what could otherwise be successful
project outcomes and, more disturbingly, contribute to a climate in which huge amounts of
waste are accepted as the norm.” The massive fraud around the wars waged by the USA
and NATO in Irag and Afghanistan at the beginning of the 21% century, and the wars
themselves that cost US$ 1,649,480,149,0683, is a clear evidence of the reckless and
criminal behaviour of many western corporations and governments. However, as they are
the ones setting the security, economic, financial and even ideational agendas, this

behaviour continues unabated.

There are some innovative ways to denounce corruption, as this web page recently

published in India, asking citizens to report online the bribes they have paid*:

English v

Search Q Register fo

10,926,080 visitor

1 PAID A BRIBE 1DID NOT PAY A BRIBE I MET AN HONEST OFFICER BRIBE HOTLINE ALL REPORTS NEWS REPORT A BRIBE

1067 67606 1306.63 CR LEGAL HELPLINE
CITIES REPORTS RUPEES

Get answers to all your legal queries
from our Legal partner, Lawfarm

UTTARAKHAND

TOTAL REPORTS
460

TOTAL AMOUNT
1.53Cr

LATEST REPORTS

BRIBES PAID
2
193 ® |PAIDABRIBE © 3daysago ® 162views
Drink and drive violation

Police 1 Gurgaon I INR200 m

BRIBES FIGHTERS

Figure 47: "I paid a bribe" reporting system in India.

3 Information Clearing House http://www.informationclearinghouse.info

4 http://www.ipaidabribe.com
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But corruption does not only affect the public sector. The private sector is also very much

affected.

6.1.1 Private Sector Corruption

According to Transparency International (2009), the massive scale of global corruption
resulting from bribery, price-fixing cartels and undue influence on public policy costs
billions and obstructs the path to sustainable development. Its 2009 Global Corruption
Report shows how corrupt practices constitute a destructive force that undermines fair
competition, stifles economic growth and ultimately undercuts a business’s own existence.
The report documents cases of managers, majority shareholders and other actors inside
corporations who abuse their entrusted power for personal gain, to the detriment of owners,
investors, employees and society at large. In developing and transition countries alone,
companies colluding with corrupt politicians and government officials, supplied bribes

estimated at up to US$ 40 billion annually.

The report shows that half of international business executives polled estimated that
corruption raised project costs by at least 10 percent. Ultimately, it is the consumers who
are overcharged approximately US$ 300 billion through almost 300 private international

cartels discovered from 1990 to 2005.

According to Vitali et al. (2011), 737 super-corporations and powerful individuals control

80 per cent of the world’s economy.

Another preoccupation addressed in the report is how the economic power of some
companies and business sectors turns into disproportionate and undue leverage on political

decision-making. Failure to regulate such influence lays the foundation for kleptocrat
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systems. Lobbying efforts lack transparency and fall outside the system of checks and
balances that firms rely on for strategic decisions. “Revolving doors” between public office
and the private sector, another practice documented in the report, provide a path to
fraudulent public procurement deals where non-competitive bidding and opaque processes
lead to waste and unreliable services or goods. Almost 90 percent of the top 200 businesses
worldwide have adopted business codes, but fewer than half report that they monitor

compliance.

Corporate integrity requires more than returns on investment. When irresponsible
corporations engage in corruption, the consequences can be destructive. From water
shortages, exploitative work conditions or illegal logging to unsafe medicines and poorly
or illegally constructed buildings that collapse with deadly consequences, corruption can

cause huge harm.

The United Nations Global Compact is an initiative to encourage businesses worldwide to
adopt sustainable and socially responsible policies. The Global Compact is a principle-
based framework for businesses, stating ten principles in the areas of human rights, labour,
the environment and anti-corruption (10" principle). However, as mentioned by Bakan
(2015), the proliferation of private and voluntary legal regimes from the 1980s on has just
added to the robust legal arsenal given by the states as incorporation of companies;
protection of their rights as “persons”; shielding of their managers, directors, and
shareholders from legal liability; articulation and enforcement of their contract and
property rights; and repression of dissidents and protesters who oppose their growing

power.

The TNC British American Tobacco has actively lobbied to undermine the goals of the

Framework Convention on Tobacco Control, the global treaty under the auspices of the
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World Health Organization that aims to protect people from the health, social and
environmental consequences of tobacco production and consumption. Among other goals,
the treaty urges states to require hazardous substance messages on tobacco product
packaging, to hold tobacco companies liable for labour rights abuses in tobacco production,

and foster alternative crop options for tobacco growers.

The construction industry is thought to be one of the most corrupt sectors of the economy:
substantial bribes are usually given in order to obtain or alter agreements and to go around
regulations. Corruption’s worse impact is on the quality of construction. The construction
industry has a turnover of US$ 1.7 trillion worldwide, which represents 6 percent of the
global GDP. In addition, the cement industry contributes with 5 percent of man-made CO2

emissions.

6.2 Illicit Financial Flows

“Corporate opacity is not inadvertent: it is the cumulative achievement of the
sustained effort of some of the most brilliant professional minds on the planet.
These people should hang their heads in shame.” Paul Collier, development

economist.

According to Global Financial Integrity (GFI), the term Illicit Financial Flow (IFF) refers
to the “cross-border movement of money that is illegally earned, transferred, or utilized.
Ilicit financial flows usually involve the transfer of money earned through illegal activities
such as corruption, transactions involving contraband goods, criminal activities, and efforts

to shelter wealth from a country's tax authorities”.
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Criminologist Peter Reuter (2012) says that although the definition of IFF is still
controversial, its defining characteristic is that (1) the acts involved are themselves illegal
(corruption or tax evasion) in a regime that has some democratic legitimacy, or (2) the
funds are the indirect fruits of illegal acts (e.g.: the benefit given to those who have
provided illegal funding for a presidential election). Thus, illicit funds are not merely the
consequence of bad public policy and do not include all international illegal financial flows
from illegitimate regimes”. He also regrets the lack of attention by the academia to the
phenomenon of IFFs, mentioning that from the appearance of Baker’s volume in 2005, his
own book was the first substantial attempt to address the issue from a scholarly perspective,
and that the over 100 Google Scholar citations to Capitalism’s Achilles Heel, none was

from a major academic journal.

ILLICIT SOURCES
SOURCES Drug Trafficking, Corr

Human Trafficking.

Abusive Transfer . Trade Mispricing:
Pricing: between UG manipulation
e conducted by S Money
METHODS subsidiaries of invoices for

individual and

SMEs transferring Ll

of the same
multinational funds

COUNTER-
MEASURES

Transfer pricing
rules

World Bank and UNODC Stolen
Asset Recovery Initiative

REGULATORY Arms length Intl agreed tax

Figure 48: lllicit Financial Flows: different flows, methods by which they are created and

Anti-bribery

convention

circulated, some tools available to address the problem, and regulatory framework (Hansen-
Shino, OECD, 2012).
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According to GFI, in 2012, illicit flows were estimated at close to US$ one trillion. In
response to this surge in illicit capital leaving developing nations, the UN has endorsed
target 16.4 in the Sustainable Development Goals (SDGs), which commits the global
community to “significantly reduce” IFFs by 2030. This UN action “represents an historic
moment in development policy given that it is the first time the international community
has recognized the illicit flows problem and pledged to address it,” according to GFI

President Raymond Baker.

Tax economist Mick Moore (2012) says that the increasing effort to expatriate capital
illicitly aggravates problems of corruption, low investment, the unequal sharing of tax
burdens across different parts of the private sector, the low legitimacy of private enterprise,

and relatively authoritarian and exclusionary governance.

The Committee of Experts on International Cooperation in Tax Matters is a subsidiary
body of the ECOSOC responsible for keeping under review and update the United Nations
Model Double Taxation Convention between Developed and Developing Countries and the
Manual for the Negotiation of Bilateral Tax Treaties between Developed and Developing
Countries. It also provides a framework for dialogue with a view to enhancing and
promoting international tax cooperation among national tax authorities and assesses how
new and emerging issues could affect this cooperation. In the 2015 Financing for
Development conference there was a proposal for a UN Tax Agency to be created, but it

did not go through due to opposition from developed countries.

Analysis of IFFs by Global Financial Integrity (GFI) shows that over the period 2003-2012
the global volume of IFFs grew by more than nine percent annually (as shown in the chart

below).
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Figure 49: Growth of Illicit Financial Flows 2003-2012 (GFI)

6.2.1 Money laundering and Capital Flight

“If you know there’s no landing space to land your plane, you don’t take-off in
the first place. It’s the same with money: if there’s nowhere to land it once you've
stolen it, you can’t steal it”. Nigerian Anti-Corruption Investigator, talking about

the role of banks (2008).

According to Transparency International (2009b) “money laundering” is the process of
concealing the origin, ownership or destination of illegally or dishonestly obtained money

by hiding it within legitimate economic activities.

The OECD estimates that money laundering worldwide can reach an amount of US$ 1.5

trillion.

According to UNODC, money-laundering disguises illegal profits without compromising

the criminals who wish to benefit from the proceeds. There are two reasons why criminals
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- whether drug traffickers, corporate embezzlers or corrupt public officials - have to launder

money: the money trail is evidence of their crime and the money itself is vulnerable to

seizure and has to be protected. Regardless of who uses the apparatus of money-laundering,

the operational principles are essentially the same.

According to criminologist Michael Levi (2014), a standard description of the laundering

process identifies three components: placement, layering, and integration:

Placement is the process of putting illicit funds into the financial system. This may
be the riskiest stage for the criminal as it is only here when there is a clear
connection between the money and the crime itself.

Layering is the process of moving the money through the financial system in order
to further conceal the connection between the money and the crime. It is common
- though no one except the offenders knows how common - to use a variety of
identities, shell companies, and trusts in a number of countries to make the trail
more difficult to follow.

Integration is the final stage, in which the funds re-enter the legitimate economy.
The launderer might choose to invest the funds in real estate (sometimes also
claimed to be a placement stage activity), luxury assets, or business ventures; or he
might consume the resources with the claim - if challenged - that the funds were

legitimately acquired.
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Figure 50: The Money Laundering cycle (source: UNODC)

After the 11" September 2001 attacks, terrorism has been associated with money massive
laundering, however, the fact that the 2004-2005 attacks in Madrid and London cost around
US$ 10,000 each, seems to suggest that Extremist Islamic Groups are not important actors
in this area (Levi & Reuter 2006). The association of terrorism with money laundering after
9/11 would respond to contradictory agendas inside the USA. Although there is no
evidence that any terrorist activity has been halted through the surveillance of capital
movements, it seems that the tax evaders, fearing the AML measures in the USA would

have shifted their operations to the UK and the EU (Napoleoni, 2007).

The impact of capital flight in extraterritorial or offshore economy is huge. In March 2005
the Tax Justice Network (TJN) published the results of research showing that US$ 11.5
trillion wealthy individuals (or High Net Worth Individuals, HNW!I) personal fortune was
to be found in offshore financial centres. Moreover, in order to reduce taxes to its minimum,
or to avoid them, a consistent proportion of this wealth is managed in fiscal havens. If the
rents of this patrimonial wealth were taxed in the countries where these wealthy individuals
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are resident, or where they gain their wealth, the additional tributary income to fund public
services and investments worldwide would increase yearly by US$ 255 billion. This
estimation of revenue loss does not include transnational corporations’ tax evasion, or the

decrease of fiscal revenue caused by fiscal competition (Tax Justice Network 2005).

The document “Institutional approaches to policy coherence for development” published
by OECD in 2004, highlights that it is not sufficient to attract Foreign Direct Investment
(FDI) and international trade to developing countries, because there is no guarantee that it
will translate into fiscal income for these countries. Multinational corporations produce
approximately 60 percent of the world’s trade and half of it takes place between
subsidiaries of the same matrix company. The OECD (2004) document points out that
because “internal transactions are not subject to the same market forces as transactions
which occur between unrelated companies operating in a free market, benefit transfer and
overbilling are probably happening.” In other words, unless enough attention is given to
the issue of transfer prices, it is possible that a developing country gains no revenue from
the FDI that it receives. A process of price control could be established, inspired in the one
established to check the legitimacy of the diamond trade known as the Kimberley Process,
which demands the companies to guarantee that the diamonds with which they trade are

not used to finance conflicts.

Money laundering, which is turning increasingly sophisticated, has become a key element
in the international drug trafficking. The international drug trafficking is estimated to have
a value of around US$ 400 billion per year, 300 billion of which are laundered. A serious
concern, in particular for developing economies, is the decreasing government control over
the economy when important amounts of illegally gained money are introduced into the

financial system.
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Since the 1980s money laundering has gone from being largely tolerated and accepted to
criminalized and condemned across the globe. As Michael Levi has described it, “What
was formerly a general sovereign right of any nation to ensure customer confidentiality has
become redefined pejoratively as unacceptable bank secrecy that facilitates de drug

trade”(Levi, 2002).

According to Smith (2010), Wachovia Bank acknowledged not to have followed due
diligence measures when managing US$ 378 billion from Mexican exchange offices
between 2004 and 2007. The majority of this sum is suspected as being laundered drug

money. The figure is equivalent to one third of Mexican GDP.

FATF (2009) estimates that the sports industry represents between 0.5 and 3.7 percent of
the European Union GDP. A risk for money laundering has been identified in relation to

football clubs and players ownership, transfers market, bets, image rights and marketing.

According to FATF (2009) access to the financial system provided by stock markets, banks
and insurances, are an opportunity for money laundering and financing of terrorism. New
and more complex products are offered. Many electronic transactions are carried out
abroad. The speed at which these transactions are done, their global reach, and their
flexibility make this industry very attractive to illicit activities. Moreover, not only is the

stock market useful for money laundering, but also to make profit out of the capital earned.

Origin illicit flow ) . .
At global level Proceeding from developing and transition
(USS$ billions) economies
LQW ngh Low estimate High estimate
estimate estimate
1. Corruption 30 50 20 40
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2. Crime 331 549 169 238
Drugs 120 200 60 90
g&%ﬁtgge" 80 120 45 60
Human trafficking 12 15 10 12
Arms trafficking 6 10 3 4
Contraband 60 100 30 40
Extortion 50 100 20 30
3. Commercial 700 1000 350 500
Mispricing 200 250 100 150
Price transfer 300 500 100 150
TFrjr?Sactions 200 250 150 200
Total 1,061 1,599 539 778

Figure 51: Estimate of yearly global black money flows (US$ billions, Baker, Raymond 2005:

Capitalism's Achilles Heel, p. 172):
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Average Non- Average Tax Average  Loss of Tax Revenue

Mamalized Trade Revenue Loss  Govemment Revenue {In Percent of

Country Misprcing Mon-Nomalized (Excluding Grants) Gowvernment Revenue)
1  Zimbabwe $750.36 $225.11 $714.50 31.5%
2 China $233,519.653 $58,379.88 $188,121.89 31.0%
3 Philippines $12,153.94 $4,253 .88 $13,850.11 30.7%
4 Micaragua $723.25 $21697 $783.34 27T.7%
5 Mall $572.51 $200.38 $796.90 25.1%
6  Republic Of Congo $O87.34 $375.19 $1,504.95 24.9%
7  Costa Rica $3,22932 $968.80 $4,364.00 22.2%
& Zambla $678.42 $237.45 $1,094.26 21.7%
a Honduras $1,674.17 $418.54 $1,935.12 21.6%
10 Belarus $7.217.08 $1,732.10 $8,063.18 21.5%
11 Cameroon $209.69 $80.73 $471.20 17.1%
12  Guinea $362.88 $127.01 $769.70 16.5%
13 Ethlopla $422.90 $126.87 $T82.27 16.2%
14 Malaysla $19,027.35 $4,947.11 $32,130.18 154%
15 Central African Republic $51.35 $15.41 $105.60 14.6%
16 Cambodla $381.97 $76.39 $55093 13.9%
17 Togo $117.90 $43.62 $322.54 13.5%
18 Panama $2,702.55 $810.7T $6,020.00 13.5%
19  Ta|lkistan $12831 $32.08 $24192 13.3%
20 Solomon Islands $21.50 $6.45 $49.70 13.0%

Figure 52: Countries with the highest losses of income as percentage of government revenue
(average of the years 2002-2006, in US$ millions) (sources: WB, CIA, GFI)

According to FATF (2009), casinos and football clubs are ideal organisations for money

laundering, due to the large amount of funds that they move, the lack of transparency of

these organizations, and the lack of rationality of its members.
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Figure 53: Global gambling market in 2009, in percentage of the total US$ 335 billion, including

internet gambling (The Economist).

6.2.1.1 Money laundering and 9/11

According to Loretta Napoleoni, until 9/11, the bulk of the US$1.5 trillion generated by
the illegal, criminal, and terror economies were laundered in the United States and in USS$.
Because 80 percent of this economy is washed clean in cash, money had to physically enter
the United States. The main entry came through offshore facilities and shell banks located
in the West Indies. In October 2001, the US Congress approved the Patriot Act, legislation
that greatly restricted civil liberties in the USA. Its financial section drastically reduced
money laundering inside the United States in dollars. For example, USA banks and USA
registered banks no longer can do business with offshore shell banks. In addition, the
Patriot Act gave US monetary authorities the right to monitor dollar transactions
throughout the world. Today, it is a criminal offense for a US bank or a US-registered
foreign bank not to alert the authorities of suspicious transactions in dollars anywhere in
the world. The Patriot Act succeeded in blocking the entry of part of dirty and terror money
into the United States, but, because this applied exclusively to the United States and only
to US$ transactions, it did not curb terrorist financing, criminal activity, and money
laundering abroad. These businesses shifted to Europe, where the newly unified European
currency offered organizations already involved in money laundering, such as the
N’drangheta, unexpected opportunities for growth. Money-laundering in Italy increased
by 70 percent from 2001 to 2004. The introduction of the euro also reduced the cost of
money laundering. The absence of a European Union regulation requiring the reporting of
cash movements entering or leaving the European Union countries facilitated these bulk

shipments. European real-estate agents confirmed that they were often approached by
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suspicious buyers willing to complete large purchases in cash. The Patriot Act also
prompted the Colombian drug cartel to find new smuggling routes. The key problem
became not how to launder dirty profits but how to transfer cash denominated in dollars

from one country to another.

6.2.2 Secrecy Jurisdictions

“Many citizens of developing (and developed) countries now have easy access to
tax havens and the result is that these countries are losing to tax havens almost
three times what they get from developed countries in aid. ” - Jeffrey Owens,

Director, OECD for Tax Policy and Administration (2009)

According to economist Gabriel Zucman, Apple, one of the largest companies on the
planet, had avoided tens of billions of US$ in taxes by manipulating the location of its
profits. In France, the budget minister had to resign because he had cheated on his taxes
for twenty years through hidden accounts. In Spain, the former treasurer of the party in
power (PP) went to jail after having revealed a hidden system of financing through

accounts in Switzerland (Zucman, 2015). All this was done through secrecy jurisdictions.

Secrecy jurisdictions (or tax havens) are places that create their own regulations for the
primary benefit and use of non-residents. They are designed to undermine the legislation

or regulation of another jurisdiction.

Offshore banks, financial secrecy centres, money laundering and corruption undermine the
nation-state and democracy. Offshore tax havens, which are connected through information
and telecommunication networks, provide an unprecedented fiscal shelter, allowing
wealthy citizens and corporations to avoid the national tax system, eroding the fiscal base,
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weakening state finances, and delegitimizing the fiscal system in front of ordinary citizens’
eyes. Offshore tax havens encourage money laundering and support criminal activities by
concealing the money from the national authorities’ sight. Under these circumstances,
public employees’ corruption flourishes, both in the North and in the South, undermining
even more the state’s ability to operate legally and to maintain its loyalty towards its

citizens.

Countries where fiscal havens operate represent 1.2 percent of world population, but 26
percent of the world wealth, including 31 percent of the USA multinational companies’ net

profit.

According to the Tax Justice Network, an estimated US$21 to US$32 trillion of private
financial wealth is located, untaxed or lightly taxed, in secrecy jurisdictions around the
world. Secrecy jurisdictions use stealth to invite illicit and illegitimate or abusive financial
flows. lllicit cross-border financial flows are estimated at US$1-1.6 trillion per year,
dwarfing the US$135 billion in global foreign aid. Since the 1970s African countries alone
have lost over US$1 trillion in capital flight, while combined external debts are less than
US$200 billion. So Africa is a major net creditor to the world, but its wealth is in the hands
of a rich élite, protected by offshore secrecy. But rich countries suffer too, and countries
from Southern Europe like Greece, Italy, Spain and Portugal have been impoverished by

decades of tax evasion and state looting through offshore secrecy.
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2002 2004 2005 2006 2007 2008 2009 2010

BIS Non-Bank Offshore Deposits $2.98 $4.05 $4.68  $5.97 $7.43 $6.93 $6.59 $7.01
Liquidity Ratio?
>Minimum® 3.5 30 30 30 30 30 3.0 3.0
>Max (ML/CG Ave)* 3.0 5.0 4.9 46 4.5 3.6 38 4.5
Total Financial Assets
>Minimum $10.4 $12.1 $140 $17.9  $22.3 $20.8 $19.8 $21.02
>Max (ML/CG Ave) $8.9 $20.2 $22.9 $27.5 $33.4 $24.9 $24.7 $31.53
Est Average $9.7 $16.2  $18.5 $22.7  $27.9 $22.9 $22.2 $26.3
Source: BIS(-'04-'10) data,ML/CapGemini ('04-'10) HNWI asset allocations, our analysis © JSH/TJN 2012

1 BIS Table 1: external deposit liabilities to non-banks
4 Yearly average portfolio ratio, deposits to total liquid financial assets (including tradeable equities and fixed income)

# Using TIN's very conservative assumption for the liquidity ratio, based on the 2004 McKinsey study
* Using ML/CapGemini's average portfolio allocation for HNWIs, 2004-2010

Figure 54: Offshore financial assets — High net worth individuals (TIN 2012)

A global industry has developed including the world's biggest banks, law practices,
accounting firms and specialist providers who design and market secretive offshore
structures for their tax- and law-dodging clients. 'Competition' between jurisdictions to
provide secrecy facilities has become a central piece of the global financial markets. The
problems go far beyond tax. In providing secrecy, the offshore world corrupts and distorts
markets and investments, shaping them in ways that are far from efficient. The secrecy
world creates a favourable criminogenic environment for multiple harms including fraud,
tax cheating, escape from financial regulations, embezzlement, insider dealing, bribery or
money laundering. It gives multiple ways for insiders to extract wealth at the expense of
societies, creating political impunity and undermining the link between democracy and
taxation that has supported the growth of accountable modern nation states. Many poor
countries, deprived of tax and losing capital into secrecy jurisdictions, rely on foreign aid

handouts.

A 2010 research on private deposits in secrecy jurisdictions, came to the conclusion that
these have considerably increased since the first collection of data in the 1990s, amounting
presently about US$ 10 trillion. The three jurisdictions with the highest deposits of non-
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residents are the USA, the UK, and the Cayman Islands, each of them with over US$ 1.5
trillion in foreign non-resident private deposits. They grew by 9 percent per year in the last

13 years, whilst world GDP grew by 4 percent.

The Organized Crime and Corruption Reporting Project (OCCRP) published a
transnational investigative series aimed at the criminal services industry, namely the
offshore company formation industry. It looks at networks of company formation agents
stretching from Eastern Europe to New Zealand, Cyprus, Seychelles islands and to the US
state of Delaware. OCCRP reporters went undercover in order to expose the criminal

schemes that are conceived by offshore formation agents.

According to Zucman & Johannesen (2012), during the 2008 financial crisis, G20 countries
forced tax havens to sign bilateral treaties providing for exchange of bank information.
Policymakers celebrated this initiative as the end of bank secrecy. The analysis studied
how the treaties affected bank deposits in tax havens and revealed that most tax evaders
did not respond to the treaties. Some responded by transferring deposits to secrecy
jurisdictions not covered by a treaty. Overall, the G20 tax haven crackdown caused a
modest relocation of deposits between havens but no significant repatriation of funds.

Zucman (2015) proposes the following plan of action avoid this situation:

e To create a worldwide register of financial wealth, recording who owns which
stocks and bonds.

e To levy sanctions proportional to the costs that tax havens impose on other
countries.

e To rethink the taxation of companies. The taxation of multinational firms should
derive from their worldwide consolidated profits, and not, as is true today, from

their country-by-country profits, because those are routinely manipulated by
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armies of accountants. A tax on consolidated profits would increase corporate

tax revenue by about 20 percent.

6.2.2.1 Financial Secrecy Index

“We will set down new measures to crack down on those tax havens that siphon
money from developing countries, money that could otherwise be spent on bed
nets, vaccinations, economic development and jobs ” - Gordon Brown, Prime

Minister, United Kingdom, March 2009

The Financial Secrecy Index established by TJN uses a combination of qualitative and
quantitative data to create an objective measurement of each jurisdiction’s contribution to
the global problem of financial secrecy. It identifies the most important providers of
international financial secrecy, and reveals that traditional stereotypes of tax havens are
misconceived. “The world’s most important providers of financial secrecy harbouring
looted assets are mostly not small, palm-fringed islands as many suppose, but some of the
world’s biggest and wealthiest countries. Rich OECD member countries and their satellites
are the main recipients of or conduits for these illicit flows. The implications for global
power politics are huge, and help explain why for so many years international efforts to
crack down on tax havens and financial secrecy were so ineffective, it is the recipients of

these gigantic inflows that set the rules of the game”.

TJN’s analysis reveals however that the situation has started to improve, even if just in the
declarative side. The global financial crisis and ensuing economic crisis, combined with

recent activism and exposure of these problems by civil society actors and the media, and
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rising concerns about inequality in many countries, have created a set of new political

conditions. The world's politicians have been forced to take notice of tax havens.

World leaders have started to talk about the scourges of financial secrecy and tax havens,
and putting into place new mechanisms to tackle the problem. For the first time the G20
countries have mandated the OECD to put together a new global system of automatic
information exchange to help countries find out about the cross-border holdings of their

taxpayers and criminals.

FSI 2015 - FINAL RESULTS

RANK | Jurisdiction FSI Value Secrecy Global Scale

Score Weight
1 Switzerland 1,466.1 73 5.625
2 Hong Kong 1,259.4 72 3.842
3 USA 1,254.8 60 19.603
4 Singapore 1,147.1 69 4.280
5 Cayman Islands! 1,013.2 65 4.857
6 Luxembourg 817.0 55 11.630
7 Lebanon 760.2 79 0.377
8 Germany 701.9 56 6.026
9 Bahrain 471.4 74 0.164
10 United Arab  Emirates 440.8 77 0.085

(Dubai)

11 Macao 420.2 70 0.188
12 Japan 418.4 58 1.062
13 Panama 415.7 72 0.132
14 Marshall Islands 405.6 79 0.053
15 United Kingdom?! 380.2 41 17.394
16 Jersey 354.0 65 0.216
17 Guernsey 339.4 64 0.231
18 Malaysia (Labuan) 338.7 75 0.050
19 Turkey 320.9 64 0.182
20 China 312.2 54 0.743
21 British Virgin Islands? 307.7 60 0.281
22 Barbados 298.3 78 0.024
23 Mauritius? 297.0 72 0.049
24 Austria 295.3 54 0.692
25 Bahamas! 273.1 79 0.017
26 Brazil 263.7 52 0.678
27 Malta 260.9 50 0.990
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28 Uruguay 255.6 71 0.037
29 Canada 251.8 46 1.785
30 Russia 243.3 54 0.397
31 France 241.9 43 3.104
32 Isle of Man* 228.6 64 0.068
33 Liberia 218.2 83 0.006
34 Bermuda® 217.7 66 0.042
35 Cyprus 213.9 50 0.518
36 Liechtenstein 202.4 76 0.010
37 Ireland 187.4 40 2.313
38 Belgium 181.2 41 1.863
39 Guatemala 177.2 76 0.007
40 Israel 173.8 53 0.166
41 Netherlands 168.4 48 0.322
42 Chile 166.7 54 0.120
43 Saudi Arabia 163.9 61 0.037
44 Australia 148.1 43 0.586
45 India 148.0 39 1.487
46 Philippines 146.1 63 0.020
47 Vanuatu 142.8 87 0.001
48 Ghana 139.2 67 0.010
49 Korea 124.3 44 0.302
50 US Virgin Islands 118.2 69 0.004
51 Samoa 117.5 86 0.001
52 Mexico 117.1 45 0.211
53 Norway 110.7 38 0.731
54 New Zealand 109.4 46 0.129
55 Gibraltar? 109.3 67 0.005
56 Sweden 100.9 36 1.006
57 Aruba 995 68 0.003
58 Italy 98.7 35 1.218
59 Latvia 92.8 45 0.113
60 Belize 925 79 0.001
61 South Africa 90.9 42 0.203
62 Botswana 90.6 71 0.002
63 Anguilla® 89.4 69 0.002
64 St Vincent &  the 79.7 78 0.000
Grenadines®
65 Antigua & Barbuda® 79.6 81 0.000
66 Spain 775 33 1.090
67 Costa Rica 74.9 55 0.010
68 Turks & Caicos Islands® 725 71 0.001
69 St Kitts & Nevis! 68.4 78 0.000
70 Curacao 67.8 68 0.001
71 Iceland 67.1 46 0.035
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72 Seychelles 60.8 71 0.000
73 Slovakia 60.1 50 0.011
74 Macedonia 59.5 66 0.001
75 Poland 57.2 36 0.172
76 Monaco 53.7 74 0.000
77 Estonia 52.9 44 0.023
78 Portugal (Madeira) 52.5 39 0.063
79 St Lucia® 51.7 83 0.000
80 Brunei Darussalam?® 47.4 83 0.000
81 Czech Republic 44.2 35 0.105
82 Grenada? 42.2 76 0.000
83 Denmark 38.2 31 0.219
84 Hungary 37.3 36 0.052
85 Greece 37.2 36 0.046
86 San Marino 33.3 70 0.000
87 Andorra 27.3 77 0.000
88 Slovenia 225 34 0.019
89 Dominical 21.3 76 0.000
90 Finland 194 31 0.025
91 Cook Islands® 17.8 76 0.000
92 Montserrat* 10.9 67 0.000
NA Bolivia - (72-80) 0.001
NA Dominican Republic - (65-73) 0.007
NA Gambia - (73-81) 0.000
NA Maldives - (76-84) 0.000
NA Montenegro - (60-68) 0.001
NA Paraguay - (75-83) 0.001
NA Taiwan - (67-75) 0.513
NA Tanzania - (73-81) 0.006
NA Venezuela - (64-72) 0.230
NA Nauru - 78.91

Note 1: The territories marked in Dark Blue are Overseas Territories (OTs) and Crown
Dependencies (CDs) where the Queen is head of state; powers to appoint key government
officials rests with the British Crown; laws must be approved in London; and the UK
government holds various other powers (see here for more details:
www.financialsecrecyindex.com/PDF/UnitedKingdom.pdf).

Territories marked in light blue are British Commonwealth territories which are not OTs or
CDs but whose final court of appeal is the Judicial Committee of the Privy Council in London
(see here for more details:
http://www.taxjustice.net/cms/upload/pdf/Privy_Council_and_Secrecy Scores.pdf).

If the Global Scale Weights of just the OTs and CDs were added together (5.70 percent of
global total and 23.10 percent with the United Kingdom included), and then combined either
with their average secrecy score of 65.90 (63.62 with the UK) or their lowest common
denominator score of 71.27 (Turks and Caicos Islands), the United Kingdom with its satellite
secrecy jurisdictions would be ranked first in the FSI by a large margin with a FSI score of
1580 or 2221, respectively (compared to 1466 for Switzerland). Even a weighted average,
which emphasises the relative transparency of the UK over its secrecy network, would put
the combined group in 9th place on the FSI. Note that this list excludes many British
Commonwealth realms where the Queen remains their head of state.
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Figure 55: Financial Secrecy Index (TJN, 2015)

It is worth to note that, although the UK is classed number 15 in the index, the City of
London is by far the largest secrecy jurisdiction in the world, as all the dependent tax
havens are part of its network. Instead of a binary division between tax havens and non-tax
havens, the results show a secrecy spectrum, on which all jurisdictions can be situated

(Cobham, 2015).

In 2000 the OECD established a Black List of Non Cooperative Jurisdictions, which today
is empty. The OECD still publishes a list of 38 jurisdictions “committed to improving
transparency and establishing effective exchange of information in tax matters”. They all
are “exotic” tax havens like the Cayman Island, and none of the industrialized western
countries identified in the FSI is included. The EU has a list of 30 similar countries. The
FATF establishes a list of “high-risk and non-cooperative jurisdictions”, but the 2014 list
contains only 3 countries: North Korea, Myanmar and Iran, which are probably there for
political reasons than. There are another 10 “monitored jurisdictions”, mainly weak or
failed states like Yemen. The OECD list system is based on a standard evaluation of
transparency that is not very strict. Financial centres need only to provide information to
other jurisdictions ‘on demand’. Yet many financial centres specify that they will not
honour a request for information until evidence of a problem is provided. Furthermore, to
be included on the White list it is sufficient to sign Information Exchange Agreements with
12 other jurisdictions. These 12 jurisdictions could be any, even those included in the black
list or economically marginal states. This gives an idea of the way the OECD governments,
pushed by corporations (criminal and non-criminal) and banks are trying to maintain the

secrecy jurisdiction system, while sustaining the opposite discourse.
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In 2010, a group of NGOs and scholars, signed the New Haven Declaration which
proclaimed that “human rights and international financial integrity are closely linked”. The
group appeals to the UN, the G8, the G20, the WTO, the IMF, the World Bank and other

organizations to acknowledge the link between human rights and financial transparency.

® Switzerland
M Cayman Islands
™ |sle of Man
M Singapore
M Bermuda
m Liechtenstein
¥ Monaco
W Andora
i British Virgin Islands

" Gibraltar

Figure 56: Tax-havens assets in US$ billions (David Bain, Wealth Bulletin, and 19th January
2009)

6.2.2.2 Shell Companies

For criminals moving large sums of dirty money internationally, untraceable shell
companies are the ideal instrument. A study from the Griffith University (Findley Michael
et al., 2012) reports the results of an experiment soliciting offers for anonymous shell
corporations. The research team impersonated a variety of low and high-risk customers,
including prospective money launderers, corrupt officials, and terrorist financiers.
Evidence is taken from more than 7,400 email solicitations to more than 3,700 Corporate
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Service Providers that sell shell companies in 182 countries. The experiment allowed to
test whether international rules are really effective when they mandate that the entities
selling shell companies must collect identity documents from their customers. Shell
companies that cannot be traced back to their real owners are one of the most common
ways of money laundering, giving and receiving bribes, busting sanctions, evading taxes,

and financing terrorism. Key findings include:

e Overall, international rules that the entities selling shell companies must
collect proof of customers’ identity are ineffective. 48 percent of all replies
did not ask for proper identification, and 22 percent did not ask for any
identity documents at all to form a shell company.

e Against the conventional policy wisdom, those selling shell companies in tax
havens were significantly more likely to comply with the rules than providers
in OECD countries like the USA and UK. Another surprise was that providers
in poorer, developing countries were also more compliant with global

standards than those in rich, developed nations.
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Figure 57: "Dodgy Shopping Count”, which represents how many providers a costumer would

have to approach before being offered an untraceable shell company.

In its 2015 report on the implementation of the G20 commitment on beneficial ownership,
Transparency International warns that the people at the centre of major recent scandals
used complex webs of anonymous companies, trusts and other legal entities located across

multiple jurisdictions to transfer and hide their illicitly sourced funds. Perpetrators often
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use the services of professional middle-men and banks to move or conceal money and the
funds often end up in the hands of other professionals, such as real estate agents or luxury
goods providers, making the proceeds of corruption appear legitimate. At their 2014
Summit, the G20 adopted High-Level Principles on Beneficial Ownership Transparency,
describing financial transparency as a “high priority” issue. The G20 principles build upon
the Financial Action Task Force (FATF) recommendations. The TI report reveals how
governments have failed to fulfil their promise to fight corruption by adopting laws to end
the secrecy that makes it easy for the corrupt to hide their identity and shift money across
international borders. As much as $2 trillion is laundered each year, much of it by hiding
company ownership. Some countries have fallen behind on the most basic aspects of
ensuring we know who is really behind companies, trusts and other entities. Disturbingly,
eight G20 countries that include the financial centres of New York, Tokyo, Shanghai and
Sydney, even if banks can’t find out the identity of the real person behind the money, they
can still go ahead and finish the transaction. In seven G20 countries real estate agents don’t
need to identify the real people behind the sales and purchases of property. As a result

hundreds of billions of dollars of property in London and New York have secret owners.

6.2.2.3 Tax haven history

“The powers of financial capitalism had another far reaching aim, nothing less
than to create a world system of financial control in private hands able to
dominate the political system of each country and the economy of the world as a
whole.” — Prof. Caroll Quigley, Georgetown University, Tragedy and

Hope (1966)
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Political economist Ronen Palan did a detailed description of the obscure history of tax
havens (2010; 2009). Although reliable data on tax havens is still difficult to come by, the
Bank of International Settlement (BIS) quarterly statistics shows that since the early 1980s,
around half of all international banking assets and liabilities are routed through offshore
financial centres (OFCs). About one third of all TNCs’ Foreign Direct Investment (FDI)
goes through OFCs. There are no reliable figures on corporate tax avoidance, which is the
main reason why so much FDI is routed through tax havens. Individual tax avoidance and
evasion is estimated conservatively to be between US$ 800 billion to one trillion per year.
Tax havens are also used as the main route through which laundered money escapes

developing countries.

Most of the important tax havens developed around two main geo-political poles. One pole
has evolved with close links to the City of London. The other pole developed in Europe.
Modern tax havens are sovereign states that use their sovereignty to write laws in order to
attract a certain type of international clientele. The tax haven strategy is aimed exclusively
at an international clientele and hence can be pursued successfully only within an integrated

world market.

Governments often employ some combination of fiscal subsidies and other stimulants,
including reductions in taxation and removal of regulation to attract or retain capital. The
fiscal portions of such policies are called Preferential Tax Regimes (PTRs) and include a
wide range of initiatives and regulations designed to attract foreign capital. It is a specialty
chosen by some of the smallest independent jurisdictions in the world. Dharmapala and
Hines calculated that for a country with a population under one million, the likelihood of

becoming a tax haven rises from 24 percent to 63 percent.
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A definition of tax havens would be: “jurisdictions that deliberately create legislation to
ease transactions undertaken by people who are not resident in their domain” (Palan
2009). Such transactions are 'offshore’, meaning that they take place in legal spaces that
decouple the real location of the economic transactions from the legal location, and hence

remove the tax liability of the transaction from the place where it actually occurred.

The tax haven strategy developed part by part and in different locations. Probably one of
the first examples of a tax haven to have developed were the USA states of New Jersey and
Delaware in the late 19th century. All the indications suggest that they will also be among
the last to be dismantled. New Jersey, which was in direly needed funds in the 1880s was
the first one to develop the tax haven. Laws of incorporations were at that time still highly
restrictive in Anglo-Saxon countries (a long term effect of the 1720 South Sea bubble).
When the Delaware legislature debated the drafting of a new General Incorporation Act in

1898, it sought to imitate the success of New Jersey.

If USA states came up with the technique of bidding for corporations by liberalizing
incorporation laws, the British courts must be credited with the technique of ‘virtual'
residencies, allowing companies to incorporate in Britain without paying tax. The origin of
this practice should be traced to a series of rulings in the British law courts. Most significant
among those was the 1929 case of Egyptian Delta Land and Investment Co. Ltd. vs Todd.
Although the company was registered in London it did not have activities in the UK and
hence was not subject to British taxation. From then, companies could incorporate in
Britain while avoiding paying British taxes. This ruling opened the way not only for the

UK but also for the entire British Empire.

Threatened by the depression of 1929 and in particular by the series of bankruptcies in

Austria and Germany in the early 1930s, the Swiss parliament debated an amendment to
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the Bank Law to protect the Swiss banking system. Contrary to its original intention, the
Banking Act of 1934, strengthened the principle of bank secrecy by placing it under the
protection of criminal law. The new Swiss law demanded "absolute silence in respect to a
professional secret’, that is, absolute silence with respect to any account held in Swiss
banks. The law makes investigation or research into the 'trade secrets' of banks and other
organizations a criminal offence. Very few academics and journalists have been prepared

to risk jail for their inquiries in these matters since.

Liechtenstein adopted the Swiss Franc as its currency in 1924, and at the same time enacted
its own Civil Code. Liechtenstein synthesized and codified Swiss and Austrian practices,
creating a new corporate form, the Anstalt, based on the Austrian concept of the foundation.
The new Company Law imposed no requirements or restrictions concerning the nationality

of shareholders in Liechtenstein companies.

The development of the Euromarkets in the City of London proved to be the main driver
behind an integrated offshore economy, centred in London and including the remains of
the British Empire. In September 1957 the Bank of England accepted the proposition that
transactions undertaken by UK banks on behalf of a lender and borrower who are not
located in the UK are not to be officially viewed as having taken place in the UK for
regulatory purposes. The Euromarket is an inter-bank financial market which, due to this
implicit understanding between the Bank of England and the commercial banks, is not
regulated by the Bank. Since the transactions take place in London, no other authority
regulates the market and hence it became effectively unregulated or 'offshore’. British
banks began to expand their Euromarkets activities to Jersey, Guernsey, and the Isle of
Man in the early 1960s. By 1964, they were joined by the three big USA banks, Citibank,

Chase Manhattan, and the Bank of America.
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In 1966 the Cayman Islands enacted a set of laws adopting the classical tax havens model.
According to the BIS statistics, in 2008 the Cayman Islands were the fourth largest

financial centre in the world.

The late 1960s saw Singapore's emergence as a tax haven. With the Vietnam War, by the
mid-1960s there were increased foreign exchange expenditures in the region. Singapore
responded by setting up incentives for branches of international banks to relocate to
Singapore. Singapore is currently emerging as the fastest-growing private banking sector

in the world.

The first Pacific Ocean tax haven was established in 1966, in Norfolk Island, a self-
governing external territory of Australia. Once Norfolk Island set the precedent in 1966,
Vanuatu (1970-71), Nauru (1972), the Cook Islands (1981), Tonga (1984), Samoa (1988),
the Marshall Islands (1990), and Nauru (1994) copied legislation from the leaders in the
field. All these havens introduced legislation modelled on the successful havens, including
provision for zero or near-zero taxation for exempt companies and non-residential
companies, Swiss-style bank secrecy laws, trust companies laws, offshore insurance laws,
flags of convenience for shipping fleets and aircraft leasing, and more recently establishing

advantageous laws aimed at facilitating e-commerce and online gambling.

Another important centre that developed later was the Irish Financial Services Centre in
Dublin in 1987, with a favourable tax regime for certain financial activities and low
corporate tax rate. In October 1975, Bahrain initiated a policy of licensing offshore banking

units (OBUSs), followed soon by Dubai.

By the early 1990s, there were between sixty and one hundred tax havens in the world,
depending on the definition one applies to the phenomenon. The BIS statistics showed that

about half of international lending was routed through these havens, that at least one third
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of all international FDI was routed through them as well, and that they have become an
important instrument of tax avoidance worldwide, and that they have constitute the single

largest drain on developing countries' economies.

At the end of the 1990s a number of initiatives to control the tax havens, led initially by
the OECD 'harmful tax competition' campaign, started. While concern about tax havens is
not new, its full impact on the world economy took a long time to mature. The G-20 London
Communiqué devoted a whole section to proposals to re-regulate tax havens. Yet, despite
growing pressure on tax havens, the most recent BIS statistics show no decline in the

volume of money that goes through them.

The OECD is not well prepared to confront the tax haven problem because many of its
members, including the US, the UK, Switzerland, Ireland and the Benelux are themselves
tax havens. The UK is critical to any future international efforts to combat tax havens, not
least because as many as half-a-dozen of the most important tax havens are dependencies
of the UK connected to the City. The EU is already clamping down on the Belgian co-
ordination centres and other especial provisions. The Gulf States, with their commitment
to Islamic banking, aim at a specialist, regional market rather than the non-Muslim majority

of tax haven users.

Tax havens have created systems and regulations that help to hide the true owner of assets
deposited in their domains. As long as secrecy is maintained, potential tax avoiders and
evaders, as well as money launderers are likely to try to hide their assets there. An
internationally agreed code of conduct that ensures transparency of ownership and

traceability of assets to their ultimate owners would be the adequate measure to take.
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Figure 58: The archipelago of financial criminality, Phillippe Recacewicz (Le Monde
Diplomatique, April 2000)

6.2.3 Base Erosion and Profit Shifting

According to the UN, Base Erosion and Profit Shifting (BEPS) refers to tax planning
techniques by companies that exploit gaps in international and domestic tax laws, as well
as mismatches between domestic tax systems, to shift profits. As a result, corporate tax

rates are unduly low and do not reflect the realities of the underlying economic transactions.

The global international tax framework reflected in countries’ domestic law and bilateral
tax treaties assumes that multinational companies will be taxable either in the country
where the income is earned (the source state) or the country where the multinational is
headquartered (the residence state) — depending on the nature of the cross-border activity
undertaken by the multinational enterprise. However, international tax standards, both in
terms of domestic law and bilateral arrangements, have not kept pace with developments

in the global economy.
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The causes of base erosion and profit shifting are manifold and include, among others, gaps
and inadequacies of domestic laws, insufficient controlled foreign company rules, transfer
mispricing, tax treaty abuses or problems arising from hybrid mismatch arrangements. The
tax laws and policies of one country, as well as the practices of multinational companies,
can adversely affect another country’s ability to mobilize domestic revenue. Whether it is
intended or not, base erosion and profit shifting can result in a country losing significant

tax revenue and consequently undermine its development.

In 2013, the OECD and the G20 started a process to reduce the BEPS with a 15 point

Action Plan:

1 Address the Tax Challenges of the Digital Economy

2 Neutralise the Effects of Hybrid Mismatch Arrangements

3 Strengthen Controlled Foreign Companies Rules

4 Limit Base Erosion via Interest Deductions and Other Financial Payments

5 Counter Harmful Tax Practices More Effectively, Taking into Account Transparency
and Substance

6 Prevent Treaty Abuse

7 Prevent the Artificial Avoidance of Permanent Establishment Status

8-10 Assure that Transfer Pricing Outcomes are in Line with Value Creation: intangibles
(8), risks and capital (9) and other high-risk transactions (10)

11 Measuring and Monitoring BEPS

12 Require Taxpayers to Disclose their Aggressive Tax Planning Arrangements

13 Re-examine Transfer Pricing Documentation

14 Make Dispute Resolution Mechanisms More Effective

15 Develop a Multilateral Instrument
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But all these initiatives are taken by a club of rich States, dominated by corporate interests,
and consist mainly of voluntary provisions, which is unlikely to bring substantial results to
the poor countries, which are the main victims of the BEPS, because of their weak state

structures.

6.2.4 Mispricing

“All amassing of wealth or hoarding of wealth above and beyond one’s legitimate
needs is theft. There would be no occasion for theft and no thieves if there was

wise regulation of wealth and social justice. ” Mahatma Gandhi.

Trade mispricing refers to over-invoicing on imports or under-invoicing of exports in order
to evade taxation. This practice is a fundamental component of tax evasion and one of the
main ways used by residents in developing countries to transfer funds abroad. The
imposition of measures to reduce trade mispricing would allow poor countries’
governments to collect a fair amount of taxes from multinational companies operating in

their territories. These revenues could be utilised for local economy development.

Christian Aid (2009) argues that 60 percent of all international trade takes place within the
same transnational corporation. The TNCs establish manipulated prices to reduce taxation.
Poor countries lose approximately US$ 160 billion of revenue per year. As proved with the
Enron collapse, multinational corporations can have thousands of hidden subsidiary
companies worldwide. Companies can use these structures to transfer their benefits from
one country to another, in order to avoid their tax obligations and to elude price regulations
in developing countries. TNCs can use instruments that are very difficult to detect in order

to misprice their transfers and divert profits to no-tax or low-tax jurisdictions. These
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complex structures are used to divert and manage illegal funds. It is challenging for
investigators to discover the nature of these transactions and to determine the origin of the

funds.

A recent study on re-invoicing estimates that all developing countries lost around US$100
billion in average annual tax revenue between 2002 and 2006 from this practice. Re-
invoicing consists in exporting goods with one invoice, which is transferred to another
jurisdiction (usually a fiscal haven), where the price in the invoice is modified, and then is
sent to the importing country for delivery and payment. It represents an average loss of
about 4.4 percent of the entire developing world’s total tax revenue, and equivalent to the
total annual Official Development Assistance (ODA) from developed countries to

developing countries (Hollingshead 2010b).

6.2.4.1 OECD Guidelines

The first draft of the OECD Guidelines on Transfer Pricing for Multinational Enterprises
and Tax Administrations (“OECD Guidelines) was published in1995. These Guidelines
are a revision of the OECD Report on Transfer Pricing and Multinational Enterprises that
was published in 1979. Since then, they have been continually developed and updated,
which resulted in the last version, approved in 2010. They provide guidance on the
application of the “arm’s length principle”, for tax purposes and on cross-border
transactions between associated enterprises. In a global economy where TNCs play a
prominent role, governments need to ensure that the profits of TNCs are not artificially
shifted out of their jurisdiction and that the tax base reported in their country reflects the
economic activity undertaken therein. It also intends to limit the risks of economic double

taxation for taxpayers that may result from a dispute between two countries on the
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determination of the arm’s-length remuneration for their cross-border transactions with
associated enterprises. They are not binding, but member states may incorporate the OECD
Guidelines into national law, and not all OECD members have accepted the Guidelines

themselves.

6.2.5 Economic crisis and tax havens

“One of the flaws of market fundamentalism is that it paid no attention to

distribution of incomes or the notion of a good or fair society.” - Joseph Stiglitz

According to Zygmund Bauman (2014), there are many comparisons between the present
crisis and that of the 1930s, but the main difference is that today citizens no longer trust
the capacity of the state to resolve the crisis and to set a new way forward. States have been
stripped of much of their power to shape the course of events and many of the present
problems are global in their nature, but the power available to individual governments is
not sufficient to deal with the problems they face. This separation between power and
politics brings a new kind of paralysis that undermines the political agency necessary to
address the crisis and it undermines citizens’ confidence. The weakness of governments
goes together with the growing cynicism and distrust of citizens. Therefore the current
crisis is at the same time a crisis of agency, a crisis of representative democracy and a crisis
of the sovereignty of the state. Although this crisis has been aggravated by the commotion
following the financial 2008 crisis, Bauman and Bordoni argue that the crisis facing
Western societies is embedded in a more profound series of transformations that originate
back in time and are producing long-lasting effects. Stephen Gill (2015), says that the crisis
signals what Gramsci called an ‘organic crisis’ of world order, global capitalism and of

global governance.
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Most of the present global economic crisis’s roots can be traced to the offshore financial
centres. Tax havens did not cause the crisis, yet they enabled it. Here is what happened in

an interconnected way:

e Tax havens offered the opportunity to avoid regulations without
consequences.

e The offshore system allowed financial services companies to elude
regulations and to grow quickly, obtaining political and regulatory
“leverage”, and in so doing contributed to the “too big to fail” banking
problem.

e Unhealthy competition on tax and the different regulations between tax
havens and other jurisdictions invalidated the means to control the crisis.

e Fiscal incentives played a vital role in the acceleration of the debt growth.

o “Satellite” tax havens, like some Caribbean islands or the British Crown
Dependencies, are routes for illicit flows from developing countries to
important financial centres like London or New York, and contributed to
create dramatic macroeconomic imbalances.

e An important characteristic of the crisis is that the financial system was
frozen as a consequence of lack of trust and impenetrable complexity, which
rendered it impossible for the actors to understand their partners’ financial
positions. Secrecy jurisdictions, by encouraging companies to distribute their
finances in multiple jurisdictions, and concealing these affairs with a veil of
secrecy, played an important role in the development of the crisis.

e Fiscal havens provided coverage to any type of fraudulent business (as are

the cases of Bernard Madoff, Allen Stanford and others).
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e Offshore centres helped corporations hide important losses, which
contributed to chaos.

e Offshore banking registries played a vital role in the production of excessive
cash-flow, which was at the basis of the crisis.

e By providing to the banks that had a global coverage a “competitive
advantage” over their national rivals (allowing tax evasion and avoidance of
regulatory obligations), tax havens greatly contributed to the problem of “too

big to fail”.

Furthermore, by siphoning tax payers and rich companies’ money into illicit jurisdictions,
and by encouraging large-scale capital flight from developing countries, they made it even

more complicated for the victims of the crisis to contribute to resolve it.

Sociologist Nicholas Dorn (2015) argues that if the financial system were less ‘connected’,
contagion within the market would be reduced and crises would become more localised
and intermittent, less global and pervasive. He sustains that politicising financial market
policies — taking discussion of these issues out of the sphere of the ‘technical” and putting
it into the same democratically contested space as, for example, health and welfare policies
— would encourage differing policies to emerge in different countries. Too big to fail
(TBTF) is the doctrine that the international, regional and national financial infrastructures

are so vital that they must be preserved at whatever cost to other interests.

300



6.2.6 Export Credit Agencies

“Greed has poisoned men’s souls; has barricaded the world with hate; has
goose-stepped us into misery and bloodshed. ” — Charlie Chaplin, the Great

Dictator, 1940

Export Credit Agencies (ECA) use public or a mixture of private and public funding to
issue credit, guarantees, or insurance to support investments and exports of national
companies and corporations abroad. The majority of OECD members own at least one
publicly funded export credit agency, usually under the ministry of trade, finance or
economics. While promoting exports and investments is not problematic per se, ECAS
operate with minimum transparency, accountability and human rights, corruption and
environmental safeguards. Consequently, ECAs often finance controversial projects. Many
projects sponsored by ECAs have been linked to serious violations of human rights,
including arbitrary arrests, use of paramilitary forces, forced relocations, inadequate
consultation and compensation, violations of the right to a healthy environment, loss of

livelihoods and destruction of religious and cultural heritage.

Under international law, states have the obligation to respect and protect human rights, and
this obligation extends to their institutions such as ECAs. In order to assure that ECA
financed projects are not directly involved or connected to human rights violation, several
human rights campaigners and activists working with ECAs explored the possibility of

creating adequate structures and norms.

ECAs frequently endorse projects that the World Bank or other multilateral institutions
have considered too risky and potentially harmful in terms of their environmental and

social impact. They are one of the most consistent sources of public funding for similar
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projects in developing countries: they contribute to industrial and infrastructural projects

to the tune of 50-70 billion USD per year.

Most of these institutions have no measures to protect the environment or the local
population. ECASs finance power stations that emit greenhouse gases, mega dams, mining
projects, motor